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Chapter 1
Introduction

This Chapter provides an overview of the Wireless ADSL Router's features
and capabilities.

Congratul ations on the purchase of your new Wireless ADSL Router. The Wireless ADSL
Router is a multi-function device providing the following services:

ADSL Modem.

Shared Broadband | nternet Accessfor all LAN users.
Wireless Access Point for 802.11b and 802.11g Wireless Stations.
VPN Gateway to allow secure VPN connections over the Internet.
4-Port Switching Hub for 10BaseT or 100BaseT connections.

Wireless LAN

+£ = == = =

I -

- ( wl \ - In’remei

Wireless ADSL Router

Windows Mac Ui

Fast Ethernet
Figure 1: WirelessADSL Router

Wireless ADSL Router Features

The Wireless ADSL Router incorporates many advanced features, carefully designed to pro-
vide sophisticated functions while being easy to use.

Internet Access Features

"t Shared Internet Access. All usersonthe LAN or WLAN can access the Internet
through the Wireless ADSL Router, using only asingle external 1P Address. The local (in-
valid) IP Addresses are hidden from external sources. This processis called NAT
(Network Address Translation).

"¢ Built-in ADSL Modem. The Wireless ADSL Router has a built-in ADSL modem,
supporting all common ADSL connections.
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"t

"

"t

I POA, PPPoE, PPPOA, Direct Connection Support. The Wireless ADSL Router
supports all common connection methods.

Auto-detection of I nternet Connection Method. In most situations, the Wireless
ADSL Router can test your ADSL and Internet connection to determine the connection
method used by your ISP.

Fixed or Dynamic | P Address. On the Internet (WAN port) connection, the Wireless
ADSL Router supports both Dynamic IP Address (IP Addressis alocated on connection)
and Fixed IP Address.

Advanced Internet Functions

"t

"t

"

"t

"

"t

"

"t

"

Application Level Gateways (ALGs). Applications which use non-standard connec-
tions or port numbers are normally blocked by the Firewall. The ability to define and allow
such applicationsis provided, to enable such applications to be used normally.

Special Applications. Thisfeature, also called Port Triggering, allows you to use
Internet applications which normally do not function when used behind a firewall.

Virtual Servers. Thisfeature alows Internet users to access I nternet servers on your
LAN. The required setup is quick and easy.

Dynamic DNS Support. DDNS, when used with the Virtual Servers feature, allows
usersto connect to Servers on your LAN using a Domain Name, even if you have a dy-
namic | P address which changes every time you connect.

URL Filter. Usethe URL Filter to block access to undesirable Web sites by LAN users.

Firewall. Aswell asthe built-in firewall to protect your LAN, you can define Firewall
Rulesto determine which incoming and outgoing traffic should be permitted.

Scheduling. Both the URL Filter and Firewall rules can be scheduled to operate only at
certain times. This provides great flexibility in controlling Internet -bound traffic.

Logs. Definewhat datais recorded in the Logs, and optionally send log data to a Syslog
Server. Log data can also be E-mailed to you.

VPN Pass through Support. PCswith VPN (Virtua Private Networking) software
using PPTP, L2TP and IPSec are transparently supported - no configuration is required.

VPN Features

ll#
ll#

I PSec Support. IPSec isthe most common protocol.

Easy Configuration. The configuration required to allow 2 Wireless ADSL Routers to
establish a VPN connection between them is easy accomplished.

Wireless Features

"

"t

ll#
ll#

Standards Compliant. The Wireless ADSL Router complies with the IEEE802.11g
(DSSS) specifications for Wireless LANSs.

Supports both 802.11b and 802.11g Wireless Stations. The 802.11g standard
provides for backward compatibility with the 802.11b standard, so both 802.11b and
802.11g Wireless stations can be used simultaneoudly.

Speeds to 54Mbps. All speeds up to the 802.11g maximum of 54Mbps are supported.

WEP support. Support for WEP (Wired Equivalent Privacy) isincluded. Key sizes of 64
Bit and 128 Bit are supported. WEP encrypts any data before transmission, providing pro-
tection against snoopers.
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"t

"

"

WPA-PSK support. Like WEP, WPA-PSK encrypts any data before transmission,
providing protection against snoopers. The WPA-PSK is a later standard than WEP, and
provides both easier configuration and greater security than WEP.

Wireless MAC Access Control. The Wireless Access Control feature can check the
MAC address (hardware address) of Wireless stations to ensure that only trusted Wireless
Stations can access your LAN.

Simple Configuration. If the default settings are unsuitable, they can be changed
quickly and easily.

LAN Features

"t

"

4-Port Switching Hub. The Wireless ADSL Router incorporates a 4-port 10/100BaseT
switching hub, making it easy to create or extend your LAN.

DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic |P
address to PCs and other devices upon request. The Wireless ADSL Router can act asa
DHCP Server for devices on your local LAN and WLAN.

Configuration & Management

"t

"

"t

"t

Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for configu-
ration.

Configuration File Upload/Download. Save (download) the configuration data from
the Wireless ADSL Router to your PC, and restore (upload) a previously-saved configura-
tion file to the Wireless ADSL Router.

Remote Management. The Wireless ADSL Router can be managed from any PC on
your LAN or Wireless LAN. And, if the Internet connection exists, it can also (optionally)
be configured via the Internet.

Network Diagnostics. You can use the Wireless ADSL Router to perform a Ping or
DNS lookup.

Security Features

"

"t

"

"

"t

Password - protected Configuration. Password protection is provided to prevent
unauthorized users from modifying the configuration data and settings.

Wireless LAN Security. WPA-PSK, WEP and Wireless access control by MAC address
are al supported. The MAC-level access control feature can be used to prevent unknown
wireless stations from accessing your LAN.

NAT Protection. Anintrinsic side effect of NAT (Network Address Trand ation) tech-
nology isthat by allowing all LAN usersto share asingle |P address, the location and even
the existence of each PC is hidden. From the external viewpoint, thereis no network, only
asingle device - the Wireless ADSL Router.

Firewall. All incoming data packets are monitored and all incoming server requests are
filtered, thus protecting your network from malicious attacks from external sources.

Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much bandwidth
and so many resources that Internet access becomes unavailable. The Wireless ADSL
Router incorporates protection against DoS attacks.
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Package Contents

The following items should be included. If any of these items are damaged or missing, please
contact your dealer immediately.

"t TheWireless ADSL Router Unit

"t 1 Cat-5 Ethernet (LAN) cable

" 1RJ11 (ADSL) cable

"t 1RJ11to RM5 cable (Germany only)
"¢ Power Adapter

"t Quick Installation Guide

" CD-ROM containing the on-line manual.
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Physical Details

Front-mounted LEDs

,—LAN—| M
1 2 3 4
O Power O O O O100BT OWLAN O Internet =
O Status O O O O 10BT O WAN m

Power LED
(Green)

StatusLED
(Yellow)

LAN

WLAN LED

WAN

Inter net

Figure 2: Front Panel

On - Power on.

Off - No power.

Off - Normal operation.

Blinking - This LED blinks during start up, and during a Firmware Up-
grade.

For each port, there are 2 LEDs, to indicate the connection speed (10BaseT
or 100BaseT) of each port.

"t 100BT - Thiswill be ON if the LAN connection is using 100BaseT,
and Blinking if datais being transferred via the corresponding LAN
port.

" 10BT - Thiswill be ON if the LAN connection isusing 10BaseT, and
Blinking if datais being transferred via the corresponding LAN port.

"t If neither LED ison, there is no active connection on the correspond-
ing LAN port.

On - Wireless enabled.
Off - No Wireless connections currently exist.

Flashing - Datais being transmitted or received viathe Wireless access
point. Thisincludes "network traffic" aswell as user data.

On - ADSL connection established. (Thisisalow-level connection, it
does not mean Internet accessis available.)

Off - No ADSL connection currently exists.

Flashing - Datais being transmitted or received viathe ADSL connection.
On - Internet connection is available.

Off - No Internet connection available.

Flashing - Datais being transmitted or received viathe ADSL connection.
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Rear Panel

= =

POWER SWITCH
mmm ON =

Reset
[ J

LAN4 LAN3 LAN2 LAN1

OFF L

Reset Button
(Reset to Defaults)

Power port
Power switch

10/100BaseT
L AN connections

WAN port
(ADSL port)

Figure 3: Rear Panel

This button will reset the Wireless ADSL Router to the factory
default settings.

To do this, press and hold the Reset Button for five (5) seconds, until
the Status LED islit, then release the Reset Button, and wait the
Wireless ADSL Router to restart using the factory default values.

Connect the supplied power adapter here.
PressIN for power ON, OUT for power OFF.

Use standard LAN cables (RJ45 connectors) to connect your PCsto
these ports.

Note:

Any LAN port on the Wireless ADSL Router will automatically
function as an "Uplink" port when required. Just connect any port to a
normal port on the other hub, using a standard LAN cable.

Connect this port to your ADSL line.



Chapter 2
Installation

This Chapter coversthe physical installation of the Wireless ADSL Router.

Requirements

"t Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
"¢ TCP/IP protocol must beinstalled on all PCs.
"t For Internet Access, an Internet Access account with an ISP, and a DSL connection.

" Tousethe Wireless Access Point, all Wireless devices must be compliant with the IEEE
802.11g or IEEE 802.11b specifications.

Procedure

Figure 4: Installation Diagram

1. Choose an Installation Site
Select a suitable place on the network to install the Wireless ADSL Router.

’@ For best Wireless reception and performance, the Wireless
ADSL Router should be positioned in a central location with
Motel minimum obstructions between the Wireless ADSL Router
and the PCs.

Also, if using multiple Access Points, adjacent Access
Points should use different Channels.
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2. Connect LAN Cables

ll#
ll#

"

"t

ll#
ll#

Use standard LAN cables to connect PCs to the Switching Hub ports on the Wireless
ADSL Router. Both 10BaseT and 100BaseT connections can be used simultaneously.

If required, connect any port to a normal port on another Hub, using a standard LAN cable.
Any LAN port on the Wireless ADSL Router will automatically function as an "Uplink"
port when required.

. Connect ADSL Cable

Connect the supplied ADSL cable from to the WAN port on the Wireless ADSL Router
(the RJ11 connector) to the ADSL terminator provided by your phone company.

. Power Up

Connect the supplied power adapter to the Wireless ADSL Router. Use only the power
adapter provided. Using a different one may cause hardware damage.
Power up by pressing the rear-mounted power switch IN.

. Check the LEDs

The Power LED should be ON.

The Satus LED should flash, then turn Off. If it stays on or blinking after 60 seconds,
thereis a hardware error.

For each LAN (PC) connection, one of the LAN LEDs should be ON (provided the PC is
aso ON.)

The WLAN LED should be ON
The WAN LED should be ON if ADSL lineis connected.
The Internet LED may be OFF. After configuration, it should come ON.

For more information, refer to Front-mounted LEDs in Chapter 1.



Chapter 3
Setup

This Chapter provides Setup details of the Wireless ADSL Router.

Overview

This chapter describes the setup procedure for:

X
X
X
X

PCson your local LAN may also require configuration. For details, see Chapter 4 - PC Con-

Internet Access
LAN configuration
Wireless setup

Assigning a Password to protect the configuration data.

figuration.

Other configuration may also be required, depending on which features and functions of the
Wireless ADSL Router you wish to use. Use the table below to locate detailed instructions for

the required functions.

To Do this:

Refer to:

Configure PCs on your LAN.

Chapter 4:
PC Configuration

Check Wireless ADSL Router operation and Status.

Chapter 5:
Operation and Status

"
"4
"
"
"4
"
"4

Use any of the following Advanced features:

Internet (DMZ, Specia Applications, URL Filter)
Dynamic DNS

Firewall Rules

Firewall Services

Schedule

Virtual Servers

VPN

Chapter 6:
Advanced Features

"t
"t
"
"t
"
"t
"t
"

Use any of the following Administration Configuration
settings or features:

PC Database
Config File
Logging

E-mail

Diagnostics
Remote Admin
Routing

Upgrade Firmware

Chapter 7
Advanced Administration
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Configuration Program

The Wireless ADSL Router contains an HTTP server. This enables you to connect to it, and
configureit, using your Web Browser. Y our Browser must support JavaScript.

The configuration program has been tested on the following browsers:
"t Netscape V4.08 or later

"t Netscape 7

"t Internet Explorer V5.01 or later

Preparation

Before attempting to configure the Wireless ADSL Router, please ensure that:

"t Your PC can establish a physical connection to the Wireless ADSL Router. The PC and
the Wireless ADSL Router must be directly connected (using the Hub ports on the Wire-
less ADSL Router) or on the same LAN segment.

"t TheWireless ADSL Router must be installed and powered ON.

"t If the Wireless ADSL Router's default 1P Address (192.168.0.1) is aready used by another
device, the other device must be turned OFF until the Wireless ADSL Router is allocated a
new |P Address during configuration.

Using your Web Browser

To establish a connection from your PC to the Wireless ADSL Router:

1. Afterinstalling the Wireless ADSL Router in your LAN, start your PC. If your PCis
aready running, restart it.

2. Start your WEB browser.

3. Inthe Address box, enter "HTTP://" and the |P Address of the Wireless ADSL Router, as
in this example, which uses the Wireless ADSL Router's default |P Address:

HTTP://192.168.0.1
4.  When prompted for the User name and Password, enter values as follows:
"t User name admin
"t Password password

10
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If you can't connect

If the Wireless ADSL Router does not respond, check the following:

"t

"t

The Wireless ADSL Router is properly installed, LAN connection is OK, and it
is powered ON. Y ou can test the connection by using the "Ping" command:

" Openthe MS-DOS window or command prompt window.

"t Enter the command:
ping 192.168.0.1
If no response isreceived, either the connection is not working, or your
PC's IP address is not compatible with the Wireless ADSL Router's IP Ad-
dress. (See next item.)

11
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Common Connection Types

Type Details ISP Data required

Dynamic Your IP Addressis allocated a) ADSL parameters (VPI and

IP Address automatically, when you connect | VCI) may be required, if they

to you I SP. cannot be detected automatically.

b) Some ISP's may require you to
use a particular Hostname or
Domain name, or MAC (physical)
address.

Static (Fixed) Your ISP allocates a permanent IP | @) ADSL parameters (VPI and

IP Address Addressto you. VCI) may be required, if they

Usually, the connection is"Al-
wayson".

cannot be detected automatically.

b) IP Address allocated to you,
and related information, such as
Network Mask, Gateway |P
address, and DNS address.

PPPOE, PPPoA

Y ou connect to the | SP only when
required. The IP address is usu-
aly allocated automatically.

a) ADSL parameters (VPI and
VCI) may be required, if they
cannot be detected automatically.

b) User name and password are
aways required.

¢) If using a Static (Fixed) IP
address, you need the | P address
and related information (Network
Mask, Gateway |P address, and
DNS address)

| POA
(IPover ATM)

Normally, the connection is
"Alwayson".

a) ADSL parameters (VPI and
VCI) may be required, if they
cannot be detected automatically.

b) IP Address allocated to you,
and related information, such as
Network Mask, Gateway |P
address, and DNS address.

12
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Home Screen

After finishing the Setup Wizard, you will see the Home screen. When you connect in future,
you will see this screen when you connect. An example screen is shown below.

T 5 z
Router Setup I Diamond Multimedia

Figure5: Home Screen

Main Menu

The main menu, on the left, contains links to the most-commonly used screen. To see the links
to the other available screens, click "Advanced” or " Administration”.

The main menu also contains two (2) buttons:

" Log Out - When finished, you should click this button to logout.

"t Restart - Use thisif you wish to restart the Wireless ADSL Router. Note that restarting the
Router will break any existing connections to or through the Router.

Navigation & Data Input

"t Usethe menu bar on the left of the screen, and the "Back™ button on your Browser, for
navigation.

"# Changing to another screen without clicking "Save" does NOT save any changes you may
have made. Y ou must "Save" before changing screens or your datawill be ignored.

’@ On each screen, clicking the "Help" button will
display help for that screen.

Note!

13
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LAN Screen

Use the LAN link on the main menu to reach the LAN screen. An example screen is shown
below.

IP Address: [19z2 [i168 Jo  JL
Subnet Mask  |255 255 [255 |0
V¥ DHCP Server

StartIP Address: 192|168 [0 [z
Finish IP Address: [192 |168 O [254

Savel Cancel | Help |
Figure6: LAN Screen
Data - LAN Screen
TCP/IP
|P Address |P address for the Wireless ADSL Router, as seen from the local LAN.

Use the default value unless the addressis already in use or your LAN
isusing adifferent P address range. In the latter case, enter an unused
IP Address from within the range used by your LAN.

Subnet M ask The default value 255.255.255.0 is standard for small (class"C")
networks. For other networks, use the Subnet Mask for the LAN
segment to which the Wireless ADSL Router is attached (the same
value as the PCs on that LAN segment).

DHCP Server "t If Enabled, the Wireless ADSL Router will alocate IP Addresses
to PCs (DHCP clients) on your LAN when they start up. The de-
fault (and recommended) value is Enabled.

"t If you are aready using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat the Wireless ADSL Router as the default Gateway. See the
following section for further details.

"{ TheStart IP Addressand Finish IP Addressfields set the values
used by the DHCP server when allocating |P Addressesto DHCP
clients. This range also determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

DHCP

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) Server allocates avalid IP addressto a
DHCP Client (PC or device) upon request.
"t  The client request is made when the client device starts up (boots).

"t The DHCP Server provides the Gateway and DNS addresses to the client, aswell as
alocating an |IP Address.

14
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"t TheWireless ADSL Router can act asaDHCP server.

"t  Windows 95/98/ME and other non-Server versions of Windows will act asa DHCP client.
Thisisthe default Windows setting for the TCP/IP network protocol. However, Windows
uses the term Obtain an |P Address automatically instead of "DHCP Client".

"t Youmust NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using the Wireless ADSL Router's DHCP Server

Thisisthe default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:
"¢ Enableor Disable the Wireless ADSL Router's DHCP Server function.

"t Settherange of IP Addresses alocated to PCs by the DHCP Server function.

’@ You can assign Fixed IP Addresses to some devices
while using DHCP, provided that the Fixed IP Addresses
Motel are NOT within the range used by the DHCP Server.

Using another DHCP Server

Y ou can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP
Server, rather than the Wireless ADSL Router's, the following procedure is required.

"t Disable the DHCP Server feature in the Wireless ADSL Router. This setting ison the LAN
screen.

"t Configure the DHCP Server to provide the Wireless ADSL Router's IP Address as the
Default Gateway.

To Configure your PCs to use DHCP
Thisisthe default setting for TCP/IP for all non-Server versions of Windows.
See Chapter 4 - Client Configuration for the procedure to check these settings.

15
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Wireless Screen

The Wireless ADSL Router's settings must match the other Wireless stations.

Note that the Wireless ADSL Router will automatically accept both 802.11b and 802.11g
connections, and no configuration is required for this feature.

To change the Wireless ADSL Router's default settings for the Wireless Access Point feature,
use the Wireless link on the main menu to reach the Wireless screen. An example screenis

shown below.

Wireless

Identification

Wireless Security elliigst=ulylen Disabled

EULEEROIN v Enable Wireless Access Point

Options [FYIe [a0z11g 8 802110 =]

Region: [usa =l
Station Mame: ADSL Router (ANMEX A)
SSID (Senvice Set Identifier)  [Wireless

Channel No: |11 vi

¥ Broadcast SSID

Configure !

Allow access by
& Al L Wireless stations

© Trusted Wireless stations only Set Stations |
Save] Cancel I Help_l

Figure 7: Wireless Screen

Data - Wireless Screen

Identification

Region Select the correct domain for your location. It is your responsibility to
ensure:
"# That the Wireless ADSL Router isonly used in domains for which
islicensed.
"t That you select the correct domain, so that only the legal channels
for that domain can be selected.
Station name Thisisthe same as the "Device Name" for the Wireless ADSL Router.
SSID Thisisaso caled the "Network Name".

"# If using an ESS (Extended Service Set, with multiple access
points) thisID is called an ESSID (Extended Service Set Identi-
fier).

" Tocommunicate, all Wireless stations should use the same
SSID/ESSID.

16
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Options

M ode

Select the desired mode:

" 802.11G-plus(TI) Thisallows clientsto use any of the following
modes:

"t Standard 802.11b
"t 802.11B+ (Texas Instruments proprietary enhanced mode)
"t Standard 802.11g

"t 802.11G-plus (Texas Instruments proprietary enhanced
mode). This mode can increase throughput by up to 50%, but
will only work between compatible T1 wireless stations.

" 802.11g & 802.11b - Both 802.11.g and 802.11b Wireless stations
will be able to use the Wireless ADSL Router.

"# 802.11g only - Only 802.11g Wireless stations can use the Wire-
lessADSL Rouiter.

" 802.11b only - Only 802.11b connections are available. 802.11g
Wireless Stations will only be able to use the Wireless ADSL
Router if they are fully backward-compatible with the 802.11b
standard.

Channel No.

Select the Channel you wish to use on your Wireless LAN.

"t If you experience interference (shown by lost connections and/or
sow data transfers) you may need to experiment with different
channels to see which is the best.

"t If using multiple Access Points, adjacent Access Points should use
different Channels to reduce interference.

Broadcast SSID

If enabled, the Wireless ADSL Router will broadcast its SSID. This
alows PCs and other wireless stations to detect this Access Point and
use the correct SSID.

If disabled, PC userswill have to manually enter the SSID and other
details of the wireless interface before they can connect to this Access
Point.

Wireless Security

Current Setting

The current Wireless security is displayed. The default value is Dis-
abled.

Configure
Button

Click this button to access the Wireless security sub-screen, and view
or change the settings. See the following section for details.

Access Point

Enable Wireless

Access Point

Enable thisif you want to use Wireless Access Point function.

If disabled, no Wireless stations can use the Access Point function, and
all connections must be made viathe wired LAN.
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Allow access
by ...

Use this feature to determine which Wireless stations can use the

Access Point. The options are:

"t All Wireless Stations - All wireless stations can use the access
point, provided they have the correct SSID and security settings.

"  Trusted Wireless stations only - Only wireless stations you
designate as "Trusted" can use the Access Point, even if they have
the correct SSID and security settings.

This feature uses the MAC address to identify Wirel ess stations.
The MAC addressis alow-level network identifier which is unique
to each PC or network device.

To define the trusted wireless stations, use the " Set Stations" but-
ton.

Set Stations
Button

Click this button to manage the trusted PC database.

18
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Wireless Securit

This screen is accessed by clicking the "Configure”" button on the Wireless screen. There are 3
options for Wireless security:

"t Disabled - no data encryption is used.
"t WEP - datais encrypted using the WEP standard.

"t  WPA-PSK - datais encrypted using the WPA-PSK standard. Thisis alater standard than
WEP, and provides much better security than WEP. If all your Wireless stations support
WPA-PSK, you should use WPA-PSK rather than WEP.

WEP Wireless Security

Wireless Security

Security System IWEP 'I
Authentication Type: IAutomatic v[

WEP Data Encryption, | 128 bit (26 Hex chars) ~|

Ky 1.6 [o7BFa014F29491 T2F799650695

Key 2 0
Key 3: €.
Keyd © |
FPasspirase: Generate Keys |
Cancel
Help Close
Figure8: WEP

Data - WEP Screen

WEP Data Encryption

WEP Data
Encryption

Select the desired option, and ensure the Wireless Stations use the same

setting.

"# 64 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at |east the default key. For 64 Bit En-
cryption, the key sizeis 10 charsin HEX (0~9 and A~F).

"# 128 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at least the default key. For 128 Bit
Encryption, the key sizeis 26 charsin HEX (0~9 and A~F).

Authentication
Type

Normally, this should be left at the default value of "Automatic”. If
changed to "Open System"” or "Shared Key", ensure that your Wireless
Stations use the same setting.

Default Key

Select the key you wish to be the default. Transmitted datais
ALWAY S encrypted using the Default Key; the other Keys are for
decryption only.

Y ou must enter aKey Value for the Default Key.
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Key Value Enter the key value or values you wish to use. The Default Key is
required, the other keys are optional. Other stations must have the same
key.

Passphrase If desired, you can generate a key from a phrase, instead of entering the

key value directly. Enter the desired phrase, and click the " Generate
Keys' button.

WPA-PSK Wireless Security

Wireless Security

Security System ]WPA-PSK ']

PSSk JEBIEJ’ 1y 30WvW3zPZmI%vEab
Encryption: | TRIP v}

Save | Cancel
Help | Close

Figure 9: WPA-PSK

Data - WPA-PSK Screen

Security WPA-PSK

System Like WEP, datais encrypted before transmission. WPA is more
secure than WEP, and should be used if possible. WPA-PSK isthe
version of WPA, which does NOT require a Radius Server on your
LAN.

PSK Enter the PSK (network key). Datais encrypted using a key derived

from the network key. Other Wireless Stations must use the same
network key. The PSK must be from 8 to 63 characters in length.

WPA Encryption

The WPA-PSK standard allows different encryption methods to be
used. Select the desired option. Wireless Stations must use the same

encryption method.
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Trusted Wireless Stations

This feature can be used to prevent unknown Wirel ess stations from using the Access Point.
Thislist has no effect unless the setting Allow access by trusted stations only is enabled.

To change the list of trusted wireless stations, use the Modify List button on the Access Control
screen. You will see a screen like the sample below.

Trusted Wireless Stations

Trusted Wireless Stations Other Wireless Stations
E
=l
Edit
Mame:
Address: (PhysicalMAC address)
Add | Clear |
Help | Close

Figure 10: Trusted Wireless Stations

Data - Trusted Wireless Stations

Trusted Wireless This lists any Wireless Stations which you have designated as
Stations “Trusted”.

Other Wireless Thislist any Wireless Stations detected by the Access Point, which

Stations you have not designated as " Trusted".

Name The name assigned to the Trusted Wireless Station. Use this when
adding or editing a Trusted Station.

Address The MAC (physical) address of the Trusted Wireless Station. Use
this when adding or editing a Trusted Station.

Buttons

<< Add a Trusted Wireless Station to the list (move from the " Other

Stations' list).

"t Select an entry (or entries) in the " Other Stations" list, and click
the" << ™" button.

"t
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Edit

Use this to change an existing entry in the "Trusted Stations” list:
1. Select the Station in the Trusted Station list.

2. Click the Edit button. The address will be copied to the "Ad-
dress' field, and the Add button will change to Update.

3. Edit the address (MAC or physical address) as required.
4. Click Update to save your changes.

Add (Update)

To add a Trusted Station which is not in the "Other Wireless Sta-
tions' list, enter the required data and click this button.

When editing an existing Wireless Station, this button will change
from Add to Update.

Clear

Clear the Name and Address fields.
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The password screen allows you to assign a password to the Wireless ADSL Router.

Password

GEERVBICN The password protects the configuration data.
Once set (recommended), you will be prompted for the
password when you connect,

Old Passwiord |
Mew password: |
Werify password: |

Savel Cancel | Help |

Figure 11: Password Screen

Password Screen

Old Password Enter the existing password in thisfield.

New password Enter the new password here.

Verify password | Re-enter the new password here.
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Use this screen to change the mode between Router mode and Modem (Bridge) mode.

Device Mode EpWTEaNEICES

Device Mode: |Fouter (Modem + Router) 7]

Save

Figure 13: M ode Screen

Select the desired option, and click " Save".

Router Both the ADSL Modem and the Router features are operational. In this
mode, this device can provide shared Internet Accessto all your LAN users.
Also, by default, it actsa DHCP Server, providing an | P address and related
information to all Wirelessand LAN users.

Modem Only the ADSL Modem component is operational.

"t All Router features are disabled. This device is "transparent” - it does
not perform any operations or make any changes to the network traffic
passing through it.

"# You need to have a DHCP Server on your LAN to provide | P addresses
to the Wireless clients using this Access Point.

"t All traffic received on either the Wireless or LAN interface will be sent
over the ADSL connection.

Notes:
"# Generaly, you should NOT use modem mode. Only select this mode if you are sure thisis
what you want.

"t After changing the mode, this device will restart, which will take a few seconds. The menu
will also change, depending on the mode you are in.

"t TheWireless Access Point can function in either Router or Modem mode. But generally it
isnot agood ideato combine a Modem with an Access Point, because all data received
from the wireless stations will be sent over the modem connection. (Since the modem is
transparent, it does not examine the traffic to determine whether the traffic isfor the LAN
or the WAN.)

"t For details on using Modem Mode, see Chapter 8.
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Chapter 4
PC Configuration

This Chapter details the PC Configuration required on the local ("Internal™)
LAN.

Overview

For each PC, the following may need to be configured:
"t TCP/IP network settings

"t Internet Access configuration

"t Wireless configuration

Windows Clients

This section describes how to configure Windows clients for Internet access via the Wireless
ADSL Router.

Thefirst step isto check the PC's TCP/IP settings.

The Wireless ADSL Router uses the TCP/IP network protocol for all functions, so it is essential
that the TCP/IP protocol be installed and configured on each PC.

TCP/IP Settings - Overview

If using the default Wireless ADSL Router settings, and the default Win-
dows TCP/IP settings, no changes need to be made.

"t By default, the Wireless ADSL Router will act asa DHCP Server, automatically providing
asuitable IP Address (and related information) to each PC when the PC boots.

"t For al non-Server versions of Windows, the default TCP/IP setting isto act asa DHCP
client.

If using a Fixed (specified) IP address, the following changes are re-
quired:

"t The Gateway must be set to the | P address of the Wireless ADSL Router
"¢ The DNSshould be set to the address provided by your 1SP.

E If your LAN has a Router, the LAN Administrator must re-
configure the Router itself. Refer to Chapter 8 - Advanced
Motel Setup for details.
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Checking TCP/IP Settings - Windows 9x/ME:

5. Select Control Panel - Network. Y ou should see a screen like the following:

Network EHE

Configuration | [dentification I Access Control |

The following netwark components are installed:

4~ NetBEUI > PCI Fast Ethernet Adapter Al
- MetBEUI > Dial-Up Adapter

- MetBEUI-» Dial-Up Adapter #2 (VPN Suppor

A TCR/IP-» PCl Fast Ethernet A

4 TCR/IP -> Dial-Up Adapter
% TCR/P -> Dial-Up Adapter #2 (VPN Support)
U= File and prirter sharing for Netware Networks -

1| | >

Add... Femowve Froperties

Figure 14: Network Configuration

6. Select the TCP/IP protocol for your network card.
7. Click onthe Properties button. Y ou should then see a screen like the following.

TCP{IP Properties 71|
Bindings | Advanced | NetBIOS | DNS Configuration |
Giateway | WS Configuration IP Address

An P address can be automatically assigned to this computer. [f
wour network does not automatically assign IF addresses. ask yvour
network administratar for an address. and then typeitin the space
below.

* Dbtain an IF address automatically

" Specity an IF address:

P Address: | . . . |

Subnet Mask: | i . . |

Figure 15: IP Address (Win 95)

Ensure your TCP/IP settings are correct, asfollows:

Using DHCP

To use DHCP, sdlect the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act
as a DHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless ADSL Router.

Using "Specify an IP Address"

If your PC isalready configured, check with your network administrator before making the
following changes:
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"t Onthe Gateway tab, enter the Wireless ADSL Router's | P address in the New Gateway
field and click Add, as shown below. Your LAN administrator can advise you of the IP

Address they assigned to the Wireless ADSL Router.

TCFP/IP Properties

Advanced | NetBIOS |

Bindings ]
WINS Configuration ]

Gatewsy IP Address

The first gateway in the Installed Gateway list will be the default. The
address order in the listwill be the order in which these machines

are used.

MNew gatewway

(192 . 168. 0

1|

Installed gateways:

Figure 16: Gateway Tab (Win 95/98)

EE3

OMNS Configuration ]

l

"# Onthe DNS Configuration tab, ensure Enable DNS s selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your ISP in the fields beside the

Add button, then click Add.

TCP{IP Properties 2] x|
Gateway ] WillWiS Configuration ] IP Address l
Bindings | Advanced | MetBIOS DS Configuration
" Disahle DNES
* Enakle DMNS
Darmain: |

Host: ‘

OMS Sener Search Order

T - . . D

Figure17: DNS Tab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Metwork H I

Identificationl Services Protocols IAdaptersI Bindingsl
Hetwork Protocols:

W NetBEUI Protocol

- MwLink IP/SP% Compatible Transport
W NwLink MetBIOS

ETCP/IF Prate

Add... Bemaowe Froperties. .. [ pdate

Degcription:

Tranzport Control Protocal/Internet Protocal. The default wide

area network protocol that provides communication across
diverze interconnected nebworks.

(1] I Cancel |

Figure 18: WindowsNT4.0 - TCP/IP
2. Click the Properties button to see a screen like the one below.
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Microzoft TCP/IP Properties |

IP Addiess | DNS | WINS Address | DHCP Relay | Routing |

An IP addresz can be automatically azsighed to this netwark, card
by a DHCP server. |f pour network does not have a DHCP server,
azk pour network. adminiztrator for an address, and then type it in
the space below.

Adapler:
PCl Fast Ethernet Adapter j

¥ Obtain an IP address from a DHCP server
— " Specity an IP address

| Eddress: I

Stretidast: I

[Mefaulb Eatetwan; |

Ok | Cancel | Apply |

Figure 19: WindowsNT4.0 - IP Address
3. Select the network card for your LAN.

4. Select the appropriate radio button - Obtain an |P address from a DHCP Server or Specify

an IP Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using thisisrecommended. By default, the Wireless
ADSL Router will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless ADSL Router.

Specify an IP Address

If your PC isalready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of the Wireless ADSL Router. To set
this:
"t Click the Advanced button on the screen above.

"t On thefollowing screen, click the Add button in the Gateways panel, and enter the
Wireless ADSL Router's | P address, as shown in Figure 20 below.

"t If necessary, use the Up button to make the Wireless ADSL Router the first entry in
the Gateways list.
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Advanced IP Addressing H |
Adapter: |F'CI Fast Ethernet Adapter j
WY TCP/IP Gateway Address K E | -

Gateway Address: I | .
el Cancel |
— Gateways

Enable Security
[Eatiaure... |
OF. I Cancel |

Figure 20 - Windows NT4.0 - Add Gateway
2. The DNS should be set to the address provided by your ISP, asfollows:
"t Click the DNStab.

" Onthe DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your ISP.

Figure 21: WindowsNT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. Y ou should see a
screen like the following:

Local Area Connection Properties ﬂ E |

General |

Connect uzing:

IHE' PCI Fast Ethernet Adapter

Components checked are used by thiz connection:
Client for Microzoft Metworks

File and Printer Sharing for Microsoft Metworks
L9 Intermet Protocal [TCRAF]

Inztall... | Uninztall Properties

— Dezcnption

Transmigzion Control Protocol/ nternet Protocaol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwark s,

[ Show icon in taskbar when connected

Ok | Cancel |

Figure 22: Network Configuration (Win 2000)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.

Internet Protocol {TCP/IP) Properties

General |

Yiou can get IP settings aszigned automatically if wour netwark, supparts
this capability. Otherwise, you need to ask your network adminiztrataor for
the appropriate P zettings.

% Dbtain an IP address automatically

—" Usze the following IP address:

|F address: I . . .
Subnet mask: I ) . )
[efault gatevay: I . . .

%' Obtain DNS server addiess automatically

—{" Use the following DMS server addresses:

Freferred DNS semver I . . .
Alternate DMS server: I . . .

)4 | Cancel |

Figure 23: TCP/IP Properties (Win 2000)
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5. Ensure your TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, sdlect the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act
asaDHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless ADSL Router.

Using a fixed IP Address ("Use the following IP Address")
If your PC isalready configured, check with your network administrator before making the
following changes.

"t Enter the Wireless ADSL Router's |P address in the Default gateway field and click OK.
(Your LAN administrator can advise you of the IP Address they assigned to the Wireless
ADSL Router.)

"t If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP

1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen
like the following:

4 Local &rea Connection Properties

' General | Authentication | Advanced
Cornect using:
B9 PCl Fast Adapter

Thiz connection uses the folowing kems:

v Ecm for Miciasolt Metorks

[ Fite ard Prnter Shang for Microsoft Nebworks

)
¥ Qa5 Packe Scheduler

Intamat Protocol [TCPAP)

T R .

Dezcrpdion

Transmizzion Conliol Pratocol/lntemel Protocal, The defaiilt
wide area netwark protocal that provides communication
scines diverse rlerconnecied nebwarks.

[ Show icon in notification atea when connected

[ ok ][l:m|]

Figure 24: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Internet Protocol {TCP/IP) Properties

General | Altemate Configuration

“'ou can get [P zettings assigned automatically if your network, supports
thiz capability. Qtherwize, pou need to azk your network, administrator for
the appropnate |P settings.

@ilbtain an |F address autamaticall
(") Uge the fallowing IP address:

(%) Dbtain DNS server address automatically
{7 Use the fallowing DMS server addiesses:

[ ok H Cancel ]

Figure 25: TCP/IP Properties (Windows XP)
5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, sdlect the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act
asaDHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless ADSL Router.

Using a fixed IP Address ("Use the following IP Address")

If your PC isalready configured, check with your network administrator before making the
following changes.

"# Inthe Default gateway field, enter the Wireless ADSL Router's I P address and click OK.
Your LAN administrator can advise you of the IP Address they assigned to the Wireless
ADSL Router.

"t If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCs to use the Wireless ADSL Router for Internet access:
"¢ Ensurethat the DSL modem, Cable modem, or other permanent connection is functional.

"t Usethefollowing procedure to configure your Browser to access the Internet viathe LAN,
rather than by a Dial-up connection.

For Windows 9x/ME/2000
1. Select Sart Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select "l want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "l connect through alocal area network (LAN)" and click Next.

5. Ensure all of the boxes on the following Local area network Internet Configuration screen
are unchecked.

6. Check the"No" option when prompted "Do you want to set up an Internet mail account
now?'.

7. Click Finish to close the Internet Connection Wizard.
Setup is now completed.

For Windows XP

Select Sart Menu - Control Panel - Network and Internet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information" screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet" and click Next.

Select " Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now completed.

© 0N U~ ®ODNPRE

Accessing AOL

To access AOL (America On Line) through the Wireless ADSL Router, the AOL for Windows
software must be configured to use TCP/IP network access, rather than adial-up connection.
The configuration processisasfollows:

"t Start the AOL for Windows communi cation software. Ensure that it is Version 2.5, 3.0 or
later. This procedure will not work with earlier versions.

"t  Click the Setup button.

"t Select Create Location, and change the location name from "New Locality" to "Wireless
ADSL Router”.

"t Click Edit Location. Select TCP/IP for the Network field. (Leave the Phone Number blank.)

"t Click Save, then OK.
Configuration is now complete.

"t Beforeclicking "Sign On", aways ensure that you are using the "Wireless ADSL Router"
location.
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Macintosh Clients

From your Macintosh, you can access the Internet via the Wireless ADSL Router. The proce-
dureisasfollows.

1. Openthe TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can be |eft blank.

4. Closethe TCP/IP panel, saving your settings.

Note:

If using manually assigned | P addresses instead of DHCP, the required changes are:
"t  Set the Router Addressfield to the Wireless ADSL Router's |P Address.
"# Ensure your DNS settings are correct.

Linux Clients

To access the Internet via the Wireless ADSL Router, it is only necessary to set the Wireless
ADSL Router asthe " Gateway".

Ensureyou arelogged in as" root" before attempting any changes.

Fixed IP Address

By default, most Unix installations use afixed IP Address. If you wish to continue using a fixed
IP Address, make the following changes to your configuration.

"t Setyour "Default Gateway" to the IP Address of the Wireless ADSL Router.
"t Ensureyour DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.

1. Start your X Windows client.

Select Control Panel - Network

Select the "Interface” entry for your Network card. Normally, thiswill be called "ethQ".
Click the Edit button, set the "protocol" to "DHCP", and save this data.

To apply your changes

" Usethe"Deactivate" and "Activate" buttons, if available.

"# OR, restart your system.

Other Unix Systems

To access the Internet via the Wireless ADSL Router:
"t Ensurethe "Gateway" field for your network card is set to the |P Address of the Wireless
ADSL Router.

"t Ensure your DNS (Name Server) settings are correct.

ok wbd
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Wireless Station Configuration

This section appliesto all Wireless stations wishing to use the Wireless ADSL Router's Access
Point, regardless of the operating system which is used on the client.

To use the Wireless Access Point in the Wireless ADSL Router, each Wirel ess Station must
have compatible settings, as follows:

Mode The mode must be set to I nfrastructure (rather than Ad-hoc)

Access points only operate in I nfrastructure mode.

SSID (ESSID) This must match the value used on the Wireless ADSL Router. The
default valueis Wireless.

Notel The SSID is case sensitive.

Wireless By default, Wireless security on the Wireless ADSL Router is disabled.

Security "¢ |f Wireless security remains disabled on the Wireless ADSL Router,
all stations must have wireless security disabled.

"t If Wirdess security is enabled on the Wireless Router (either WEP
or WPA-PSK), each station must use the same settings as the Wire-
less ADLS Router.

Wireless Configuration on Windows XP

If using Windows XP to configure the Wireless interface on your PC, the configuration proce-
dureisasfollows:

1. Open the Network Connections folder. (Start - Settings - Network Connections).

*s Network Connections @g]

: File Edt “iew Favorites Tools  Advanced  Help o
T | O search Folders  [& (3 X ) | (-

- Address |8 Metwork Connections v =

Marne Type Status Device Mame Phone # or Host Address
LAN or High-Speed Internet

L. 1394 Connection LAM or High-Speed Internet  Disabled 1394 Met Adapter
b {11b Wireless Network Connection LAM or High-Speed Internet  “Wireless connection unavailable InkeliR) PROWireless ..
<, 100BaseT Local Area Connection Disable Realtek RTLE139/810x...

¥iew Available Wireless Networks

Wizard

'E_‘-lNew Connection Wizard
EBridge Connections

4 | ?
Create Sharkout =

{ Wiew the wireless netwnrks that are

Rename

Froperties

Figure 26: Network Connections (Windows XP)

2. Right-click the Wireless Network Connection, check that it is enabled (menu option says
Disable, rather than Enable) and then select View Available Wirel ess Networks.

3. Youwill then see alist of wireless networks.
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11b Wireless Network Connection

The following wirelesz network[z) are available. To accesz a
wirelezs netwark, zelect it from the list, and then click Connect.

Ayailable wireless network.s:

i tinatP »~

1 tonp 21443 W

Thiz wireless network iz not secure. Becauze a netwark

! 5 ken WEP] is not used for authentication or for data
encryption, data sent over thiz network might be subject to
unauthonzed access.

[] Allaw me to connect ta the selected wirsless netwark,
even though it is ot secure

If pou are having difficully connecting to a nebwark, click Advanced.

Figure 27 Wireless Networ ks (Windows XP)

’@ If the "Broadcast SSID" setting on the Wireless ADSL

Router has been disabled, its SSID will NOT be listed.

Motel See the following section "If the SSID is not listed" for
details of dealing with this situation.

4. The next step depends on whether or not Wireless security has been enabled on the Wire-
lessADSL Router.

If Wireless Security is Disabled

If Wireless security on the Wireless ADSL Router is disabled, Windows will warn you that the
Wireless network is not secure.

11b Wireless Network Connection

The following wirgless network(z) are available. To access a
wireless netwark, zelect it from the izt, and then click Connect.

Ayailable wireless network s

i tinatP »

i tory_ 81443 “

f Thiz wirelezz network: is not secure, Becauze a network,
! key MWEP] is not used for authentication or for data
encrypption, data gent over thiz network might be subject to
uhauthorized access.

[] Alaw me to connect ta the selected wireless netwark,
even though it iz not zecure

If wou are having difficulty connecting to a netwark, click Advanced.

Figure 28 Insecure Wireless Network (Windows XP)
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To connect:
Check the checkbox Allow me to connect to the selected wirel ess network, even though it

"t

"t

is not secure.

seconds for the connection to be established.

If using WEP Data Encryption

The Connect button will then be available. Click the Connect button, and wait a few

If WEP data encryption has been enabled on the Wireless ADSL Router, Windows will detect
this, and show a screen like the following.

To connect:

X

" Re-enter the WEP key into the Confirm Network key field.
"

"# Click the Connect button.

The following wireless network (2] are available. To accesz &
wireless network, select it from the list, and then click Connect.

Aeailable wireless network s

1 tinasP -~

1 tonw 871443 v

Thiz wireless network, reguires the use of a netwark, kep (WEP). To
access thiz network, twpe the key, then click Connect.

Metwork, key:

| [ ]Enable IEEE BO2.1% authentication for this netwark | —

IF wow are having difficulty connecting to a network, chck Advanced.

I LConnect l[ Cancel l

— This setting must he
DISABLED

Figure 29: WEP (Windows XP)

Enter the WEP key, as set on the Wireless ADSL Router, in the Network Key field.

Disable the checkbox Enable |EEE 802.1x authentication for this network.

If thisfails, click the Advanced button, to see a screen like the following:
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-+ 11b Wireless Network Connection Properties

General | wirglezs Metworks |ﬁdvanced

Uze Windows to configure my wireless network, settings

Available netwark.s:
To connect ta an available netwark, click Configure.

1 torw B1dwl A Configure
1 B .

{ st a

Frefermed networks:

Autormatically connect to available networks in the order lizted
below:

Add... H Remove H Froperties l

Learn about getting up wireless network,
confiquration.

I OF. H Cancel ]

Figure 30: Advanced - Wireless Networks

Select the SSID for the Wireless ADSL Router, and click Configure, to see a screen like the
following:

Wireless network properties

Azzociation |.t’-'«uthenticatinn

Metwork name [S510];

Wwireless netwark key

Thiz network; requires a ke for the following:

Metwork, guthentication: | Open w |
Data enciyption: |W’EF' 3 |
Metwark ke | |

Canfirrn network. keyw: | |

' &

Fey index [advanced):

L |:| The ke iz provided for me automatically

UHCHECK

these options . .
p "~ [] Thiz is & computer-ta-computer [ad hoc) netwark; wireless

access points are not used

I Ok H Cancel ]

Figure 31: Wireless Network Properties- WEP

Configure this screen as follows:

"t Set Network Authentication to match the Wireless ADSL Router. (If the setting on the
Wireless ADSL Router is"Auto", then either Open or Shared can be used.)

"t For Data Encryption, select WEP.
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X

"t

X

X
"4

For the Network key and Confirm network key, enter the default key value used on the
Wireless ADSL Router. (Windows will determine if 64bit or 128bit encryption is used.)

The Key index must match the default key index on the Wireless ADSL Router. The
default valueis 1.

Ensure the options The key is provided for me automatically and Thisis a computer-to-
computer (ad hoc) network are unchecked.

Click OK to save and close this dialog.
Thiswireless network will now be listed in Preferred Networks on the screen below.

-+ 11b Wireless Network Connection Properties E|E|

General | ‘Wirelezs Metworks |,|‘3||j\\.-an|:ed

Use Windows to configure my wireless network settings

Awailable netwark s:

To connect o an available network, click Configure.

1 tinadP - Configure

1 torw_ 81443 w

Prefered netwark s

Automatically connect ta available network s in the arder listed
belone:

tdove down

[ Add... ][ Remove ][ Propertiez ]

Learn about zetting up wireless network
confiquration.

I Ok ][ Cancel ]

Figure 32: Preferred Networks

Click OK to establish a connection to the Wireless ADSL Router.
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If using WPA-PSK Data Encryption

If WPA-PSK data encryption has been enabled on the Wireless ADSL Rouiter, it does not
matter which network is selected on the screen below. Just click the Advanced button.

Alh Wicalaee MabandlLanpasting |E@|

The following wireless network[s) are available. To access a
wireless network, select it from the hst, and then chck Connect.

Avalable wireless networks:

tinadP

A2

v e g

tony_S14w3

[=]

Thiz wireless network. requires the use of a network. key [WEP)L T
access this nebwork, type the key, then click Connect.

Metwork key: |

[ ] Enable IEEE 802.1x authentication for this netwark:

If you are having difficulty connecting to a network, chick Advanced.

| Lonnect l[ Cancel ]

Figure 33: Wireless Networ ks (Windows XP)

Y ou will then see a screen like the example below.

-+ 11b Wireless Network Connection Properties |E|E|

General | wirglezs Metworks |ﬁdvanced

Uze Windows to configure my wireless network, settings

Available netwark.s:
To connect ta an available netwark, click Configure.

1 torw B1dwl A Configure
i W] .

{ st a

Frefermed networks:

Autormatically connect to available networks in the order lizted
below:

biorve up

torve down

Add... H Remove H Froperties l

Learn about getting up wireless network,
confiquration.

I OF. H Cancel ]

Figure 34: Advanced - Wireless Networks

Select the SSID for the Wireless ADSL Router, and click Configure, to see a screen like the
following:
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Wireless network properties

Agzociation |.t’-'«uthenticati0n

Metwark name [S51D]:

Wwirelezs netwark key

Thiz network, requires a ke for the following:

Metwork Authentication: |‘-.-\-"F'A-F'SK v |
Drata encryption: | TEIR I |
Metwork key: |-ooo--.... |
Canfirm network, key: |------ooo. |

[ =]

[] This iz a computer-to-computer [ad hoc) network; wireless
access points are nok used

I OF. H Cancel ]

Figure 35: Wireless Network Propertiess WPA-PSK

Configure this screen as follows:
"t Set Network Authentication to WPA-PSK.
"t For Data Encryption, select TKIP.

"t For the Network key and Confirm network key, enter the network key (PSK) used on the
Wireless ADSL Router.

"t Ensure the option This is a computer-to-computer (ad hoc) network is unchecked.
"t Click OK to save and close this dialog.
"t Thiswireless network will now be listed in Preferred Networks on the screen below.
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-+ 11b Wireless Network Connection Properties

General | wirglezs Metworks |ﬁdvanced

Uze Windows to configure my wireless network, settings

Available netwark.s:
To connect ta an available netwark, click Configure.

1 tinaaP b Configure
il =
i o 81443 b

Frefermed networks:

Autormatically connect to available networks in the order lizted
below:

biorve up

tove down

[ Add... H Remove H Froperties l

Learn about getting up wireless network,
confiquration.

I OF. H Cancel ]

Figure 36: Preferred Networks

Click OK to establish a connection to the Wireless ADSL Router.

If the SSID is not listed

If the "Broadcast SSID" setting on the Wireless ADSL Router has been disabled, its SSID will
NOT be listed on the screen bel ow.

Alh Wicalaee MabandlLanpasting ||_"' @'

The following wireless network[s) are available. To access a
wireless network, select it from the hst, and then chck Connect.

Avalable wireless networks:

tony_S14w3

A2

Thiz wireless network. requires the use of a network. key [WEP)L T
access this nebwork, type the key, then click Connect.

[=]

Metwork key: |

[ ] Enable IEEE 802.1x authentication for this netwark:

If you are having difficulty connecting to a network, chick Advanced.

| Lonnect l[ Cancel ]

Figure 37: Wireless Networks (Windows XP)

In this situation, you need to obtain the SSID from your network administrator, then follow this
procedure:
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1. Click the Advanced button to see a screen like the example below.

-+ 11b Wireless Network Connection Properties |E|E|

General | Wireless Metworks | Advanced

Uze Windows to configure my wireless network, gettingsz

Awailable netwaorks:

To connect o an available network, chck Configure.

é tu":y 1 LConfigure
albert_

Preferred networks:

Automatically connect to available networkes in the order listed
below:

Add Add. .. ][ Remove ][ Froperties ]

Button
Learn about getting up wirsless network
confiquration.

I (1]:4 H Cancel ]

Figure 38: Unlisted Wireless Networ k

2. Click the Add button. Y ou will see a screen like the example below.

Wireless network properties

Aggociation |.-’-‘-.uthenticati0n

Metwork narme [S510]: || I Enter SSI1D

Wwireless network, key

Thiz netwark, requires a key for the following:

Set to match
Access Point

Metwork Authentication: | Open A | _—

LW

Data encryption: |WEF‘ v| "y

Metwork, ke | |

Confirm netwark key: | |

Key index [advanced):

[ ] The key is provided for me automaticaly

L1

UNCHECK
these options

Fd

™ [] This is a computer4o-computer [ad hoc) netwark; wireless
access poinkg are not uzed

I Ok ][ Cancel l

Figure 39: Add Wireess Network

3. Configure this screen as follows:

"t Enter the correct SSID, as used on the Wireless ADSL Router. Remember the SSID is
case-sensitive, so be sure to match the case, not just the spelling.

"t  Set Network Authentication and Data Encryption to match the Wireless ADSL Router.
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"t If using data encryption (WEP or WPA-PSK), enter the key used on the Wireless
ADSL Router. See the preceding sections for details of WEP and WPA-PSK.

"# Uncheck the options The key is provided for me automatically and This is a computer-
to-computer (ad hoc) network.
"t Click OK to save and exit.
4. Thiswireless network will then be listed in Preferred Networks on the screen below.

-+ 11b Wireless Network Connection Properties |E|E|

General | ‘Wirelezs Metworks |,|‘3||j\\.-an|:ed

Use Windows to configure my wireless network settings

Awailable netwark s:
To connect o an available network, click Configure.

1 tinadP »~ Configure
H i ireless 3
1 torw_ 81443 b

Prefered netwark s

Automatically connect ta available network s in the arder listed
belone:

tdove down

[ Add... ][ Remove ][ Propertiez ]

Learn about zetting up wireless network
confiquration.

I Ok ][ Cancel ]

Figure 40: Preferred Networks
5. Click OK to establish a connection to the Wireless ADSL Router.



Chapter 5
Operation and Status

This Chapter details the operation of the Wireless ADSL Router and the status
screens. For Details of operation in Bridge (Modem) mode, see Chapter 8 -
Modem Mode.

Operation - Router Mode

Once both the Wireless ADSL Router and the PCs are configured, operation is automatic.

However, there are some situations where additional Internet configuration may be required.
Refer to Chapter 6 - Advanced Features for further details.

Status Screen

Use the Status link on the main menu to view this screen.

Status

SEU Dovice Name: ADSL Router (ANNEX A)

Firmware Wersion: 00308

Fodem Statys
A Cornettion Sphéd:
IU_ﬁ'S’tﬁé’am Cornectian Spéad

NG 9Stats. Enabied
VC 2 Status Disabled
VIC 3 Status Disabled
VIC 4 Status Disabled

ADSL Details |

WCEdl Connection Method: MNone
(vC1)

Connection Status: Idle
InternetP Address: —

Connection Details

P Address: 192.168.0.1
Metwork Mask: 2552552550
DHCP Server: on
MAC Address 00:C20:02: 224466
VLAY [Mame (SSID) Wireless
Region Europe
Channel 11
YWireless AP enable
Eroadcast Mame enable
Attached Devices | WM Status |
Fefresh Screen | Help |

Figure 41: Status Screen

a7



DSL642WLG User's Guide

Data - Status Screen

System

Device Name

The current name of the Router. This name is also the "hostname"
for users with an " @Home" type connection.

Firmware Version

The version of the current firmware installed.

ADSL

M odem Status

This indicates the status of the ADSL modem component.

DownStream
Connection Speed

Displays the speed for the DownStream Connection.

UpStream Connection

If connected, displays the speed for the Up Stream (upload)

Speed ADSL Connection.

VC 1 Status For each VC (Virtua Circuit), the current statusis displayed. This

VC 2 Status will be either "Enabled" or "Disabled".

VC 3 Status Note: VC lisastandard (Routed) Internet connection. VC 2, VC
3 and VC 4 are Bridge-mode connections.

VC 4 Status

ADSL Click this button to open a sub-window and view the details of

Details each VC (Virtual Circuit).

Internet (VC1)

Connection M ethod

Displays the current connection method, as set in the Setup
Wizard.

Connection Status

This indicates the current status of the Internet Connection
"t Active - Connection exists

"t |dle- No current connection, but no error has been detected.
This condition normally arises when an idle connection is
automatically terminated.

"¢ Failed - The connection was terminated abnormally. This
could be caused by Modem failure, or the loss of the connec-
tion to the | SP's server.

If thereis an error, you can click the "Connection Details" button
to find out more information.

Internet |P Address

ThisIP Addressis allocated by the ISP (Internet Service Pro-
vider). If using a dynamic I P address, and no connection currently
exists, thisinformation is unavailable.

Connection Details

Click this button to open a sub-window and view a detailed
description of the current connection. Depending on the type of
connection, a"log" may also be available.

LAN

P Address The IP Address of the Wireless ADSL Router.

Network M ask The Network Mask (Subnet Mask) for the |P Address above.
DHCP Server This shows the status of the DHCP Server function. The value

will be"Enabled" or "Disabled".
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MAC Address This showsthe MAC Address for the Wireless ADSL Router, as
seen onthe LAN interface.

Wireless

Name (SSID) If using an ESS (Extended Service Set, with multiple access
points) thisID is called an ESSID (Extended Service Set I denti-
fier).

Region The current region, as set on the Wireless screen.

Channel This shows the Channel currently used, as set on the Wireless
screen.

Wireless AP This indicates whether or not the Wireless Access Point feature is

enabled.

Broadcast Name

This indicates whether or not the SSID is Broadcast. This setting
ison the Wireless screen.

Buttons

ADSL Details

View the details of each VC (Virtua Circuit).

Connection Details

Click this button to open a sub-window and view a detailed
description of the current connection.

Attached Devices

Thiswill open a sub-window, showing all LAN and Wireless
devices currently on the network.

VPN Status View details of each current VPN Tunnel is a sub-window. Y ou
also have the option of viewing the VPN Log.
For further details about VPN, see the VPN section in Chapter 6 -
Advanced Features.

Refresh Screen Update the data displayed on screen.
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Connection Status - PPPoE & PPPOA

If using PPPoE (PPP over Ethernet) or PPPoA (PPP over ATM), a screen like the following
example will be displayed when the " Connection Details" button is clicked.

Connection Status

PPPoE { PPPoA

Connection Time 00:00:11
Connection to Server ON

Megotiation oM

Authentication o

IP Address 192168211

Metwork Mask 255 255 255 265
Connect Disconnect |

C|DSBI Help |

Figure 42: PPPoE Status Screen

Data - PPPoOE/PPPOA Screen

Connection Time This indicates how long the current connection has been estab-
lished.

PPPOE Link Status This indicates whether or not the connection is currently estab-
lished.

"t If the connection does not exist, the "Connect” button can be
used to establish a connection.

"t If the connection currently exists, the "Disconnect” button
can be used to break the connection.

Negotiation Thisindicates the status of the PPPOE Server login.

IP Address The IP Address of this device, as seen by Internet users. This
addressis allocated by your ISP (Internet Service Provider).

Network M ask The Network Mask associated with the IP Address above.

Buttons

Connect If not connected, establish a connection to your I1SP.

Disconnect If connected to your ISP, hang up the connection.

Close Close this window.
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Connection Details - Dynamic IP Address

If your access method is " Direct" (no login), with a Dynamic |P address, a screen like the
following example will be displayed when the " Connection Details" button is clicked.

Connection Details

IF Address 172312205
Subnet Mask 2552552550
Default Gatewary 172312253

CHCP Server 172312205

DNS Server 17231.2.254

Lease Obtained 2002-09-08 12:06:02
Lease Expires 2002-09-1112:02:52

Release | Renewl

Help I Closel

Figure 43: Connection Details - Fixed/Dynamic | P Address

Data - Dynamic IP address

Internet

|P Address The current IP Address of this device, as seen by Internet users. This
addressis allocated by your ISP (Internet Service Provider).

Network M ask The Network Mask associated with the P Address above.

Default Gateway The | P address of the remote Gateway or Router associated with the
IP Address above.

DHCP Server The |P address of your |SP's DHCP Server.

DNS Server The | P address of the Domain Name Server which is currently used.

L ease Obtained This indicates when the current |P address was obtained, and how

Lease Expires long before this | P address allocation (the DCHP lease) expires.

Buttons

Release If an IP Address has been allocated to the Wireless ADSL Router (by

the ISP's DHCP Server, clicking the "Release” button will break the
connection and release the P Address.

Renew If the ISP's DHCP Server has NOT allocated an |P Address for the
Wireless ADSL Router, clicking the "Renew" button will attempt to
re-establish the connection and obtain an |P Address from the ISP's
DHCP Server.

Close Close this window.
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Chapter 6
Advanced

Features

This Chapter explains when and how to use the Wireless ADSL Router's " Ad-

vanced" Features.

Overview

The following advanced features are provided:

"# Internet:
"t DMZ

"t Specia Applications

"t URL filter
"t Dynamic DNS
"t Firewall Rules
"t  Firewall Services
"t Schedule
"t Virtual Servers
"t VPN

This screen provides access to the DMZ, Specia Applications and URL Filter features.

Internet
DMZ

Speical
Applications

URL Filter

DMZ

-

My PC is not listed

I~ Enable DMZ, using | Selecta PC

If an application does not worl, you can define it as a Special
Application.

Special Applications I

 Disable

& Block Alwiays

¢ Rlock Bv Schedile Confiqure URL Filter l.
H" o= E _—

Sawve | Canc

Figure 45: Internet Screen

Thisfeature, if enabled, allows the DMZ computer on your LAN to be exposed to al users on

the Internet.

"# Thisallows amost any application to be used on the "DMZ PC".
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"t The"DMZ PC" will receive all "Unknown" connections and data.
"t If the DMZ featureis enabled, you must select the PC to be used asthe "DMZ PC".

’@ The "DMZ PC" is effectively outside the Firewall, mak-
ing it more vulnerable to attacks. For this reason, you
Motel should only enable the DMZ feature when required.

Special Applications

If you use Internet applications which use non-standard connections or port numbers, you may
find that they do not function correctly because they are blocked by the Wireless Router's
firewall. In this case, you can define the application as a " Special Application”.

The Special Applications screen can be reached by clicking the Special Applications button on
the Internet screen.

Y ou can then define your Special Applications. Y ou will need detailed information about the
application; thisis normally available from the supplier of the application.

Also, note that the terms "Incoming" and "Outgoing” on this screen refer to traffic from the
client (PC) viewpoint

Special Applications

Outgoing Ports . Incoming Ports

Enable| Name Type Start | Finish | Type Start | Finish
- o | == | F=® T
] el [ o || | [0 —
1=y = -

ar || FE A |

5.0 || e | (] 2= ]

ool FeE(l |l |Fedl |l

|| s | et 2= 1 il

5. | FFa | |FFE |l

1 0] |7 | | (o H ] |

0 .J oo B || | _1 70 ] | |

i rrE| T | (|l

|| ] [l |] |

CA0n2

Figure 46: Special Applications Screen

Data - Special Applications Screen
Checkbox Use thisto Enable or Disable this Special Application as required.

Name Enter a descriptive name to identify this Special Application.
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Incoming "t Type - Select the protocol (TCP or UDP) used when you receive data
Ports from the special application or service. (Note: Some applications use
different protocols for outgoing and incoming data).

"t Start - Enter the beginning of the range of port numbers used by the
application server, for data you receive. If the application uses asingle
port number, enter it in both the " Start” and "Finish" fields.

"# Finish - Enter the end of the range of port numbers used by the applica-
tion server, for data you receive.

Outgoing "#  Type- Select the protocol (TCP or UDP) used when you send data to
Ports the remote system or service.

"t Start - Enter the beginning of the range of port numbers used by the
application server, for data you send to it. If the application usesa single
port number, enter it in both the " Start” and "Finish" fields.

"t Finish - Enter the end of the range of port numbers used by the applica-
tion server, for datayou send to it. If the application uses a single port
number, enter it in both the "Start" and "Finish" fields.

Using a Special Application
"t Configure the Special Applications screen as required.

"¢ Onyour PC, use the application normally. Remember that only one (1) PC can use each
Special application at any time. Also, when 1 PC is finished using a particular Specia Ap-
plication, there may need to be a" Time-out" before another PC can use the same Specia
Application. The "Time-out" period may be up to 3 minutes.

URL Filter

If you want to limit access to certain sites on the Internet, you can use this feature. The URL
filter will check each Web site access. If the address, or part of the address, isincluded in the
block sitelist, access will be denied.

On the Advanced Internet screen, select the desired setting:

"t Disable - disable thisfeature.

"t Block By Schedule - block according to the settings on the Schedule page.

"t Block Always- alow blocking all of the time, independent of the Schedule page.

Click the Configure URL Filter button to open the URL Filter screen, alowing you to create
or modify the filter strings which determine which sites will be blocked.

The URL Filter screen is displayed when the Configure URL Filter button on the Advanced
Internet screen is clicked.
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URL Filter

When enabled, a request is blocked if any of these entries ocour in the
reguested URL

Current Filter Strings

Delete | Delste Al

Add Filter String:] Add

Filter Strings should be as specific as possible.

Trusted PC

[~ Allow this PC to Visit Blocked Sites
Trusted PC; |Selecta PC =

Cancel I

Help i Clusei

Figure47: URL Filter Screen

Data - URL Filter Screen

Current Filter Strings

Current Filter
Strings

Thelist contains the current list of itemsto block.

"t Toaddtothelist, usethe"Add" option below.

"t Todeetean entry, seect it and click Delete button.
"t  Todeeteall entries, click the Delete All button.

Add Filter String

To add to the current list, type the word or domain name you want to
block into the field provided, then click the Add button.

Filter strings should be as specific as possible. Otherwise, you may
block access to many more sites than intended.

Trusted PC
Allow Trusted Enable this to allow one computer to have unrestricted access to the
PC Internet. For this PC, the URL filter will be ignored.
If enabled, you must select the PC to be the trusted PC.
Trusted PC Select the PC to be the Trusted PC.
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Dyvnamic DNS (Domain Name Server

Thisfree service is very useful when combined with the Virtual Server feature. It allows Inter-
net users to connect to your Virtual Serversusing a URL, rather than an IP Address.

This also solves the problem of having a dynamic IP address. With a dynamic IP address, your
IP address may change whenever you connect, which makesiit difficult to connect to you.

DDNS Services work as follows:
1. Youmust register for the service at one of the listed DDNS Service providers.

2. After registration, use the Service provider's normal procedure to obtain your desired
Domain name.

3. Enter your DDNS data on the Wireless ADSL Router's DDNS screen, and enable the
DDNS feature.

4. The Wireless ADSL Router will then automatically ensure that your current IP Addressis
recorded at the DDNS service provider's Domain Name Server.

5. From the Internet, users will be able to connect to your Virtual Servers (or DMZ PC) using
your Domain name, as shown on this screen.

Dynamic DNS Screen

Select Advanced on the main menu, then Dynamic DNS, to see a screen like the following:

DDNS

I ERELME [ Use a Dynamic DNS Senvice
Service Provider  |DynDNS.org (Dynamic) »|  Web Site I

Host MName |

DDNS Data

User Mame |

Password |
DDNS Status:

Fefresh !
Cancel Help I

Figure 48: DDNS Screen

Data - Dynamic DNS Screen
DDNS Service

Use a Dynamic Use thisto enable or disable the DDNS feature as required.
DNS Service

Service Provider Select the desired DDNS Service provider.

Web Site

57



DSL642WLG User's Guide

User Name Enter your Username for the DDNS Service. (TZO.com uses your E-
mail address.)
Password Enter your current password for the DDNS Service. (TZO.com calls

thisakey.)

Domain Name

Enter the domain name allocated to you by the DDNS Service. If you
have more than one name, enter the name you wish to use.

DDNS Status

"# This message isreturned by the DDNS Server.
"t Normally, this message should be "Update successful"

"t If the message indicates some problem, you heed to connect to
the DDNS Service provider and correct this problem.
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Firewall Rules

The Firewall Rules screen allows you to define "Firewall Rules' which can allow or prevent
certain traffic. "Traffic" means incoming connection attempts, not packets.

By defauilt:
"# All Outgoing traffic is permitted.
"t All Incoming traffic is denied.

Because of this default behavior, any Outgoing rules will generally Block traffic, and I ncom-
ing ruleswill generaly Allow traffic.

Firewall Rules Screen

An example screen is shown below.

Incoming Rules

LAN Server
Teaint WWAN Users| Log ’

Default| Yes Ay ELOCK always w2 Any Mlatch [

# |Enable|Service Name Action

Add | Edit | Move | Delete |

Outgoing Rules

# |Enable|Service Name Action LAMN Users|WAN Servers| Log [
Default| Yes Any ALLOWY always Ay Any INewver [

Add | Edit | Move | Delete |

_,._..Saw;J Sy | <l L

Figure 49 Firewall Screen

Data - Firewall Rules

Incoming Rules

# For the default rule, thiswill display "Default”.
For rules which you create, thiswill display aradio button which
allowsyou to select the rule.

Enable Indicates whether or not the ruleis currently enabled.

For rules you have added, this column will contain a checkbox,
allowing you to easily enable or disable the rule. (Click "Save" after
making any changes.)

Service Name The Service covered by thisrule.

Action The action performed on connections which are covered by thisrule.

LAN Server The PC or Server on your LAN to which traffic covered by thisrule
will be sent.

WAN Users The WAN | P address or addresses covered by thisrule.
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Log Indicates whether or not connections covered by this rule should be
logged.
Buttons Use the Add button to create anew rule.

The other buttons - Edit, Move, or Delete - require that arule be
selected first. Use the radio buttonsin the left column to select the
desired rule.

Outgoing Rules

#

For the default rule, thiswill display "Default”.
For rules which you create, thiswill display aradio button which
allowsyou to select the rule.

Enable

Indicates whether or not the ruleis currently enabled.

For rules you have added, this column will contain a checkbox,
allowing you to easily enable or disable the rule. (Click "Save" after
making any changes.)

Service Name

The Service covered by thisrule.

Action The action performed on connections which are covered by thisrule.

LAN Users The LAN PC or PCs covered by thisrule.

WAN Servers The WAN | P address or addresses covered by thisrule.

Log Indicates whether or not connections covered by this rule should be
logged.

Buttons Use the Add button to create anew rule.

The other buttons - Edit, Move, or Delete - require that arule be
selected first. Use the radio buttonsin the left column to select the
desired rule.
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Incoming Rules (Inbound Services)

This screen is displayed when the "Add" or "Edit" button for Incoming Rulesis clicked.

Inbound Services

Service: [AnyTCPITCP: 1 £55385) =l
Action: [ALLOW always =]
Send to LAN Server. |Selecta PC =l
WAN Users: Any -

Single/Start: | J J J

Finish: | J J J
Log: IAIwayS vl
Sa\rel Cancel |
Back | Help |

Figure 50: Inbound Services Screen

Data - Incoming Rules Screen

Inbound Services

Service Select the desired Service. This determines which packets are covered by
thisrule. If necessary, you can define a new Service on the " Services'
screen, by defining the protocols and port numbers used by the Service.

Action Select the desired action for packets covered by thisrule:

"f ALLOW aways

"t ALLOW by schedule, otherwise Block

" BLOCK aways

"# BLOCK by schedule, otherwise Allow

Note:

"t Any inbound traffic which is not allowed by rules you create will be
blocked by the Default rule.

"t BLOCK rulesareonly useful if the traffic is already covered by an
ALLOW rule. (That is, you wish to block a sub-set of traffic which
is currently allowed by another rule.)

"t To define the Schedule used in these selections, use the " Schedul e"
screen.

Send to Select the PC or Server on your LAN which will receive the inbound

LAN Server traffic covered by thisrule.

WAN Users These settings determine which packets are covered by the rule, based on

their source (WAN) IP address. Select the desired option:
"t Any - All 1P addresses are covered by thisrule.

"t Addressrange- If thisoption is selected, you must enter the desired
valuesin the "Single/Start" and "Finish" fields to determine the ad-
dressrange.

"# Single address - Enter the required addressin the " Single/ Start”
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fields.

Log This determines whether packets covered by thisrule are logged. Select
the desired action.

Always - always log traffic considered by thisrule, whether it
matches or not. (Thisis useful when debugging your rules.)

"4

"t

"t

"4

Never - never log traffic considered by this rule, whether it matches

or not.

M atch - Log traffic only it matchesthisrule. (The action is deter-

mined by thisrule.)

Not Match - Log traffic which is considered by this rule, but does
not match (The action is NOT determined by thisrule.)

Outgoing Rules (Outbound Services)

This screen is displayed when the "Add" or "Edit" button for Outgoing Rulesis clicked.

QOutbound Services

Service | Any(TCPITCP: 1 B5535) =]
Action IEILOCK always =

LAN Users Any -

PC: |Select a PC =
WAN Users  [Any -
SinglesStart: | A A A
Finish: | J J J

Log IAIways 'l

Sa\rel Cancell
Elackl Help I

Figure 51: Outbound Services Screen

Data - Outbound Rules Screen

Outbound Services

Service Select the desired Service or application to be covered by thisrule. If the

desired service or application does not appear in the list, you must define
it using the "Services' menu option

Action Select the desired action for packets covered by thisrule:

"t
"'t
"'
"t

"4

BLOCK aways
BLOCK by schedule, otherwise Allow
ALLOW aways
ALLOW by schedule, otherwise Block

Note:
Any outbound traffic which is not blocked by rules you create will

be allowed by the Default rule.
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"# ALLOW rulesareonly useful if the traffic is already covered by a
BLOCK rule. (That is, you wish to allow a subset of traffic whichiis
currently blocked by another rule.)

"t To define the Schedule used in these selections, use the " Schedul e"
screen.

LAN Users

Select the desired option to determine which PCs are covered by this
rule:

"t Any - All PCsare covered by thisrule.

"t Single PC - Only the selected PC is covered by thisrule.
If selected, you must select the PC.

PC - If using Single PC above, select the PC or Server on your LAN
which will be covered by thisrule.

WAN Users

These settings determine which packets are covered by the rule, based on
their source (WAN) IP address. Select the desired option:

"t Any - All 1P addresses are covered by thisrule.

"t Addressrange- If thisoption is selected, you must enter the " Start”
and "Finish" fields.

"t Single address - Enter the required addressin the " Single/Start"
fields.

Log

This determines whether packets covered by this rule are logged. Select
the desired action.

"t Always- awayslog traffic considered by this rule, whether it
matches or not. (Thisis useful when debugging your rules.)

"t Never - never log traffic considered by this rule, whether it matches
or not.

"¢ Match - Log traffic only it matches this rule. (The action is deter-
mined by thisrule.)

" Not Match - Log traffic which is considered by thisrule, but does
not match (The action is NOT determined by thisrule.)
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User-defined Services

Services are used when creating Firewall Rules.

If you wish to create afirewall rule, but the required service is not listed in the "Service" list,
you can use this feature to define the required service or services. Once created, these services
will belisted inthe "Service" list, and can be used when creating Firewall Rules.

User-defined Services

User-defined Existing Services
Service List

Add | Edt| Delete |

Help !

Figure 52: Add Services Screen

Data - User-defined Services

Services

Existing Services This lists any Services you have defined. If you have not defined any
Services, thislist will be empty.

Once you define some services, they will be listed here, and aso
shown in the Service list used to create Firewall rules. (User-defined
services are at the end of the list, after the pre-defined services.)

Add Use this to open a sub-screen where you can add a new service.
Edit To modify a service, select it, and then click this button.
Delete Use this button to delete the selected service. Y ou can delete any

services you have defined.
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Add/Edit Service

This screen is displayed when the Add or Edit button on the Services screen is clicked.

Add/Edit Service

MNarme: ||
Type: TCP hd
Start Port: |
Finish Fort: |
Cancell
Eiackl Help |

Figure53: Add/Edit Service

Data - Add/Edit Service

Services

Name If editing, this shows the current name of the Service.
If adding a new service, thiswill be blank, and you should enter a
suitable name.

Type Select the protocol used by the Service.

Start Port Enter the beginning of the port range used by the Service.

Finish Port Enter the end of the port range used by the Service.
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This screen allows advanced users to enter or change a number of settings. For normal opera-
tion, there is no need to use this screen or change any settings.

An example Options screen is shown below.

Options

Gl ™~ Respond to Ping on Internet (WAN) Port
MTU Size: |15DD {Bytes, 1~1500)

Sl v Erable UPHP
Advertisernent Period: |30 iMinutes, 1-1440)
Advertisernent Time to Live: |4 (Hops, 1-25%)

Savel Cancell Help |

Figure 54: Options Screen

Data - Options Screen

Internet

Respond to Ping | "# If checked, the Wireless Router will repond to Ping (ICMP)
packets received from the Internet.

"t If not checked, Ping (ICMP) packets from the Internet will be
ignored. Disabling this option provides a dight increase in secu-
rity.

MTU Size Enter avalue between 1 and 1500.

Note: MTU (Maximum Transmission Unit) size should only be
changed if advised to do so by Technical Support.

UPNnP
UPNP "t UPnP (Universal Plug and Play) allows automatic discovery and
configuration of equipment attached to your LAN. UPnP is by
supported Windows ME, XP, or later.
"t If Enabled, this device will be visible via UPnP.
"t If Disabled, this device will not be visible via UPnP.
Advertisement Enter the desired value, in minutes. The valid range isfrom 1 to 1440.
Period
Advertisement Enter the desired value, in hops. The valid range isfrom 1 to 255.
TimetoLive
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Schedule

This Schedule can be used for the Firewall Rules and the URL filter.

Schedule

Schedule

T RER REfR Rl
i frzfon e fes g,

Use 24 hour clock. Onall day: 00:00 to 24:00
Off all day: All fields blank

Session 1 Session 2
Day . i
Start Finish Start Finish
.. IMonda [oo oo [12-fo0

o
ol

ne: |(GMTJ Greenwich Mean Time : Edinburgh, London A_'J
LTOF Lyt ghl Savings Time

s NP Sarver

T

2004-05-08 125108

Current

. s

Tt e oo
LA!!!..-:.| bz He

S

Figure 55: Schedule Screen

Data - Schedule Screen

Schedule

Day Each day of the week can scheduled independently.

Session 1 Two (2) separate sessions or periods can be defined. Session 2 can
Session 2 be left blank if not required.

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.

Local Time

Time Zone In order to display your local time correctly, you must select your

"Time Zone" from the list.

Adjust for Daylight
Savings Time

If your region uses Daylight Savings Time, you must manually check
"Adjust for Daylight Savings Time" at the beginning of the adjust-
ment period, and uncheck it at the end of the Daylight Savings
period.

67



DSL642WLG User's Guide

UsethisNTP
Server

If you prefer to use a particular NTP server as the primary NTP
server, check the checkbox "Usethis NTP Server" and enter the
Server's |P addressin the fields provided..

If this setting is not enabled, the default NTP Servers are used.

Current Time

This displays the current time on the Wireless ADSL Router, at the
time the page is loaded.
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Virtual Servers

This feature, sometimes called Port Forwarding, allows you to make Servers on your LAN
accessible to Internet users. Normally, Internet users would not be able to access a server on
your LAN because:

"t Your Server does not have avalid external |P Address.

"t Attemptsto connect to devices on your LAN are blocked by the firewall in this device.

The "Virtual Server" feature solves these problems and allows Internet users to connect to your
servers, asillustrated below.

192.168.0.1
WEB Server | 1 |p Address) .FTP Server
(192.168.0.10) {182.168.0.20)
Wireless
ADSL Router
(192.168.0.1)
203.70.212.52
(Internet IP Address)
I/ﬂ-— it N ~
__.-."-.I“'_ L e ".II-']--._
P11 | I
=Ll L=
Remote PC Remote PC
Using Web Server Using FTP Server
(hitpf203.70.212.52) (ftpf203.70.212.52)

Figure56: Virtual Servers

IP Address seen by Internet Users

Note that, in thisillustration, both Internet users are connecting to the same IP Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address.
This IP Address is allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet usersto con-
nect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow users to connect to your
Virtual Serversusing a URL, instead of an |P Address.

Virtual Servers Screen

"t The"Virtua Servers' feature allows Internet Users to access PCs on your LAN.
"t The PCs must be running the appropriate Server Software.

"t For Internet Users, ALL of your Servers have the same |P address. ThisIP addressis
alocated by your | SP.

"t Tomakeit easier for Internet users to connect to your Servers, you can use the "DDNS'
feature. This alows Internet usersto connect to your Servers with a URL, rather than an IP
address. This technology works even if your |SP allocates dynamic | P addresses (1P ad-
dressisallocated upon connection, so it may change each time you connect).
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Virtual Servers

Help |

Data - Virtual Servers Screen

Servers

FTP |
| s N P P .

E ) -
e - —
[DNS— I=|
Save chéﬁges before selecting another Server. =
" 1Enable_
PC (Server) [Selecta PC =

Figure57: Virtual Servers Screen

Servers

Servers This lists a number of common Server types. If the desired Server
typeis not listed, you can create a Firewall Rule to achieve the same
effect as the Virtual Server function.

Properties

Enable Use this to Enable or Disable support for this Server, as required.
If Enabled, you must select the PC to which thistraffic will be sent.

PC (Server) Select the PC for this Server. The PC must be running the appropri-
ate Server software.

E For each entry, the PC must be running the appropri-
ate Server software.
Mote!

If the desired Server type is not listed, you can define
your own Servers, using the Firewall Rules.

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use the
Internet IP Address (the | P Address alocated to you by your 1SP).

eg.

http://203.70.212.52
Ttp://203.70.212.52

It is more convenient if you are using a Fixed |P Address from your ISP, rather than Dynamic.
However, you can use the Dynamic DNS feature to allow users to connect to your Virtual
Serversusing a URL, rather than an IP Address.

2

Notel

From the Internet, ALL Virtual Servers have
the IP Address allocated by your ISP
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VPN Setup

The VPN (Virtual Private Network) feature in the Wireless ADSL Router allows you to create
a VPN connection between 2 Wireless ADSL Routers, or aremote PC to establish aVPN
connection to the Wireless ADSL Router.

To establish a VPN connection from a remote PC to the Wireless ADSL Router, you need
suitable (IPSec) VPN client software on your PC.

For more information about VPNs, please refer to Appendix C - About VPNSs.

VPN Policies

A "VPN Policy" contains al the configuration data for a particular VPN connection. Generally,
you will have to create one policy for each site you wish to connect to. The remote VPN Gate-
way (or client) needs to have matching configuration.

"t Traffic covered by an enabled policy will automatically be sent viaa VPN tunnel. If the
VPN tunnel does not exist, it will be created.

" The VPN tunnel is created according to the parametersin the SA (Security Association).
"t Theremote VPN Endpoint must have a matching SA, or it will refuse the connection.

There are 2 types of VPN Poalicies:

" Manual - All settings (including the keys) for the VPN tunnel are manually input at each
end (both VPN Endpoints).

"# Auto - Some parameters for the VPN tunnel are generated automatically. This requires
using the IKE (Internet Key Exchange) protocol to perform negotiations between the 2
VPN Endpaints.
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VPN Policies Screen

This screen is displayed when you select VPN on the Advanced menu. It allows you to create,
modify and manage your VPN Policies.

If you have not created any policies, the Policy Table will be empty.

VPN Policies

| | # |Enable [ Name | Endpoint I Type || Local LAN | Remote LAN |ESP |

Save | Edit | Deletel

Add Auto Policy | Add Manual Policy | PN Status | Help |

Figure 58: VPN Policies Screen

Data - VPN Policies Screen

Policy Table The Policy Table contains the following data

"t Enable - Usethis checkbox to Enable or Disable aPolicy as
required. Click "Save" after making any changes.

"# Name - Each policy is given aunique name to identify it. This
name is not known to the remote VPN endpoint; it is used only
to assist managing your policies.

" Endpoint - The address of the remote VPN endpoint.

"{ Type- TheTypeis"Auto" or "Manual" as explained above.

"# Local LAN - IP address or subnet on your local LAN. Traffic
must be from (or to) these addresses to be covered by this pol-
icy.

"# RemoteLAN - IP address or subnet on the remote LAN.
Traffic must be to (or from) these addresses to be covered by
this policy.

"t ESP - ESP (Encapsulating Security Payload) encryption
protocol used for the VPN data.

Buttons

Save Save any changes to the "Enable" setting for each policy.

Edit Edit (modify) the selected policy. (Select a policy by clicking on the
radio button.)

Delete Delete the selected policy. (Select apolicy by clicking on the radio
button.)

Add Auto Policy Change to the input screen for an "Auto” policy. See the following

section for details.

When the new policy is saved, it will appear in the bottom row of
the Policy Table.

Add Manual Policy | Change to the input screen for an "Manua" policy. See the follow-
ing section for details.

When the new policy is saved, it will appear in the bottom row of
the Policy Table.
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VPN Status View details of each current VPN Tunnel (connection) in a sub-
window. Y ou aso have the option of viewing the VPN Log.

VPN Auto Policy Screen

This screen is displayed when you click the Add Auto Policy button on the VPN Policies screen,
or when you edit an existing Auto Policy. It alows you to define or edit an "Auto" VPN policy.

An"Auto" VPN policy usesthe IKE (Internet Key Protocol) to exchange and negotiate
parameters for the IPsec SA (Security Association). Because of this negotiation, it is not
necessary for all settings on this VPN Gateway to match the settings on the remote VPN end-
point. Where settings must match, thisisindicated.

VPN - Auto Policy

General Policy Name: |
Remote WPMN Endpoint

Address Data: |/
[ NetBIOS Enable

‘Locat AN- IP Address |78uhnet address =] - o
IP address: |12 f1e8 o |1
Subnet Mask:|255  |255 |255 |0

T ST

Remote LAN WeRRRIEEE [Single PC - no Subret x|
IP address: | A J J
Subnet Mask | J J |

- Direction Responder only
| Exchange Mode W
Diffie-Hellman (DH) Group [#00 |
Local Identity Type [WAN IP Address |
— Data [z
= ‘ Remote Identity Type [P Address |

— Data vz |

EESFIENGARY Encryption: 3DES ]
Authentication: | Aute vl

Pre-shared Key. |

| SA Life Time: 28800 (Seconds)
™ Enable PFS (Perfect Forward Security)

Lo s PR | =

Figure 59: VPN-Auto Policy Screen

Data - VPN-Auto Policy Screen

General

Policy Name Enter a unique name to identify this policy. This name is not sup-
plied to the remote VPN endpoint. It is used only to help you
manage the policies.

73



DSL642WLG User's Guide

Remote VPN End-
point

If the remote endpoint has a dynamic | P address, select "Dynamic
IP address’. No "Address Data" input is required.

Otherwise, select the desired option (1P address or Domain Name)
and enter the address of the remote VPN endpoint you wish to
connect to.

Note: The remote VPN endpoint must have this VPN Gateway's
address entered asits "Remote VPN Endpoint”.

NetBIOS Enable

Check thisif you wish NETBIOS traffic to be forwarded over the
VPN tunnel. The NETBIOS protocoal is used by Microsoft Net-
working.

Local LAN
Local LAN Thisidentifies which PCs on your LAN are covered by this policy.
For each selection, data must be provided as follows:
"t Single address
Enter an IP addressin the "IP address' field. Typicaly, this set-
ting is used when you wish to make a single Server on your
LAN available to remote users.
"t Subnet address
Enter an IP addressin the "IP address' field, and the desired
network mask in the "Subnet Mask" field.
The remote VPN endpoint must have these | P addresses entered as
its "Remote" addresses.
Remote LAN
Remote LAN This identifies which PCs on the remote LAN are covered by this
policy. For each selection, data must be provided as follows:
"t Single PC - no subnet
Select thisoption if thereisno LAN (only asingle PC) at the
remote endpoint. If this option is selected, no additional datais
required.
"t Single address
Enter an |IP addressin the "IP address' field. This must be an
address on the remote LAN. Typically, this setting is used
when you wish to access a server on the remote LAN.
"t Subnet address
Enter an IP addressin the "I P address' field, and the desired
network mask in the " Subnet Mask" field.
The remote VPN endpoint must have these | P addresses entered as
its"Local" addresses.
IKE
Direction This setting is used when determining if the IKE policy matches the

current traffic. Select the desired option.

"t Responder only - Incoming connections are alowed, but
outgoing connections will be blocked.

"t Initiator and Responder - Both incoming and outgoing connec-
tions are allowed.
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Exchange M ode

IPSec has 2 possibilities - "Main Mode" and "Aggressive Mode".
Currently, only "Main Mode" is supported. Ensure the remote VPN
endpoint is set to use "Main Mode".

DiffieeHellman (DH)
Group

The Diffie-Hellman algorithm is used when exchanging keys. The
DH Group setting determines the number of bit size used in the
exchange. This value must match the value used on the remote VPN
Gateway.

Local Identity Type

Select the desired option to match the "Remote I dentity Type"
setting on the remote VPN endpoint.

"t  WAN IP Address - your Internet | P address.
"t Fully Qualified Domain Name - your domain name.

"t Fully Qualified User Name - your name, E-mail address, or
other ID.

Remote I dentity
Type

Select the desired option to match the "Local Identity Type" setting
on the remote VPN endpoint.

" 1P Address - The Internet |P address of the remote VPN end-
point.

"t Fully Qualified Domain Name - the Domain name of the
remote VPN endpaint.

"t Fully Qualified User Name - the name, E-mail address, or other
ID of the remote VPN endpoint.

Remote | dentity
Data

Enter the data for the selection above. (If "IP Address' is selected,
no input is required.)

SA Parameters

Encryption

Encryption Algorithm used for both IKE and IPSec. This setting
must match the setting used on the remote VPN Gateway.

Authentication

Authentication Algorithm used for both IKE and | PSec. This setting
must match the setting used on the remote VPN Gateway.

Pre-shared Key

The key must be entered both here and on the remote VPN Gate-
way. This method does not require using a CA (Certificate
Authority).

SA LifeTime

This determines the time interval before the SA (Security Associa-
tion) expires. (It will automatically be re-established if necessary.)
While using a short time period (or data amount) increases security,
it also degrades performance. It is common to use periods over an
hour (3600 seconds) for the SA Life Time. This setting appliesto
both IKE and IPSec SAs.

I PSec PFS (Perfect
Forward Secrecy)

If enabled, security is enhanced by ensuring that the key is changed
a regular intervals. Also, even if one key is broken, subsequent
keys are no easier to break. (Each key has no relationship to the
previous key.)

This setting appliesto both IKE and IPSec SAs. When configuring
the remote endpoint to match this setting, you may have to specify
the "Key Group" used. For this device, the "Key Group" isthe same
asthe "DH Group" setting in the IKE section.
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VPN- Manual Policy Screen

This screen is displayed when you click the Add Manual Policy button on the VPN Policies
screen, or when you edit an existing Manual Policy. It allows you to define or edit a"Manual"

VPN policy.

An"Manua" VPN policy requires that you enter all data on both VPN endpoints. Thereisno
negotiation between the 2 VPN endpoints.

Bemote LAN IRAddesss, | sioslE st 1]

VPN -

EEUEEN Policy Name: |

Local LAN JI=¥slI=t ISubnet address 'l

Manual Policy

Remaote WPMN Endpaoint
Address Type: |Fixed IP Address =l
Address Data:|

v NETEIOS Enable

Faddresd = [—
Subnet Maskc| J il J

SPI: Incoming' ]_ {Hex, 3 Characters)
SPI- Outgoing ]_ {Hex, 3 Characters)

Encryption 3DES vi
Ky |
-(DES: 8 thars; 3DES: 24 chars)

Authentication [SAa1 =]

Key |
* - (MD5:.16 chars;  SHA-1: 20 chars)

. Back | Sa‘vel'. Cancel | .Heip|

Figure 60: VPN-M anual Policy Screen

Data - VPN-Manual Policy Screen

General

Policy Name Enter a unique name to identify this policy. This name is not supplied
to the remote VPN endpoint. It is used only to help you manage the
policies.

Remote VPN Select the desired option (IP address or Domain Name) and enter the

Endpoint address of the remote VPN endpoint you wish to connect to.

Note: The remote VPN endpoint must have this VPN Gateway's
address entered as its "Remote VPN Endpoint".

NETBIOS Enable

Check thisif you wish NETBIOS traffic to be forwarded over the
VPN tunnel. The NETBIOS protocol is used by Microsoft Network-

ing.
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Local LAN

Local LAN

This identifies which PCs on your LAN are covered by this policy.
For each selection, data must be provided as follows:

"t Single address
Enter an IP addressin the "IP address' field. Typicaly, this set-
ting is used when you wish to make a single Server on your LAN
available to remote users.

"t Subnet address

Enter an IP addressin the "IP address' field, and the desired
network mask in the " Subnet Mask" field.

The remote VPN endpoint must have these | P addresses entered asiits
"Remote" addresses.

Remote LAN

Remote LAN

This identifies which PCs on the remote LAN are covered by this
policy. For each selection, data must be provided as follows:

"t Single PC - no subnet
Select this option if thereisno LAN (only asingle PC) at the re-
mote endpoint. If this option is selected, no additional datais
required.

"¢ Single address
Enter an IP addressin the "I1P address’ field. This must be an ad-
dress on the remote LAN. Typically, this setting is used when
you wish to access a server on the remote LAN.

"t Subnet address
Enter an IP addressin the "I P address’ field, and the desired
network mask in the "Subnet Mask" field.

The remote VPN endpoint must have these | P addresses entered as its
"Local" addresses.

ESP Configuration

SPI

Enter the required SPIs. Each policy must have unique SPIs. These
settings must match the remote VPN endpoint. Note that the "in"
setting here must match the "out" setting on the remote VPN end-
point, and the "out" setting here must match the "in" setting on the
remote VPN endpoint.

Encryption

Select the desired Encryption Algorithm, and enter the key in the field
provided.

"t For DES, the key should be 8 ASCI| characters (16 Hex charac-
ters).

"t For 3DES, the key should be 24 ASCI| characters (48 Hex
characters).

Authentication

Select the desired Authentication Algorithm, and enter the key in the
field provided.

"t For MDD5, the key should be 16 ASCII characters (32 Hex
characters).

"t For SHA-1, the key should be 20 ASCII (40 Hex characters).
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VPN Status Screen

This screen is displayed when you click the VPN Log button on the VPN Policies screen, or on

the Status screen.

This screen alows you to view details of each current VPN Tunnel (connection). If there are no
current connections, the status table will be empty.

VPN Status

Current VPN Tunnels (SAs)

| Policy Name | Remote Endpoint | SPI {In)| SPI (Out) | Action |

Auto Refresh | YEM Log | Clnsel

Figure 61: VPN-Status Screen

Data - VPN Status Screen

Tunnel Table This table contains the following data about each current connection.

"4

"t
"t

"4

"4

Policy Name - The name of the policy. When apolicy is created, it
must be given a unique name to identify it.

Remote Endpoint - The address of the remote VPN endpoint.

SPI (In) - Thisisaunique index number to identify the incoming
connection. For "Auto" policies, the SPI is automatically generated.
For "Manual" policies, the SPI must be entered when the policy is
configured.

SPI (Out) - Thisisaunique index number to identify the outgoing
connection. For "Auto" policies, the SPI is automatically generated.
For "Manual" policies, the SPI must be entered when the policy is
configured.

Action - This column will contain a button which allows you to
break (terminate) the current the VPN connection.

Buttons

Auto Refresh Use thisto Enable or Disable auto-refresh for this screen. If enabled, the

screen will be updated every few seconds.

The status bar on the bottom on the screen will indicate if auto-refreshis
enabled or disabled.

VPN Log Click this button to switch to the VPN log screen.

The VPN log shows details of each connection asit is created.

78



Chapter 7

Advanced Administration

This Chapter explains the settings available via the " Administration" section

of the menu.

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for

advanced users.

The available settings and features are:

PC Database

Config File

Logging & Email
Diagnostics
Remote Admin
Routing

Upgrade Firmware

Thisisthelist of PCs shown when you select the "DMZ PC" or a
"Virtual Server". This database is maintained automatically, but
you can add and delete entries for PCswhich use a Fixed (Static)
IP Address.

Backup or restore the configuration file for the Wireless ADSL
Router. Thisfile contains all the configuration data.

View or clear al logs, set E-Mailing of log files and alerts.
Perform a Ping or DNS Lookup.

Allow settings to be changed from the Internet..

Only required if your LAN has other Routers or Gateways.

Upgrade the Firmware (software) installed in your Wireless
ADSL Router.
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PC Database

The PC Database is used whenever you need to select a PC (e.g. for the"DMZ" PC).
"t It eliminates the need to enter | P addresses.
"t Also, you do not need to use fixed | P addresses on your LAN.

However, if you do use afixed IP address on some devices on your LAN, you should enter
details of each such deviceinto the PC database, using the PC Database screen.

PC Database Screen

An example PC Database screen is shown below.

PC Database

DHCP Clients are automatically added and updated.
If not listed, try restarting the PC.

PCs using a Fixed IP address can be added and deleted below.

Known PCs
e e RN B PR e R DO DA — i ‘
— | Flarhe: | i
-|IP Address: |_|_|—|—
Delete |
Refresh | Generate Report |

| : Advanced-Adminisiration ’ Helpe l

Figure 62: PC Database

"t PCswhich are"DHCP Clients" are automatically added to the database, and updated as
required.

"t By default, non-Server versions of Windows act as "DHCP Clients'; this setting is called
"Obtain an |P Address automatically".

"t TheWireless ADSL Router usesthe "Hardware Address' to identify each PC, not the
name or |P address. The "Hardware Address' can only change if you change the PC's net-
work card or adapter.

"¢ This system means you do NOT need to use Fixed (static) |P addresses on your LAN.
However, you can add PCs using Fixed (static) |P Addresses to the PC database if required.
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Data - PC Database Screen

Known PCs Thislistsall current entries. Data displayed is name (1P Address) type.
The "type" indicates whether the PC is connected to the LAN.

Name If adding anew PC to the list, enter its name here. It isbest if this
matches the PC's "hostname”.

IP Address Enter the IP Address of the PC. The PC will be sent a"ping" to deter-
mineits hardware address. If the PC is not available (not connected, or
not powered On) you will not be able to add it.

Buttons

Add Thiswill add the new PC to the list. The PC will be sent a"ping" to
determine its hardware address. If the PC is not available (not con-
nected, or not powered On) you will not be able to add it.

Delete Delete the selected PC from the list. This should be done in 2 situa-
tions:

"¢ The PC has been removed from your LAN.
"t Theentry isincorrect.

Refresh Update the data on screen.

Generate Report | Display aread-only list showing full details of all entriesin the PC
database.

Advanced View the Advanced version of the PC database screen - PC Database

Administration

(Admin). See below for details.
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PC Database - Advanced

This screenisdisplayed if the "Advanced Administration” button on the PC Databaseis
clicked. It provides more control than the standard PC Database screen.

PC Database - Advanced

'Any PC may be adderl edlted or deleted Ifaddmg‘ﬁ P whlch |s uqt -;onTlTaEted and
On;you must prgwde Ihe MAC [hardware] addre&e =

— arfé?i—hsu R TTE 2 ED 28 G

Edit | = Delete |

TP e AEE ety
. & DHCP CHent reserved IP address: W rﬁ fﬂu_r-“—'
!A ® Fixed IP-address (set op PC). r_l_i—l__

MAC Address' © Automatic discovery (PC musthe availabie on LAN]

& WAC address s -

| Add as Mew Entry I Update Selected BE i Clear Form |

_! Refresh i Generate Report | Standard Screen ; Help

Figure 63: PC Database (Admin)

Data - Advanced PC Database

Known PCs Thislistsal current entries. Datadisplayed is name (1P Address) type.
The "type" indicates whether the PC is connected to the LAN.

PC Properties

Name If adding a new PC to the list, enter its name here. It isbest if this
matches the PC's "hostname”

P Address Select the appropriate option:

" Automatic - The PCis set to be a DHCP client (Windows: " Ob-
tain an |P address automatically"). The Wireless ADSL Router will
allocate an | P address to this PC when requested to do so. The IP
address could change, but normally won't.

"# DCHP Client - Reserved | P Address - Select thisif the PC is set
to be a DCHP client, and you wish to guarantee that the Wireless
ADSL Router will always allocate the same | P Address to this PC.
Enter the required | P address.

" Fixed IP Address- Select thisif the PC is using a Fixed (Static)
IP address. Enter the | P address allocated to the PC. (The PC itself
must be configured to use this | P address.)
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MAC Address Select the appropriate option

"# Automatic discovery - Select thisto have the Wireless ADSL
Router contact the PC and find its MAC address. Thisisonly pos-
sibleif the PC is connected to the LAN and powered On.

"{ MAC addressis- Enter the MAC address on the PC. The MAC
addressis also called the "Hardware Address’, "Physical Address’,
or "Network Adapter Address’. The Wireless ADSL Router uses
this to provide a unique identifier for each PC. Because of this, the
MAC address can NOT be left blank.

Buttons

Add as New Add anew PC to the list, using the datain the "Properties’ box.

Entry If "Automatic discovery” (for MAC address) is selected, the PC will be
sent a"ping" to determine its hardware address. Thiswill fail unlessthe

PC is connected to the LAN, and powered on.

Update Selected | Update (modify) the selected PC, using the data in the "Properties’
PC box.

Clear Form Clear the "Properties’ box, ready for entering data for a new PC.
Refresh Update the data on screen.

Generate Report | Display aread-only list showing full details of al entriesin the PC

database.

Standard Screen

Click thisto view the standard PC Database screen.
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Config File

This feature allows you to download the current settings from the Wireless ADSL Router, and
save them to afile on your PC.

Y ou can restore a previously-downloaded configuration file to the Wireless ADSL Router, by
uploading it to the Wireless ADSL Router.

This screen aso allows you to set the Wireless ADSL Router back to its factory default con-
figuration. Any existing settings will be deleted.

An example Config File screen is shown below.

Config File

Aoy

A

]
%

i<

Fe
[ ==

zf Save a Copy of Current Settings

Backup |

£ Restore Saved Settings from a File

| Browse. . I
Restore |

B Revert to Factory Default Settings
Factary Defaults |

Help |

Figure 64: Config File Screen

Data - Config File Screen

Backup Config Use this to download a copy of the current configuration, and store the
file on your PC. Click Download to start the download.

Restore Config Thisalows you to restore a previously-saved configuration file back to
the Wireless ADSL Router.

Click Browse to select the configuration file, then click Restore to
upload the configuration file.

WARNING !

Uploading a configuration file will destroy (overwrite) ALL of the
existing settings.

Default Config Clicking the Factory Defaults button will reset the Wireless ADSL
Router to its factory default settings.

WARNING !

Thiswill delete ALL of the existing settings.
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The Logs record various types of activity on the Wireless ADSL Router. This datais useful for
troubleshooting, but enabling all logs will generate alarge amount of data and adversely affect
performance.

Since only alimited amount of log data can be stored in the Wireless ADSL Router, log data
can also be E-mailed to your PC. Use the E-mail screen to configure this feature.

Logging

(LTl Current time: 2002-09-08 12:20047

Sun, Z002-09-08 12:04:02 - Administrator ;l
login successful - IP:192.165.0.2
Zun, Z00Z-05-08 12:00:00 - Router start up

Refresh I Clear Log Send Log |

ttempted access to blocked sites

Save i Cancel i Help !

Figure 65: Logging Screen

Data - Logging Screen

Logs

Current Time The current time on the Wireless ADSL Router is displayed.
Log Data Current log datais displayed in this panel.

Buttons There are three (3) buttons

"t Refresh - Update the log data.

"t Clear Log - Clear the log, and restart it. This makes new
messages easier to read.

"t Send Log - E-mail the log immediately. Thisis only func-
tional if the E-mail screen has been configured.
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Logs

Include (Checkboxes)

Use these checkboxes to determine which events are included in

the log. Checking all optionswill increase the size of the log, so it

is good practice to disable any events which are not realy re-

quired.

"t Attempted accessto blocked sites - If checked, attempted
Internet accesses which were blocked are logged.

"t Connectionsto the Web-based interface of thisRouter - If
checked, thiswill log connections TO this Router, rather than
through this Router to the Internet.

"t Router operation - If checked, other Router operations (not
covered by the selections above) will be logged.

"t  Known DoS attacks and Port Scans - If checked, Denia of
Service attacks, aswell as port scans, will be logged.

Syslog

Disable

Datais not sent to a Sydog Server.

Broadcast on LAN

The Syslog data is broadcast, rather than sent to a specific Syslog
server. Use thisif your Syslog Server does not have afixed IP
address.

Syslog

If your Sydog server has afixed | P address, select this option, and
enter the |P address of your Syslog server.
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This screen allows you to E-mail Logs and Alerts. A sample screen is shown below.

=EET

SUE IR CUEEUETN [ Ty E-miail Notification On

Send to this E-mail Address |

Outgoing (SMTP) Mail Server. |

= My SMTF Mail Server requires authentication

ser Name: |
Fassword:; |
SRUEIRLIEN < ond E-Mail alerts immediately

v If a DoS attack is detected.
¥ If a Port Scan is detected.

v If someone attempts to access a blocked site.

il

BURAEINIGTDE S ood. L ogs Jioserginatoshic & abaduls

| Save I Cancel | Help ||

Figure 66: E-mail Screen

Data - E-mail Screen

E-Mail Notification

Turn E-mail Check this box to enable this feature. If enabled, the E-mail address
Notification on information (below) must be provided.

Send to thisE-mail | Enter the E-mail addressthe Log isto be sent to. The E-mail will also
address show this address as the Sender's address.

Outgoing (SMTP) | Enter the address or | P address of the SMTP (Simple Mail Transport
Mail Server Protocol) Server you use for outgoing E-mail.

My SMTP Mail To stop spanners, many SMTP mail serversrequire you to loginto
Server requires send mail. In this case, enable this checkbox, and enter the login
authentication information (User name and Password) in the fields below.

User Name If you have enabled "My SMTP Mail Server requires authentication”

above, enter the User Name required to login to your SMTP Server.

Password If you have enabled "My SMTP Mail Server requires authentication”
above, enter the password required to login to your SMTP Server.
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Diagnostics

This screen allows you to perform a"Ping" or a"DNS lookup”. These activities can be useful
in solving network problems.

An example Network Diagnostics screen is shown below.

| 1P Address: | | | | Ping |
oklip Internet Name: | ﬂl

IFP address:
DMNS Server:

ik Display the Routing Table

Display |

Help I
L
Figure 67: Network Diagnostics Screen

Data - Network Diagnostics Screen

Ping

Ping this Enter the IP address you wish to ping. The IP address can be on your

|P Address LAN, or on the Internet. Note that if the addressis on the Internet,
and no connection currently exists, you could get a" Timeout" error.
In that case, wait afew seconds and try again.

Ping Button After entering the IP address, click this button to start the "Ping"
procedure. The resultswill be displayed in the Ping Results pane.

DNS Lookup

Internet name Enter the Domain name or URL for which you want a DNS (Domain

Name Server) lookup. Note that if the address in on the Internet, and
no connection currently exists, you could get a" Timeout" error. In
that case, wait afew seconds and try again.

L ookup Button

After entering the Domain name/URL, click this button to start the
"DNS Lookup" procedure.

Routing

Display

Click this button to display the internal routing table. This informa-
tion can be used by Technical Support and other staff who understand
Routing Tables.
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Remote Administration

If enabled, this feature allows you to manage the Wireless ADSL Router viathe Internet.

Remote Administration

Remote
Administration

[T Enable Remote Management
Current IP Address:

Faort Mumber: IBDBD

LSS Allow Remote Access By
Permission
& Ewvenjone

© Only This Computer: | J | |
¢ IP Address Range: From| J J J
To| J J J

Savel Cancell Help |

Figure 68: Remote Administration Screen

Data - Remote Administration Screen

Remote Administration

Enable Remote Check to alow administration/management viathe Internet. (To
M anagement connect, see below).

If Disabled, this device will ignore Administration connection at-
tempts from the Internet.

Current Thisisthe current address you will use when accessing this device
IP Address from the Internet. To connect, see details and an example below.
Port Number Enter a port number between 1 and 65535. The default for HTTP

(Web) connectionsis port 80, but using port 80 will prevent the use
of aWeb "Virtual Server" on your LAN. So using a different port
number is recommended. The default value is 8080.

The port number must be specified in your Browser when you con-
nect. See the following section for details.

Access Permission

Allow Remote Select the desired option.
Access "¢ Everyone - alow access by everyone on the Internet.

" Only ThisComputer - allow access by only one | P address.
Enter the desired | P address.

"t 1P Address Range - allow access from arange of |P addresses
on the Internet. Enter a beginning and ending | P address to define
the allowed range.

For security, you should restrict access to as few external |P ad-
dresses as practical.
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To connect from a remote PC via the Internet

1. Ensureyour Internet connection is established, and start your Web Browser.

2. Inthe"Address' bar, enter "HTTP://" followed by the Internet P Address of the Wireless
ADSL Router. If the port number is not 80, the port number is also required. (After the IP
Address, enter ":" followed by the port number.)
eg.

HTTP://123.123.123.123:8080
This example assumes the WAN [P Addressis 123.123.123.123, and the port number is
8080.
3. Youwill then be prompted for the login name and password for this device.
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Overview
"t If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing"
page completely.

"t If the Wireless ADSL Router isonly acting as a Gateway for the local LAN segment,
ignore the "Routing" page even if your LAN has other Routers.

"t If your LAN has a standard Router (e.g. Cisco) on your LAN, and the Wireless ADSL
Router isto act asa Gateway for all LAN segments, enable RIP (Routing Information Pro-
tocol) and ignore the Static Routing table.

"¢ If your LAN has other Gateways and Routers, and you wish to control which LAN seg-
ments use each Gateway, do NOT enable RIP (Routing Information Protocol). Configure
the Static Routing table instead. (Y ou aso need to configure the other Routers.)

"t If using Windows 2000 Data center Server as a software Router, enable RIP on the Wire-
less ADSL Router, and ensure the following Windows 2000 settings are correct:

"t  Open Routing and Remote Access

"t Inthe console tree, select Routing and Remote Access, [ server name], IP Routing,
RIP

"t Inthe"Details' pane, right-click the interface you want to configure for RIP version 2,
and then click "Properties’.

"t Onthe"General" tab, set Outgoing packet protocol to "RIP version 2 broadcast", and
Incoming packet protocol to "RIP version 1 and 2".

Routing Screen
The routing table is accessed by the Routing link on the Administration menu.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) OR the Static Routing Table,
as explained above, although is it possible to use both methods simultaneousdly.

Static Routing Table

"t If RIPisnot used, an entry in the routing table is required for each LAN segment on your
Network, other than the segment to which this device is attached.

"t The other Routers must also be configured. See Configuring Other Routers on your LAN
later in this chapter for further details and an example.
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Routing

Static Routing Static Routing Table Entries

RIP Direction INDne v|
RIP Version |RIP-1 vl

Add | Editl Deletel

Savel Cancel | Help

Figure 69: Routing Screen

Data - Routing Screen

RIP
RIP Direction Select the desired RIP Direction.
RIP Version Choose the RIP Version for the Server.

Static Routing

Static Routing

Thislist shows al entries in the Routing Table.

TableEntries "¢ This area shows details of the selected item in the list.

"t Change any the properties as required, then click the "Edit"
button to save the changesto the selected entry.

Buttons

Add Add anew entry to the Static Routing table, using the data shown in
the "Properties’ area on screen. The entry selected inthe list is
ignored, and has no effect.

Edit Update the current Static Routing Table entry, using the data shown
in the table area on screen.

Delete Delete the current Static Routing Table entry.

Save Save the RIP setting. This has no effect on the Static Routing Table.

Configuring Other Routers on your LAN

It isessential that all IP packets for devices not on the local LAN be passed to the Wireless
ADSL Router, so that they can be forwarded to the external LAN, WAN, or Internet. To
achieve this, the local LAN must be configured to use the Wireless ADSL Router as the Default
Route or Default Gateway.
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Local Router

Thelocal router is the Router installed on the same LAN segment as the Wireless ADSL Router.
Thisrouter requires that the Default Route isthe Wireless ADSL Router itself. Typically,
routers have a special entry for the Default Route. It should be configured as follows.

Destination | P Address Normally 0.0.0.0, but check your router documentation.
Network M ask Normally 0.0.0.0, but check your router documentation.
Gateway |P Address The IP Address of the Wireless ADSL Router.

Metric 1

Other Routers on the Local LAN

Other routers on the local LAN must use the Wireless ADSL Router's Local Router asthe
Default Route. The entries will be the same as the Wireless ADSL Router's local router, with
the exception of the Gateway |P Address.

"t For arouter with adirect connection to the Wireless ADSL Router's local Router, the
Gateway |P Addressis the address of the Wireless ADSL Router'slocal router.

"t For routers which must forward packets to another router before reaching the Wireless
ADSL Router'slocal router, the Gateway |P Addressis the address of the intermediate
router.

Static Routing - Example

Segment 0
(192.168.0.xx)
Router A I:I I:I
(192.168.1.80) S (192.168.0.100) S SRR
Segment 1
(192.168.1.xx) C]
(B S Wireless
— é? = — ADSL Router
(192.168.0.1)
Router B o P
(192.168.1.90) ST (192.168.2.70) ;;'*ul " al
[ -
Segment 2

(192.168.2 xx)
Figure 70: Routing Example

For the Wireless ADSL Router's Routing Table

For the LAN shown above, with 2 routers and 3 LAN segments, the Wireless ADSL Router
requires 2 entries as follows.

Entry 1 (Segment 1)
Destination I|P Address 192.168.1.0

Network Mask 255.255.255.0 (Standard Class C)
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Gateway |P Address

192.168.0.100 (WirelessADSL Router'slocal
Router)

Metric 2
Entry 2 (Segment 2)
Destination |P Address 192.168.2.0
Network Mask 255.255.255.0 (Standard Class C)
Gateway |P Address 192.168.0.100
Metric 3
For Router A's Default Route
Destination |P Address 0.0.0.0
Network Mask 0.0.0.0

Gateway |P Address

192.168.0.1 (WirdessADSL Router's P
Address)

For Router B's Default Route

Destination | P Address

0.0.0.0

Network Mask

0.0.0.0

Gateway |P Address

192.168.1.80 (Wireless ADSL Router's local
router)
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Upgrade Firmware

The firmware (software) in the Wireless ADSL Router can be upgraded using your Web
Browser.

Y ou must first download the upgrade file, then select Upgrade Firmware on the Administration
menu. Y ou will see a screen like the following.

Upgrade Firmware

Locate and Select the Upgrade File from your Hard Disk:

fi Browse... |
Upload I Cancell Help |

Figure 71: Router Upgrade Screen

To perform the Firmware Upgrade:

1. Click the Browse button and navigate to the location of the upgrade file.
2. Select the upgrade file. Its name will appear in the Upgrade File field.
3. Click the Upload button to commence the firmware upgrade.

g The Wireless ADSL Router is unavailable during the
upgrade process, and must restart when the upgrade
Motel is completed. Any connections to or through the
Wireless ADSL Router will be lost.
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Modem Mode

This Chapter explains configuration and operation when in "Modem" or
"Bridge" mode..

Overview

There are two modes available on the Mode screen.

"t

"t

Router - Both the ADSL Modem and the Router features are operational. In this mode,
this device can provide shared Internet Accessto all your LAN users. Also, by default, it
acts a DHCP Server, providing an | P address and related information to all Wireless and
LAN users.

M odem - Only the ADSL Modem component is operational. All Router features are
disabled. Thisdevice is"transparent” - it does not perform any operations or make any
changes to the network traffic passing through it. Y ou need to have a DHCP Server on
your LAN to provide | P addresses to the Wireless clients using this Access Point.

This Chapter describes operation while in M odem M ode, also called Bridge M ode.

Management Connections

When this device restartsin Modem mode, the I P address does not change, but the DHCP
server is disabled. However, your PC will usually retain the IP address provided by the DHCP
Server, so the connection will be automatically re-established. Y ou then need to ensure that the
I P address of this modem is suitable for your LAN.

"t

"

Y ou need to have a DHCP Server on your LAN to provide |P addresses to the Wireless
clients using this Access Point.

This ModemVAP must be avalid device on your LAN, to allow management connections.
Y ou must assign a (fixed) | P address which is within the address range used on your LAN,
but not within the address range used by your DHCP server.

When you connect in future, just connect normally, using the | P address you assigned.

1
2.

Start your WEB browser.

In the Address box, enter "HTTP://" and the current |P Address of the Wireless ADSL

Modem, as in this example, which uses the Wireless ADSL Modem's default IP Address:
HTTP://192.168.0.1

When prompted for the User name and Password, enter admin for the user name, and the

current password, as set on the password screen. (The password is the same regardless of
the mode.)
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Home Screen

If in Modem mode, the home screen will 1ook like the example below.

Bridge Setup

B Wireless Bridge

ADSL Router (ANNEX A)

Wireless: SSID: Wireless
Security: Disabled
LAN: IP Address: 192.168.0.1

DHCF Server: on

Figure 72: Home Screen - M odem M ode

Note that the menu has changed, many of the options in Router mode are not available. The
screens available are:
"t Mode - change back to Router mode, if desired.

"t LAN - set IP address, mask and gateway. Thisis the same asin Router mode, except that
the DHCP server is not available while in Modem mode.

"t Wireless - this screen, and related sub-screens, is the same as in Router mode.

"t Password - this screen is the same as in Router mode.

"# Upgrade Firmware - this screen is the same asin Router mode.

"# Status- displays current settings and status. See the following section for details.
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This screen is change back to Router mode, if desired.

Device Mode EalNT=RNE =)

Device Mode:  iERE Wik

Help |

Figure 73: Mode Screen

Data - Mode Screen

Device Name | Thisfield displays the current name of this device.

Device Mode | Select the desired device mode for the router:

" Router - Boththe ADSL Modem and the Router features are opera-
tional. In this mode, this device can provide shared Internet Accessto
all your LAN users. Also, by default, it acts a DHCP Server, providing
an |P address and related information to all Wirelessand LAN users.

"{ Modem - Only the ADSL Modem component is operational. All
Router features are disabled. This deviceis "transparent” - it does not
perform any operations or make any changes to the network traffic
passing through it. Y ou need to have a DHCP Server on your LAN to
provide IP addresses to the Wireless clients using this Access Point.
Thismodeisaso called Bridge Mode.

After changing the mode, this device will restart, which will take afew
seconds. The menu will also change, depending on the mode you arein.

Operation is automatic and transparent.

"# Wireless clients can connect to the Access Point if they have the correct SSID and security,
but they must obtain an |P address from the DHCP Server on your LAN.

"t Themodem will act like any other ADSL modem. No routing will be performed, and no
client login will be done. If aclient login isrequired, it must be performed by your
Router/Gateway or by software on your PC.
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Status Screen

In Modem mode, the Status screen looks like the example below.

Status - Bridge Mode

SR Dovice Name: ADSL Router {ANNEX A)
Firmware Version; 0.03.08
Modem Status Connecting
DownStream Connection Speed 0 kbps
UpStream Connection Speed 0 kbps
VC 1 Status Enabled
VC 2 Status Disabled
W(C 3 Status Disabled
WC 4 Status Disabled
ADSL Details |
IP Address: 192168101
MNetworl: hask: 2552552550
MAC Address 0020022244 66
Wireless WNETENESIS D) Wireless
Region Europe
Zhannel 11
Wireless AP enable
Broadcast Mame enable
Associated Dewvices |
Fefresh Screen | Help |

Figure 74: Status Screen - Bridge Mode

Data - Status Screen (Bridge Mode)

System

Device Name The current name of the Router. This name is also the "hostname"
for users with an " @Home" type connection.

Firmware Version The version of the current firmware installed.

ADSL

Modem Status Thisindicates the status of the ADSL modem component.

DownStream Displays the speed for the DownStream Connection.

Connection Speed

UpStream Connection | If connected, displays the speed for the Up Stream (upload)

Speed ADSL Connection.
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VC 1 Status For each VC (Virtua Circuit), the current statusis displayed. This

VC 2 Status will be either "Enabled" or "Disabled".

VC 3 Status

VC 4 Status

ADSL Details Click this button to open a sub-window and view the details of
each VC (Virtua Circuit).

LAN

IP Address The IP Address of the Wireless ADSL Router.

Network M ask The Network Mask (Subnet Mask) for the |P Address above.

MAC Address This shows the MAC Address for the Wireless ADSL Router, as
seen on the LAN interface.

Wireless

Name (SSID) If using an ESS (Extended Service Set, with multiple access
points) thisID is called an ESSID (Extended Service Set I denti-
fier).

Region The current region, as set on the Wireless screen.

Channel This shows the Channel currently used, as set on the Wireless
screen.

Wireless AP This indicates whether or not the Wireless Access Point feature is

enabled.

Broadcast Name

This indicates whether or not the SSID is Broadcast. This setting
ison the Wireless screen.

Associated Clicking thiswill generate alist of al devices currently using the
Devices Access Paint.

Buttons

ADSL Details View the details of each VC (Virtual Circuit).

Associated Devices

Clicking thiswill generate alist of al devices currently using the
Access Point.

Refresh Screen

Update the data displayed on screen.
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Appendix A
Troubleshooting

This Appendix covers the most likely problems and their solutions.

Overview

This chapter covers some common problems that may be encountered while using the Wireless
ADSL Router and some possible solutions to them. If you follow the suggested steps and the
Wireless ADSL Router till does not function properly, contact your dealer for further advice.

General Problems

Problem 1;
Solution 1:

Can't connect to the WirelessADSL Router to configureit.

Check the following:

"

"t

"4

"4

The Wireless ADSL Router is properly installed, LAN connections are
OK, and it is powered ON.

Ensure that your PC and the Wireless ADSL Router are on the same
network segment. (If you don't have arouter, this must be the case.)

If your PCisset to "Obtain an IP Address automatically" (DHCP
client), restart it.

If your PC uses aFixed (Static) P address, ensurethat it isusing an |P
Address within the range 192.168.0.2 to 192.168.0.254 and thus com-
patible with the Wireless ADSL Router's default | P Address of
192.168.0.1.

Also, the Network Mask should be set to 255.255.255.0 to match the
Wireless ADSL Router.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1;
Solution 1:

When | enter aURL or IP address| get atimeout error.

A number of things could be causing this. Try the following troubleshooting
steps.

"4

"

"

Check if other PCswork. If they do, ensure that your PCs I P settings are
correct. If using aFixed (Static) |P Address, check the Network Mask,
Default gateway and DNS as well as the IP Address.

If the PCs are configured correctly, but still not working, check the
Wireless ADSL Router. Ensurethat it is connected and ON. Connect to
it and check its settings. (If you can't connect to it, check the LAN and
power connections.)

Check the Wireless ADSL Router's status screen to seeif it is working
correctly.
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Problem 2;

Solution 2:

Some applications do not run properly when using the Wireless ADSL
Router.

The Wireless ADSL Router processes the data passing through it, so it is not
transparent.

For incoming connections, you must use the Virtual Server or Firewall Rules
to specify the PC which will receive the incoming traffic.

Y ou can aso use the DMZ function. This should work with almost every
application, but:

"t Itisasecurity risk, sincethe firewall is disabled.
"# Only one (1) PC can use this feature.

Wireless Access

Problem 1:
Solution 1:

Problem 2;
Solution 2:

My PC can't locate the Wireless Access Paint.

Check the following.

" Your PC isset to Infrastructure Mode. (Access Points are always in
Infrastructure Mode)

" The SSID on your PC and the Wireless Access Point are the same.
Remember that the SSID is case-sensitive. So, for example "Work-
group" does NOT match "workgroup".

"t Both your PC and the Wireless ADSL Router must have the same
setting for WEP. The default setting for the Wireless ADSL Router is
disabled, so your wireless station should also have WEP disabled.

"t If WEP isenabled on the Wireless ADSL Router, your PC must have
WEP enabled, and the key must match.

"t |If the Wireless ADSL Router's Wireless screen is set to Allow Trusted
PCs only, then each of your Wireless stations must have been designated
as "Trusted", or the Wireless station will be blocked.

" Toseeif radio interferenceis causing a problem, seeif connectionis
possible when close to the Wireless ADSL Router.
Remember that the connection range can be as little as 100 feet in poor
environments.

Wireless connection speed isvery slow.

The wireless system will connect at the highest possible speed, depending on
the distance and the environment. To obtain the highest possible connection
speed, you can experiment with the following:

"t Wireless ADSL Router location.
Try adjusting the location and orientation of the Wireless ADSL Router.

"t  Wireless Channel
If interference is the problem, changing to another channel may show a
marked improvement.

" Radio Interference
Other devices may be causing interference. Y ou can experiment by
switching other devices Off, and seeif this helps. Any "noisy" devices
should be shielded or relocated.

"t RF Shielding
Y our environment may tend to block transmission between the wireless
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stations. Thiswill mean high access speed is only possible when close to
the Wireless ADSL Router.
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About Wireless LANSs

This Appendix provides some background information about using Wireless
LANs (WLANS).

Modes

Wireless LANs can work in either of two (2) modes:
"t Ad-hoc
"t Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point or awired (Ethernet) LAN. Wireless Sta-
tions (e.g. notebook PCs with wireless cards) communicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wireless Stations
(e.g. Notebook PCs with wireless cards) to awired (Ethernet) LAN. The Wireless Stations
can then access all LAN resources.

,@ Access Points can only function in "Infrastructure"” mode,
and can communicate only with Wireless Stations which are
Motel setto "Infrastructure" mode.

BSS/ESS

BSS

A group of Wireless Stations and a single Access Point, all using the same ID (SSID), form a
Basic Service Set (BSS).

Using the same SSID is essential. Devices with different SSIDs are unable to communicate
with each other.

ESS

A group of Wireless Stations, and multiple Access Points, all using the same ID (ESSID), form
an Extended Service Set (ESS).

Different Access Points within an ESS can use different Channels. In fact, to reduce interfer-
ence, it isrecommended that adjacent Access Points SHOULD use different channels.

As Wireless Stations are physically moved through the area covered by an ESS, they will
automatically change to the Access Point which has the least interference or best performance.
This capability is called Roaming. (Access Points do not have or require Roaming capabilities.)
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The Wireless Channel sets the radio frequency used for communication.

"t Access Points use afixed Channel. Y ou can select the Channel used. This allows you to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channel are available. If using multiple Access Points, it is better if adja-
cent Access Points use different Channels to reduce interference.

"t In"Infrastructure" mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest signal
isused. (This can only happen within an ESS.)

"t If using "Ad-hoc" mode (no Access Paint), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channelsto seeif thereis
an existing "Ad-hoc" group they can join.

WEP

WEP (Wired Equivalent Privacy) is astandard for encrypting data before it is transmitted.

Thisisdesirable because it isimpossible to prevent snoopers from receiving any datawhich is
transmitted by your Wireless Stations. But if the data is encrypted, then it is meaningless unless
the receiver can decrypt it.

If WEP isused, the Wireless Stations and the Access Point must have the same settings
for each of the following:

WEP Off, 64 Bit, 128 Bit

Key For 64 Bit encryption, the Key value must match.
For 128 Bit encryption, the Key value must match

WEP Authentication Open System or Shared Key.

WPA-PSK

WPA-PSK is another standard for encrypting data before it is transmitted. Thisis alater stan-
dard than WEP (Wired Equivalent Privacy), and provides greater security for your data. Datais
encrypted using a 256Bit key which is automatically generated and changed often.

If all your Wireless stations support WPA-PSK, you should use this instead of WEP.

If WPA-PSK isused, the Wireless Stations and the Access Point must have the same
settingsfor each of the following:

WPA PSK Enter the same value on every station and the AP. The PSK
(Pre-shared Key) must be from 8 to 63 charactersin length. The 256Bit key
used for the actua encryption is derived from this key.

Encryption The same encryption method must be used. The most
common encryption method is TKIP. Another widely-
supported method is AES.
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Wireless LAN Configuration

To allow Wireless Stations to use the Access Point, the Wireless Stations and the Access Point
must use the same settings, as follows:

Mode On client Wireless Stations, the mode must be set to "Infrastructure”.
(The Access Point is alwaysin "Infrastructure” mode.)

SSID (ESSID) Wireless Stations should use the same SSID (ESSID) as the Access
Point they wish to connect to. Alternatively, the SSID can be set to
"any" or null (blank) to allow connection to any Access Point.

Wireless The Wireless Stations and the Access Point must use the same settings

Security for Wireless security. (None, WEP, WPA-PSK).

WEP: If WEP isused, the Key size (64Bit, 128Bit), Key value, and
Authentication settings must be the same on the Wirel ess Stations and
the Access Point.

WPA-PSK: If WPA-PSK is used, all Wireless Stations must be set to
use WPA-PSK, and have the same Pre-shared Key and encryption
system.

For Ad-hoc networ ks (no Access Point), all Wireless stations must use
the same security settings.
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About VPNs

Overview

A VPN (Virtual Private Network) provides a secure connection between 2 points, over an
insecure network - typically the Internet. This secure connection iscalled aVPN Tunnel.

There are many standards and protocols for VPNs. The standard implemented in the Wireless
ADSL Router is|PSec.

IPSec

IPSec is a near-ubiquitous VPN security standard, designed for use with TCP/IP networks. It
works at the packet level, and authenticates and encrypts al packets traveling over the VPN
Tunnel. Thus, it does not matter what applications are used on your PC. Any application can
use the VPN like any other network connection.

IPsec VPNs exchange information through logical connections called SAs (Security Associa-
tions). An SA is simply a definition of the protocols, algorithms and keys used between the two
VPN devices (endpoints).

Each IPsec VPN hastwo SAs - onein each direction. If IKE (Internet Key Exchange) is used
to generate and exchange keys, there are also SA's for the IKE connection as well asthe IPsec
connection.

There are two security modes possible with | PSec:

"t Transport Mode - the payload (data) part of the packet is encapsulated through encryp-
tion but the IP header remainsin the clear (unchanged).

TheWirelessADSL Router doesNOT support Transport Mode.
"t Tunnel Mode - everything is encapsulated, including the original 1P header, and anew IP

header is generated. Only the new header in the clear (i.e. not protected). This system pro-
vides enhanced security.

TheWirelessADSL Router always uses Tunnel M ode.

IKE

IKE (Internet Key Exchange) is an optional, but widely used, component of |Psec. IKE pro-
vides a method of negotiating and generating the keys and 1Ds required by 1PSec. If using IKE,
only asingle key isrequired to be provided during configuration. Also, IKE supports using
Certificates (provided by CAs - Certification Authorities) to authenticate the identify of the
remote user or gateway.

If IKE isNOT used, then al keys and IDs (SPIs) must be entered manually, and Certificates
can NOT be used. Thisiscalled a"Manual Key Exchange".

When using IKE, there are 2 phases to creating the VPN tunnel:
"t Phasel isthe negotiation and establishment up of the IKE connection.
"t Phasell isthe negotiation and establishment up of the |Psec connection.

108



Appendix C - VPNs

Because the IKE and |Psec connections are separate, they have different SAs (security associa-
tions).

Policies

VPN configuration settings are stored in Policies.

Note that different vendors use different terms. Generally, the terms"VPN Policy", "IPSec
Policy", and "IPSec Proposal" have the same meaning. However, some vendors separate IKE
Policies (Phase 1 parameters) from IPSec Policies (Phase 2 parameters).

For the Wireless ADSL Router; each VPN policy contains both Phase 1 and Phase 2 parame-
ters (if IKE isused). Each policy defines:

"¢ The address of the remote VPN endpoint

"t Thetraffic which isalowed to use the VPN connection.

"t The parameters (settings) for the IPsec SA (Security Association)

"t If IKE isused, the parameters (settings) for the IKE SA (Security Association)

Generally, you will need at least one (1) VPN Policy for each remote site for which you wish to
establish VPN connections.

It is possible, and sometimes necessary, to have multiple Policies for the same remote site.
However, you should only Enable one (1) policy at atime.

VPN Configuration

The general ruleis that each endpoint must have matching Policies, as follows:

VPN Endpoint Each VPN endpoint must be configured to initiate or accept connec-
address tionsto the remote VPN client or Gateway.

Usually, this requires having afixed Internet |P address. However, it is
possible for a VPN Gateway to accept incoming connections from a
remote client where the client's | P address is not known in advance.

Local & Remote This determines which outgoing traffic will cause a VPN connection to
LAN definition be established, and which incoming traffic will be accepted. Each
endpoint must be configured to pass and accept the desired traffic from
the remote endpoint.
If connecting 2 LANS, this requires that:

"# Each endpoint must be aware of the IP addresses used on the other
endpoint.

"# The2LANsMUST use different IP address ranges.

IKE parameters If using IKE (recommended), the IKE parameters must match (except
for the SA lifetime, which can be different).

IPsec parameters  The IPsec parameters at each endpoint must match.
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Common VPN Situations

VPN Pass-through

Router / Gateway
—

PCs with VPN Software VPN Server

VPN TUNNEL

Figure 75: VPN Pass-through

Here, a PC on the LAN behind the Router/Gateway is using VPN software, but the
Router/Gateway is NOT acting asa VPN endpoint. It is only allowing the VPN connection.
"t The PC software can use any VPN protocol supported by the remote VPN.

"t Theremote VPN Server must support client PCswhich are behind aNAT router, and so
have an | P address which is not valid on the Internet.

"# The Router/Gateway requires no VPN configuration, since it is not acting asa VPN end-
point.

Client PC to VPN Gateway
— 1]

e A\ S

e~

VPN TUNNEL

Figure 76: Client PC to VPN Server

In this situation, the PC must run appropriate VPN client software in order to connect, viathe
Internet, to the Wireless ADSL Router or other VPN Gateway. Once connected, the client PC
has the same access to LAN resources as PCs on the local LAN (unlessrestricted by the net-
work administrator).

"t 1Psecisnot the only protocol which can be used in this situation, but the Wireless ADSL
Router supports IPsec ONLY .

" Windows 2000 and Windows X P include an IPsec VPN client program. However, con-
figuration of this client program for use with the Wireless ADSL Router is very complex
and beyond the scope of this document.
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Connecting 2 LANs via VPN

s - Bt e  ERNC |

VPN Gateway VPN Gateway

Figure 77: Connecting 2 VPN Gateways

Thisallows two (2) LANs to be connected. PCs on each endpoint gain secure access to the
remote LAN.

"t The2LANsMUST use different IP address ranges.

"t The VPN Policies at each end determine when a VPN tunnel will be established, and what
systems on the remote LAN can be accessed once the VPN connection is established.

"t Itispossible to have simultaneous VPN connections to many remote sites.

VPN Example

In this example, 2 LANs are connected via VPN. Each end has a Wireless ADSL Router.

WAN

— L N Sasevay

LAN A LAN B
192.168.0.xxx MELLLUNIEL 192.168.1.xxx

Figure 78: Connecting 2 WirelessADSL Routers

Note

"# TheLANsMUST use different IP address ranges.

"¢ Both endpoints have fixed WAN (Internet) | P addresses.
"t Thisexample usesan "Auto" policy, using IKE
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Configuration Settings - Gateway A
Gateway A should be configured as shown below.

VPN - Auto Policy

ELUEEW Policy MName: [Example
Remote YN Endpoint
Address Type: | Fixed IP Address ~]
Address Data: [205.17.11.43

¥ MNetBIOS Enable

WLEWRE P Address | Subret address =]
IF address:  [192 188 o [0
Subnet Mask: [255 | .|255 |.|255 |.|0

@ Firactior

Swonange Moo

Diffie-Helman {TH} Group | Group 2110248m =]

R e e L i
(TR BTt frto o
[

|E:— AT 3 "i

L0

-L-'if.u'.'r.l St-vel Cancat I Hl-:-ipl

Figure 79: Gateway A Configuration
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Configuration Settings - Gateway B

Gateway B should be configured as shown below.

VPN - Auto Policy

ELLUEEWN Pojicy MName: [Example
Remote YPMN Endpoint

Address Type: | Fixed IP Address -]

Address Data: [202.11.13.211
M MNetBIOS Enable

IP address:

SLLERLLE [P Address [Subnetaddress =)

[19z | [ies |t .o

Subnet Mask: [255 | .[255 | .[255 [0

UA=] Diraction

Data

Data

IF address:

Exchange Mode

Local ldentity Type

Remote Identity Type

GUUBLLRLN [P Address [Subnetaddiess 7]

192 f1e8 Jo  .|o

Subnet Mask [255  |255 .[255 .|o

Ilnitiatclrand Respunder;!

IMain Mode '!

Diffie-Hellman (DH) Group | Group 2 (1024 Bif) =]

[N IP Address =

lr.."s'

[IP Addrass

I nya

S

Carcal | Heip |

Figure 80: Gateway B Configuration

Settings
Setting LAN A Gateway LAN B Gateway Notes
Policy Name Example Example Name does not affect
operation. Select a
meaningful name.
Remote VPN Fixed IP Address Fixed IP Address Other endpoint's WAN
Endpoint 205.17.11.43 202.11.13.211 (Internet) | P address.
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NetBIOS Enable Enable Disableif not required.

Local LAN 192.168.0.0 192.168.1.0 Local Address subnet.

IP address 255.255.255.0 255.255.255.0 Use amore restrictive

Mask definition if possible.

Remote LAN 192.168.1.0 192.168.0.0 Remote Address subnet.

IP address 255.255.255.0 255.255.255.0 Use amore restrictive

Mask definition if possible.

IKE

Direction Initiator & re- Initiator & re- Does not have to match.

sponder sponder Either endpoint can
block 1 direction.

Exchange mode Main Mode Main Mode Must match

DH Group Group 2 (1024 bit) | Group 2 (1024 bit) | Must match

Local Identity IP address IP address IP address is the most
common 1D method

Remote I dentity WAN IP address WAN IP address IP address is the most
common |D method

SA Parameters

Encryption 3DES 3DES Must match.

Authentication MD5 MD5 Must match

Pre-shared Key XXXXXXXXX XXXXXXXXXX Must match;
use any string.

SA Lifetime 28800 28800 Does not have to match.
Shorter period will be
used.

PFS Disabled Disabled Must match

Note:

Some VPN Gateways or programs let you specify the following settings separately for IKE and

IPSec. For this device, the same settings are used for both IKE and | PSec.

"t Authentication
"t Encryption
"t SA Lifetime

Also, IPSec allows for "AH Authentication”, using MD5 or SHA-1. For this device, "AH
Authentication" is always DISABLED.
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Specifications

Multi-Function Wireless ADSL Router

Model

ADSL Interface
Dimensions

Operating Temperature
Storage Temperature
Network Protocol:

Network Interface:

LEDs

Power Adapter

Wireless ADSL Router

T1.413, G.DMT, G.lite, multi-mode
153mm(W) * 102mm(D) * 35.5mm(H)
0$ Cto40$C

-10$ Cto 70$ C

TCP/IP

4* 10/100BaseT (RJ45) LAN connection
1* RJ11 for ADSL line

13
12V DC Externd

Wireless Interface

Standards

Frequency
Channels
Modulation

Data Rate

Security

Output Power
Receiver Sensitivity

IEEE802.11b, IEEE802.11g WLAN, 802.11G-plus (Texas Instru-
ments proprietary enhanced mode)

2.4 t0 2.4835GHz (Industrial Scientific Medical Band )
Maximum 14 Channels, depending on regulatory authorities
CCK, DQPSK, DBPSK, OFDM/CCK

Up to 54 Mbps (802.11g), 64 Mps (Tl 802.11G-plus)
WEP 64Bit, WPA 128Bit, WPA-PSK, MAC address checking

13dBm (typical)
-80dBm Min.
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Reqgulatory Approvals

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonabl e protec-
tion against harmful interference in aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

"t Reorient or relocate the receiving antenna.
"# Increase the separation between the equipment and receiver.

"¢ Connect the equipment into an outlet on acircuit different from that to which the receiver
IS connected.

"¢ Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

CE Approval

CE Standards

This product complies with the 99/5/EEC directives, including the following safety and EMC
standards:

" EN300328-2
"t EN301489-1/-17
"t EN60950

CE Marking Warning

ThisisaClass B product. In adomestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.
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Support Contact Informa-

tion

Do Not Contact Your DSL Service Provider For Technical

Help Until You Have Spoken To One Of Our Support Rep-
resentatives First

Louis Kokenis
Diamond M ultimedia
Product Support M anager

Phone: (818) 534-1414 Ext. 141
Email: louis@diamondmm.com

Note: Please provide the following information before contacting support:
1. Your DSL provider

2. DS provider’slocation (City and Sate).

3. Location of purchase (Retail store and location)

For All other DSL Inquiries Please Contact

Ernie Souza
Diamond Multimedia
Director - DSL Products

Email: ernie@diamondmm.com
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