Dell OpenManage Network Manager Version 5.3

Web Client Guide



Notes and Cautions

% A NOTE indicates important information that helps you make better use of your computer.
A A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid the problem.

© 2013 Dell Inc.

Trademarks used in this text: Dell™, the DELL logo, PowerEdge™, PowerVault™, PowerConnect™, OpenManage™, EqualLogic™,
KACE™, Flex Address™ and Vostro™ are trademarks of Dell Inc. Microsoft®, Windows®, Windows Server®, MS-DOS® and Windows Vista®
are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other countries. Red Hat Enterprise Linux®
and Enterprise Linux® are registered trademarks of Red Hat, Inc. in the United States and/or other countries.

Other trademarks and trade names may be used in this publication to refer to either the entities claiming the marks and names or their products.
Dell Inc. disclaims any proprietary interest in trademarks and trade names other than its own.

2013-8

Rev. AO1



Contents

Why Dell OpenManage Network Manager?......................... 1
Key Features . . . . . . . . . . ... ... ... .. .. ... . 2
Networks with Dell OpenManage Network Manager . . . . . . . 3
Additional Products . . . . . . ... ... 4
Online Help /Filter . . . . . . . .. .. ... ... ... . ... 4

A Note About Performance ... 5

1 Getting Started with Dell OpenManage Network Manager . .7

SystemBasics . . . . ... ... 8
Single Server Hardware. ............. ... i 12
Sizing for Standalone Installations . . . . . . . . ... ... .. 12
Network Basics . . . . . . . ... ... ... ... ... ... 14
Authentication . . . . . ... .. 16
DeVICE DIIVEIS « ottt 17
Base Driver. . . . . . . . ... 17
Supported PowerConnectModels . . . . . . .. ... ... .. 18
Windows Management Instrumentation (WMI) Driver . . . . . . 18
Web-Based Enterprise Management (WBEM) Driver. . . . . . . 20
PortsUsed. ... 22
ProtocolFlows . . . . . . . . . . . . ... ... ... ..... 26
Ports and Application To Exclude from Firewall . . . . . . . . .. 27
Installed Third Party Applications. . . . . . . .. ... ... .. 27
Windows Management Instrumentation Ports . . . . . . . . .. 28
Getting Started. ... 28
Installation and Startup ...........coo 29
Linux Prerequisites. . . . . . . . .. ... ... ... .. 32
Perl. . . . . 39
StartingWeb Client. . . . . . . ... ... ... ... ... .. 40
Secure Connections: SSL&HTTPS ...t 40
Enabling Secure SSL. . . . . . . . ... 40
InstallonLinux . . . . . ... ... ... 43
Control Panel ...... ... e 44
Admin/[MyAccount] . . . . ... ... 45
[Domain] . . . . . . . ... ... 46
Portal > Users and Organizations. . . . . . ... ... ... .. 46
Public / Private Page Behavior . . . . . . . . . . ... ... .. 50
Portal>Roles . . . . . . .. .. ... ... 51
Portal > Portal Settings. . . . . . . . ... . ... ... .... 53
Portal>[Other]. . . . . ... ... ... ... .. ... .. .. 54
Redcell > Permission Manager . . . . . . . . . . ... ... .. 54

Redcell > Data Configuration . . . . . . . ... ... .. ... . 57



Redcell > Filter Management . . . . . . . . . .. .. ... ... 58

Redcell > Application Settings . . . . . . ... ... .. ... .. 59
Redcell > Database Aging Policies (DAP).......................... 60
Aging Policies Editor . . . . . . . .. ... 63
Aging Policies Options . . . . . . . . ... ... ... ... .. 65
Sub-Policies . . . . . ... ... 65
Repositories . . . . . . ... ... 66
Server . . ... 69
L 69
LDAP Portal Settings . . . . . . . . ... ... ... ... ... A
Configuring Pages and User Access ...........ccovivieinenannn... 13
Page Level Permissions . . . . . . . ... ... ... ... .. 74
Portlet Level Permissions. . . . . . . . .. ... ... ... .. 76
Quick Navigation .. ........oii e 79
Network Tools .. ..o 79
PingTool . . . . . . . . .. ... 80
MIB BrowserTool . . . . . . .. .. ... ... ... ... .. 81
DirectAccessTool . . . . . . . . . ... ... ... ... ... 81
LicenSe VIBWET. . oot 83
Discovery Profiles . ...... ..o 84
Incomplete Discovery . . . . . . . ... ... ... 87
Managed ReSOUrCeS. ... .o 88
Common Setup Tasks . ... ovvuie i 88
PasswordReset . . . . . . . . ... ... ... ... ... .. 88
SMTP Configuration . . . . . . . . . ... ... ... ..... 89
Netrestore File Servers. . . . . . . . . . . .. ... ... ... 91
Deploying and EXtensions ...........c..cooviiiiiii .. 91
DeployFiles . . . . . . . . . .. .. ... ... 92
Extensions . . . . . . ... 92
.ocpand.ddpfiles . . . .. ... ... ... ... ... .. .. 92

2 PortalConventions ...t 93
Tooltips. . . . . . . . . 93
Refresh. . . . . . . . . . ... 94
The BackButton . . . . . . . . ... ... ... ... 94
Shift+Click . . . . . ... ... 94
Show Versions . . . . . ... ... 95
The DoCK. ... 96
Status Bar Alerts .. ..o 98
Chat/Conferencing . . . . . . . .. ... ... .. ... ... 99

MenuBar . . . . . .. ... 100



See How to: Create a new Page and Rearrange Pages on page 75 for more

information. . . . . .. ... 101
SiteMap. .. 101
Graphs/Tooltips . . . . . . . . .. ... ... ... ... . 101
Portlets. . . . . . . . . . ... 102
Expanded Portlets . . . . . . ... ... .. ... ... ... 106
Locating Portlets . . . . . . . ... .. ... ... ... ... 109

CommonMenultems ... 109
Import/Export . . . . . ... ... ... 109
Sharing. . . . . ... .. 110
Edit Custom Attributes . . . . . . . . ... . ... ... ... 112
ViewasPDF . . . . . .. . . ... ... ... 113
Tag. . . . . . 114

Audit Trail /Jobs Screen ... 114

Audit Trail Portlet. . ... 116

Schedules. ... .o 118
SchedulesPortlet . . . . . . ... ... ... ... ... .. 120

3 KeyPortlets ... 123

AlaTMS L 123
Expanded Alarm Portlet . . . . . . . ... .. ... ... .. 126
Alarm Editor . . . . . ... 131

Audible Alerts. . ..o 132
Adding Custom MP3Sounds . . . . . ... . ... ... ... 133

EventHistory. ... ..o 134

Event ProcessingRules ............ ... 136
Rule Editor . . . . . . .. ... ... 139

Event Definitions ....... ..o 158
Event Definition Editor . . . . . . . . . .. ... ... .. .. 158
Alarm Propagation to Services and Customers: What Happens. 167

CONtACES .ottt e 169

LOCatiONS. . o\ttt e m

VENAOrS . . 174

4 Resource Managementand Reports ................... 177

Authentication . ... ... i 177

Resource DiSCOVery . .....ouiin i e 180

Discovery Profiles ... 181
Discovery Profile Editor. . . . . . . . ... . ... ... ... 183

Managed Resource Groups. ..........oovvinr i, 190
Static Group . . . . . .. .. 192

Dynamic Group. . . . . . . . .. . ... ... ... 194



LinKS . e 206
NewlLink. . . . . .. .. ... 207
Link Discovery . . . . . . . . ... 208

Search by IPorMac Address............covviiiiiiiiinn... 209

Equipment Details . ....... ... 210

DIrB T ACCESS. . ettt ettt e 213
MIB Browser. . . . . . . . ... 214
Terminal . . . . . ... 216
Ping (ICMP) . . . . . . . .. ... .. ... ... 217
HTTP/HTTPS . . . . . . . . . . .. . ... . ... ... . 217

POrtS. .o 218
PortEditor . . . . . . . . .. ... 221

INterfaces .. ... e 222

Report Templates. . ..o e 223
Report Template Editors . . . . . . . ... .. ... ... .. 224

REPOItS .o e 231
ReportEditor . . . . . . . .. ... ... 235
Branding Reports. . . . . . . ... ... ... 237
GroupReports . . . . . . ... 238
User LoginReport . . . . . . . . . ... ... ... ... .. 239

5 Display Strategies ...........cciiiiiiiiiii i 241
Context. . . . . . . . .. . .. ... ... 242

Container Manager..........ouvuiiiiii i aanns 242
Container Editor . . . . . . . . ... ... ... ... ... 244
ContainerView. . . . . . . . . ... ... ... .. ..... 247

Map ConteXt. ..ot e 249
Maps and Containers Together . . . . . . . . . . ... .. . . 251
Using NokiaMaps . . . . . . . ... ... .. ... .. ... 253

Visualize My Network. . ... 254
Configuring Views . . . . . . . .. .. ... ... ...... 255
Tools . . . . . . . .. 257
DesignTools . . . . . . . . . ... ... .. ... ... .. 259
LinkedView . . . . ... ... ... 260
View . . . . . . 261
Overview. . . . . . . . . .. ... 262
Properties and Settings > LayoutsTab . . . . . . . . . . . . . 263
Properties and Settings > Properties . . . . . . . . ... ... 265
LegendTab. . . . . . . ... ... ... ... .. 266
Top-LevelNodesTab . . . . . . .. . ... ... .. ... .. 266

Alarms in Visualizations / Topologies. . ...t 267



LinksinVisualization........... ..ot 267

Visualizer VIeWsS. .. ... e 268

6 File Server/File Management ......................... 269
File ServerEditor . . . . . . . . . ... ... 270

Recommended Windows File Servers . . . . . . . .. .. .. 27

File Management. ..........coiuiiii i 271
ConfigurationFiles . . . . . . ... . ... ... .. .. ... 271

Image Repository. ........oti i 281

Firmware Image Editor . . . . . . . ... ... ... .. ... 283

Configuration Image Editor . . . . . . . . . ... .. ... .. 284

Deploy Firmware .. ..... ..o e 287

Deploy Configuration. .. ........ouiuii e 289

7 Monitoring . ...c.ovi i e 291
Application Server Statistics. ..o, 293

Resource Monitors .........c.oiiii i 295

Retention Policies . . . . . . . ... ... ... ... .... 298

Monitor Editor . . . . . . . ... ... 300
Self Management / Self Monitoring: Default Server Status Monitor 311

Monitor Options Type-Specific Panels . . . . . . . . .. . .. 315

Scheduling Refresh Monitor Targets . . . . . . . . ... . .. 326

Top N ASSEtS] ... 327

Top Configuration Backups . . . . . . ... ... . ... ... 328

Dashboard Views. . ... 328

Performance Dashboard . . . . . . . ... ... ... .. .. 331

Dashboard Editor. . . . . . . . ... ... ... 332

Show Performance Templates ..............c.coiiiiiiiiiin... 339

8 Traffic Flow Analyzer ..., 343
Howdoesitwork? . . . . . . ... ... ... ... ... .. 344

Setup. . . . . .. 345

Exporter Registration. . . . . . . . ... ... ... .. ... 346

Traffic Flow Portlet ............c i 346

DrillDown . . . . . . . ... 350

Search. . . . . . . ... 351

Traffic Flow Snapshot. . . . . . . . ... ... . ... ... . 352

Traffic Flow Analyzer - Example .......... ... iiiiiit. 352

9 Change Management/ProScan ....................... 355
ProScan Portlet ... ... 358

Compliance Policy Summary . . . . . ... . ... ... ... 360



Creating or Modifying a ProScan Policy . . . . . .. ... .. 361

Creating or Modifying ProScan Policy Groups . . . . . . . . . 376
Change Determination Process ...............coooiviiiiin... 317
Change Determination Process Workflow . . . . . . . . . .. 378
Triggering Change Management and ProScan . . . . . . . . . 379
Change Determination Defaults. . . . . . . ... .. ... .. 382
Compliance and Change Reporting ..............ccooiiiiiine, 383
10 Storage Arrays ........vireeieii i 387
Storage Array Portlet ............ 387
Storage Array Portlet Expanded . . . . . . ... ... .. .. 388
General. . . . . . .. ... 391
11 Actions and AdaptiveCLI ............................. 395
Using Adaptive CLI . . . . . . . .. . ... ... .. ... .. 396
Actions Portlet. ... ..o e 397
Adaptive CLIEditor . . . . . . . . .. ... ... . ... ... 402
General. . . . . . .. ... 402
Attributes. . . . . ... 404
Scripts . . . . .. 409
Comparison . . . . . . ... ... ... ... ... 414
External Commands. . ........ooiniiii e 414
Seeded External Scripts . . . . .. ... 417
Adaptive CLI Script Language Syntax .............c.oovviininn... 419
Attributes. . . . . ... 419
Conditional Blocks . . . . . . . .. ... ... .. ...... 420
Perl Scripts. ... 420
Monitoring Upload / Download Speeds. . . . . . . . . . . .. 435
Regular ExpressionTesting. . . . . . ... .. ... ... .. 439
Scheduling Actions. . . . . . . ... ... ... 439
Active Performance Monitor Support ............. ... ... ..s. 441
Troubleshooting Adaptive CLI............ ...t 449

Adaptive CLI Records Aging Policy .................cooiii.t. 450



Dell OpenManage Network Manager can give you automated, consolidated configuration and
control of your network’s resources. It is customizable, unifying multiple systems while still
communicating with other software systems (like billing) in generic WSDL, XML and SOAP.

OpenManage Network Manager’s first chapter of theUser Guide describes security and some of the
runtime features supporting these applications. Consult Release Notes for information about
changes not covered in this User Guide.

Why Dell OpenManage Network Manager?

Dell OpenManage Network Manager’s benefits:

Productive

Discovery and wizard-driven configuration features within minutes of installing Dell OpenManage
Network Manager, you can monitor your network.

Easy

Dell OpenManage Network Manager provides the network information you need, and offers
advanced capabilities with minimal configuration overhead.

Valuable

Dell OpenManage Network Manager often costs less to use and maintain than most other
solutions.

Scalability
You can scale Dell OpenManage Network Manager to almost any size.
LinkLight Online Community

www.doradosoftware.com/thelinklight/ is a community site that OpenManage Network Manager
developed to provide users with useful information, tools and valuable resources related to
OpenManage Network Manager network management solutions.

Why Dell OpenManage Network Manager? | |
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Key Features

The following are some key features of Dell OpenManage Network Manager:

Customizable and Flexible Web Portal

You can customize the web portal, even providing custom designed views of your data assigned to
individual users. You can even create web portal accounts for departments, geographic areas, or
other criteria.

Automate and Schedule Device Discovery

Device discovery populates Dell OpenManage Network Manager’s database and begins network
analysis. You can also create network discovery schedules to automatically run Discovery whenever
you need them.

Dell OpenManage Network Manager Administration

You can now conduct administrative tasks—adding devices, user accounts, and web portal
displays—from a secure console on your network.

Open Integration

Dell OpenManage Network Manager supports industry standards. It comes with an open-source
MySOQL database, and supports using Oracle databases. It also uses industry-standard MIBs and
protocols, and even lets you install open-source screen elements like Google gadgets to the web

portal.

Topology

The OpenManage Network Manager topology screen lets you create multi-layered, fully
customizable, web-based maps of your network to track devices wherever they are in your network.

Alarms

You can configure custom alarms to respond to hundreds of possible network scenarios, including
multiple condition checks. Dell OpenManage Network Manager’s alarms help you recognize issues
before your network users experience productivity losses. Alarms can also trigger actions like email,
executing Perl scripts, paging, SNMP traps, Syslog messaging, and external application execution.

Traps and Syslog

Dell OpenManage Network Manager lets you investigate network issues with traps and Syslog
messages. You can use Dell OpenManage Network Manager to set up events / alarms and then
receive, process, forward, and send syslog and trap messages.

Why Dell OpenManage Network Manager? |



Reports and Graphs

Dell OpenManage Network Manager comes with many pre-configured reports and graphs to
display data from its database. You can archive and compare reports, or automate creating them
with Dell OpenManage Network Manager’s scheduler.

Modularity

With additional modules, Dell OpenManage Network Manager can analyze network traffic,
manage services and IP address and subnet allocations. OpenManage Network Manager modules
save time adding to existing Dell OpenManage Network Manager deployments to add feature
functionality without requiring additional standalone software.

Networks with Dell OpenManage Network Manager

The beginning of network management with Dell OpenManage Network Manager is Discovery
Profiles of the resources on a network. After that occurs, you can configure Visualize My Network
(topology views), Resource Monitors and Performance Dashboards.

Once you have done these initial steps, Dell OpenManage Network Manager helps you understand
and troubleshoot your network. For example: Suppose a OpenManage Network Manager
Performance Dashboard displays something you want to troubleshoot. You can right-click the
impacted device in the Visualize My Network topology view to access configuration and actions.
The color of the icon in this view indicates the highest severity alarm on the device or its sub-
components. For example, red indicates a Critical alarm.

Displays include right-click access to the Details screen (see Equipment Details on page 210),
where you can examine each section of device information and right-click to see further applicable
actions. For example right-click to Show Performance, and edit and/or save that view of
performance as another Performance Dashboard. Performance can also display portlets that Show
Top Talkers (the busiest devices) or Show Key Metrics.

From looking at Performance Dashboards or Top N [Assets] you may conclude some
configuration changes made memory consumption spike. Right-click to access resource actions
under File Management that let you see the current configuration files on devices, and compare
current to previous. You can also back up devices (see Backup Configurations on page 274) and
restore previously backed up files (see Restore Configurations on page 276). Finally, you may simply
want to Resync (another right-click menu item) to insure the device and your management system
are up-to-date.

@ NOTICE
Alternatively, the Alarms portlet also lets you right-click to expose Alarm Actions.

You can right click for Direct Access — Telnet or Direct Access — MIB Browser to display a command
line telnetting to the device, or an SNMP MIB browser to examine SNMP possibilities for it.
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The Managed Resources portlet can display the anatomy of a Resource with its right-click actions
(see Equipment Details on page 210). Click the plus in the upper right corner to see Managed
Resources Expanded. This displays detail or “Snap-in” panels with additional information about a
selected resource.

Reports let you take snapshots of network conditions to aid in analysis of trends, and Audit Trail
Portlets track message tratfic between Dell OpenManage Network Manager and devices.

Additional Products

The following describes how to increase the power of your Dell OpenManage Network Manager
installation. While the documents mentioned above describe everything available with Dell
OpenManage Network Manager, your installation may provide only a limited subset of those
features.

Updating Your License

If you have a limited license — for example OpenManage Network Manager may limit discovery to
a certain number of devices— then your application does not function outside those licensed
limits.

You can purchase additional capabilities, and can update your license for OpenManage Network
Manager by putting the updated license file in a convenient directory. Then click License
Management in the Quick Navigation portlet item to open a screen with a button leading to a file
browser (Register License: Select File). Locate the license file, and click the Register License

button. Your updated license should be visible in the License Viewer (See License Viewer on page
83 for details.)

E4 NoTE:

If you update your installation from a previous one where you upgraded license, you must also install
new licenses.

Licenses now support three expiration formats: Never, Date certain, and a format that indicates the
license will be valid for a number of days after registration.

Online Help / Filter

Access general online help by clicking Help in the The Dock at the top of the screen. Help
appropriate to each portlet appears when you click question mark icon on the portlet title bar.

Why Dell OpenManage Network Manager? |



By default, this opens a separate browser window which is not necessarily always in front of the
screen that calls it. Because it is separate, you can arrange the display so the help screen does not
conceal the portlet it describes. Click the Show button to display the contents, index and search
tabs (Hide conceals them again), and the Prev / Next buttons, or clicking table of contents topics
moves to different topics within the helpset.

@ NOTICE

Sometimes your browser’s cache may interfere with help’s correct appearance. If you see a table of
contents node without contents, you can often repair it by refreshing the panel or whole screen.

X How To:

Use “How To”

Several sections of what follows contain the “How to” instructions for use. These are typically steps
to follow to produce the desired result. For a look at all such steps available, refer to the How to
section of the Index.

A Note About Performance

Dell OpenManage Network Manager is designed to help you manage your network with alacrity.
Unfortunately, the devices managed or the networks that communicate with those devices are not
always as fast as this software. If discovery takes a long time (it can), often network and device
latency is the culprit. You can also optimize installations to be faster (see the recommendations in
the first chapter of the User Guide and first chapter of theUser Guides), and limit device queries
with filters, but device and network latency limit how quickly your system can respond.

@ NOTICE

If you use management systems other than this one, you must perform a device level resync before
performing configuration actions. Best practice is to use a single management tool whenever possible.

A Note About Performance |
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Getting Started with Dell OpenManage
Network Manager

This chapter describes how to install and start Dell OpenManage Network Manager for basic

network monitoring and management. For more detailed descriptions of all this software’s features,

consult its other manuals (the OpenManage Network Manager first chapter of the User Guide,
OMNM User Guide, first chapter of theUser Guide and User Guide) or the online help.

@ NOTICE

If you want to find something but are unsure about which manual it is in, you can search all text in the
Acrobat files in a single directory. You can also click on the blue cross-references to go to the target
destination of cross-references in Acrobat, however for such electronic cross-references to the other
documents to work, they must be in the same directory. Cross-document links do not work between
documents for different versions of this software, but may provide an approximate location to consult.

If you are sure your hardware, software and network is correct and just want to get started
immediately, go to Getting Started on page 28.

The Dell OpenManage Network Manager portal delivers powerful solutions to network problems,
and, in addition to the OpenManage Network Manager technology documented in the following
pages, Dell OpenManage Network Manager offers the following capabilities:

*  Message Boards, Blogs, Wikis
e Shared Calendars

* Enterprise Chat / Messaging

e RSS Feeds

* Tagging, Ratings, Comments

Because many capabilities are only indirectly related to Dell OpenManage Network Manager’s
operation, this guide does not cover them comprehensively. The section Server on page 69
describes how to set up some of these features.

Troubleshooting
Suggested mini-troubleshooting steps:
1 Refresh the browser. If that doesn’t work,
2 Stop and start the web server and/or application server. Command lines for this:

startappserver / stopappserver

| Getting Started with Dell OpenManage Network Manager
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For Windows, to start the web server manager: oware\synergy\ tomcat-
X.X.X\bin\startsynergy. For Linux.

/etc/init.d/synergy start / /etc/init.d/synergy stop

3 Clear the browser’s cache (Firefox in particular loves persistent old pages), then refresh.

4 Stop and start the browser.

5 Ifall else fails: Reboot the host and re-start the application server, web server and browser.
When troubleshooting (or contacting technical support), you may find pertinent information in
logs located in the following directories:

.\oware\jboss-3.0.8\server\oware\log

.\oware\temp\sonigmg.log

.\app_setup.log

\db_setup.log
You can also run getlogs from a command line. The getlogs script packages relevant logs. This
script creates a Logs . jar file in the root installation directory, and moves any existing copy of

logs.jar tooware\temp.logs.jar compresses all logs necessary for troubleshooting. Read
the jar yourself, or forward this jar to technical support to help troubleshoot.

System Basics

System requirements depend on how you use the application and the operational environment.
Your specific network and devices may require something different from the recommendations for
typical installations.

Generally, base the minimum configuration of any system on its expected peak load. Your
installation should spend 95% of its time idle and 5% of its time trying to keep pace with the
resource demands.

Upgrading from a Previous Version

When you upgrade your OpenManage Network Manager installation from a previous version, keep
the following in mind:

*  Make sure you log out of the operating system between installations.

*  If your operating system is not supported in the upgrade version, upgrade to a supported
operating system before upgrading Dell OpenManage Network Manager.

*  Upgrading requires a new license to activate new features.

*  Close any open browsers when upgrading.

*  The following require manual migration (export, then import) from previous versions: SMTP
settings, some scheduled items. Some schedules may require deletion / re-making. If you open
them and they are blank, use this method.

*  You must re-create topologies as Visualizations. (suggestion: take a screenshot)
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*  Group Operations have been deprecated, replaced by Adaptive CLL.

*  The default password policy puts no restrictions on password length.

*  Adaptive CLI with Perl scripts must contain valid Perl under the “strict” pragma (use strict;).
If you import or migrate from a previous version a Perl script that does not pass this “strict”
criterion, you must rewrite it for “strict” compliance before it can be successfully edited or
copied.

*  Any configured color changes to the portal may not persist and must be re-made manually.
Similarly, customized page layouts or page order may not persist and you must typically re-
arrange them manually.

Handling Missing Users

If you have upgraded your Dell OpenManage Network Manager installation, users and/or their role
associations may not appear. You can fix this by going to one of the following screens:

Roles > Administrator > Actions > Assign members.
Roles > Power users > Actions > Assign members.
Roles > [ROLENAME] > Actions > Assign members.

Then click Update associations.

Supported Operating System Versions
The following are supported operating system versions:

Microsoft Windows—This application supports most 64-bit Windows operating systems from
Windows Vista (Business or Ultimate) forward, with their latest service packs. The supported
operating systems include: Windows 2008 (including R2), Enterprise Edition, Windows
Vista, Windows 7 (Business or better) and Windows 2012.

To install on Windows 2012, click the win_install.exe file (not the shortcut, but the file in
DiskI\instdata directory), and select the Compatibility tab. Check Run this program in
compatibility mode for ... then select either Windows 7 or Vista. Command line installations
are supported without any compatibility issues. Do likewise if you must uninstall (find the
uninstall program and run it in compatibility mode).

E4 NoTE:

Windows 2008 R2 Enterprise may indicate a PermGen size problem.Workaround: Increase PermGen size
in the Synergy Network Management Properties’ Java tab from the tray icon (XX:MaxPermSize=512m).

Increase the specified memory from from 256m to 512m, then Stop Service and Start Service after right-
clicking the tray icon. This is a known issue for Windows 2008, not Dell OpenManage Network Manager.

*  Windows Terminal Server is not supported. The installer becomes non-responsive with Data
Execution Prevention enabled. This option is disabled by default on Windows Server 2008,
but is enabled on a Windows Server 2008 machine running Terminal Server.
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You must disable User Account Control if you are installing on Vista or Windows Server 2008.
Alternatively, you can run application server as service. Another option is to run as
administrator on startappserver. In Vista, right click the startappserver icon and select run as
administrator.

Installer may halt when pre-existing bash sessions or cmd sessions are left open. Close all such
sessions before installing.

/\  CAUTION:

The Dell OpenManage Network Manager's installer does not validate operating systems, so it allows
installation on unsupported operating systems

Linux—This application supports Red Hat (Enterprise version 6.2) Linux, 64-bit only. (See 32-bit

Linux Libraries below for additional requirements), and 64-bit CentOS (6.2). See Linux
Installation Best Practices on page 34, Important: Configure File IHandles in Linux on page 32
and Install on Linux on page 43 for more about how to improve your Linux experience.

/\  CAUTION:

For Linux, you must install no more than a single instance of MySQL—the one installed with this
software. Before you install, remove any MySQL if it exists on your Linux machine. Make sure to remove
or rename the my.cnf file for that previous installation. If it is on the path, it can interfere with the correct
operation of Dell OpenManage Network Manager. The origin of the configuration in the several my.cnf
files on Linux is /opt/dorado/oware3rd/mysql/5.0.51-pc-linux-i686-64/my.cnf, so be sure to alter that one if
you are reconfiguring OpenManage Network Manager's MySq|.

@ NOTICE
To determine your Linux system'’s version, run the following at a command prompt:

cat /etc/redhat-release

VMware—Dell OpenManage Network Manager supports the above operating systems on VMware

virtual machines. We test Dell OpenManage Network Manager primarily on Windows
2008R2 and Redhat on virtual machines. For a more extensive discussion of using VMware,
see the first chapter of the User Guide.

E4 NoTE:

Windows handles upgrading the Windows operating system. Best practice is to export the database,
upgrade the operating system, then upgrade Dell OpenManage Network Manager. See Upgrading from a
Previous Version on page 8, Upgrading on Linux on page 35, and Upgrading Linux and Dell OpenManage
Network Manager on page 35 for more details about such upgrades.

Supported Web Browsers

Supported web browsers include:

Chrome (v 22 and above)
Safari (v 6 and above)
Firefox (v 12 and above)—Some pop-ups may not appear in v. 14 and later.
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* Internet Explorer (v 9 and above)
Internet Explorer versions 8 and older have display alignment issues, have slower JavaScript
and Flash processing, and some transparencies do not work. Other anomalies include non-
rounded corners, no alpha rendering, scroll bars in performance indicators, non-working
multi-level menus, a too-large OS Images schedule form, and others. To fix these anomalies,
install the Chrome plug-in you can download from the internet. After it installs, close IE and
re-open it. The look and feel should improve.

Internet Explorer 9 or above, if set up in compatibility mode with Internet Explorer 7 or
Internet Explorer 8 has difficulties rendering the user interface.

Screen resolution must equal or exceed 1280 x 1024 pixels. Users running Safari on an Apple
machine must modify Java preference to run applets as their own process. Java Preferences are
under Applications > Utilities on OSX.

You can download and install updates if your browser or version varies from those supported. To
have all Dell OpenManage Network Manager functionality, you must also install the latest version
of Java (v.1.6 or later) Adobe’s Flash and Adobe’s Acrobat that works with these browsers. Flash for
04-bit browsers is currently a preliminary version, but you can typically run a 32-bit browser even in
a 64-bit operating system, so Flash features will still be available even if you do not want to run
Adobe’s beta software. If Flash is installed, but the screen still requests it, reload the page in the
browser. Install the latest Flash. Also: Your screen must be at least 1250 pixels wide.

@ NOTICE

When no cursor or focus is onscreen, some browsers interpret backspace as the Previous button. Also:
Some browsers (Firefox) retain cached pages past their usefulness. To reload a page without cache, for
Firefox, hold Shift while clicking the reload button. You can also use Ctrl+Shift+R or Ctrl+F5 to do this. That
said, recent Firefox builds have still retained cache even after applying those remedies. Your mileage
may vary, but Chrome (or Internet Explorer with the Chrome plug-in) functions correctly now.

Best practice/Web portal /Multitasking

You can open multiple tabs to different managers in OpenManage Network Manager. In most cases
this does not cause any issues for read—only browsing of data. Opening multiple tabs is not
recommend when creating, editing or deleting. In these scenarios there may be cases where

Web session information may not be reported back correctly and task completion may appear to
never finish. One example is a job status updates. In this case a job may be submitted and it will
appear to be stuck “running” when in reality it has already finished but the status has not updated
in the browser session. When this occurs the user can manually click the refresh button on the job
status window to manually force and update. It is not productive to watch a long running process in
the job status. The recommended process is to close the job status window and move on to other
tasks. The “My Alerts” feature will alert the user when they have a completed job status.
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Single Server Hardware

The following describes hardware and sizing configuration for common Dell OpenManage
Network Manager deployments. Before any deployment, administrators should review and
understand the different deployment options and requirements. Consider future growth of the
network when estimating hardware sizing. You can generally expand modern systems running Dell
OpenManage Network Manager by adding more RAM to the host server(s). Selecting expandable
hardware may also be critical to future growth. For ease of management, deployments selection
best practice is to use the fewest possible servers.

Minimum Hardware

The minimum hardware specification describes what Dell OpenManage Network Manager needs
at a minimum. In such minimum installations, traffic flowing from the network to OpenManage
Network Manager may exceed the capacity of the hardware. When estimating the size of a
deployment, it is important to understand the applications configurations in the target
environment. Applications that are typically the most demanding of resources are Tratfic Flow
Analyzer (TFA), Event Management and Performance Monitoring.

REQUIRED Minimum hardware—6GB RAM, dual core CPU, 200 GB 7200 RPM Disk.

Supports:

* Standalone installations (Single Server) is supported when high-resource demand
applications are used minimally.

RECOMMENDED Minimum hardware: SGB RAM, quad core CPU, 400 GB 10,000 RPM Disk

Supports:

¢ Standalone installations.

Sizing for Standalone Installations

The following are suggested sizing guidelines for your Dell OpenManage Network Manager system.

Operating System / Disks /
RAM / Hardware

64-bit OS with 6GB RAM

All below are 64-bit OS’s:
8GB RAM, single disk,

consumer level PC

12GB RAM, single disk,

business level PC

12 |

Network Size

<5 Users <20

Single-site, less than 10 | <100
concurrent users

Single-site, less than 25 | < 500
concurrent users.

Devices2 Application Constraints3

<2Mbs Internet egress and a
1:1000 sample rate

<2Mbs Internet egress and a
1:1000 sample rate

< 10Gbs Internet egress and
a sample rate of 1:1000
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Installation Changes to
Heap (RAM) Settings

Use defaults: (1 or 2GB
application server heap (32
v. 64-bit) 512M database®,
768M Synergy

3GB application server
heap, 2GB database, 1G
Synergy

4GB application server
heap, 3GB database, 3G
Synergy



Operating System / Disks / | Network Size Devices2 Application Constraints3 Installation Changes to

RAM / Hardware Heap (RAM) Settings

16GB RAM, multi-disk,  |Medium-large network, < 1,000 | < 50Gbs Internet egress and | 5G application server heap,

server level PC up to 50 concurrent a sample rate of 1:1000 4G database, 4.5G Synergy
users

32GB RAM, multi-disk, Large network, up to | < 2,000 | < 200Gbs Internet egress 10G application server

server level PC, 100 concurrent users and a sample rate of 1:1000 | heap, 8G database, 9G

recommend fast disk array Synergy

or SSD drive array for the
many database actions

I Assumptions: Servers have at least four cores and are no more than four years old. As memory and usage increases,

the number of CPU cores increase. Two cores can work for the most basic installations, but are not recommended.

2 Fach device is equivalent to a L2 or L3 switch with a total of 48 interfaces per device being monitored. For each of
devices not being monitored for 48 interfaces, one can add another 50 devices to the overall inventory for ICMP-only
monitoring.

Application Constraints are most relevent to Traffic Flow Analysis, Peformance Management, and Event Manage-
ment.

Traffic Flow Analysis ratings map to constant throughput divided by sample rate, as in bandwidth / sample rate.
20G /2000 is easier to manage than 20G /1000. 20G /1 is a thousand times more demanding than 20G /1000. Best
practice is to avoid such high sample rates. The bandwidth the hardware your Dell OpenManage Network Manager
installation can support is dramatically lower in such cases. Best practice is to sample a maximum of one traffic flow for
every 1000 (1:1000). Higher sampling rates degrade database performance and increase network traffic without adding
any significant statistical information.

Performance Management can support 600 inserts per second using a single disk (SSD) Drive. 1 insert = 1 moni-
tored attribute. Expect better performance as you add more drives (and worse performance with slower drives).

Event Management can support a sustained 1200 traps /sec using a single (SSD) drive. Expect better performance
as you add more drives (and worse performance with slower drives).

Database memory settings increase as the number of database hits increases. At the 32GB level best practice is to
use an SSD drive or fast disk array because of the large number of database actions possible.

You can start and stop the client portion of the software without impacting the application server.
Device monitoring stops when you stop the application server or turn off its host machine. The
client can also be on a different machine than the application server.

E4 NoTE:

See Starting Web Client on page 40 for more information about using web access to this software.
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Tablets and iPads

Dell OpenManage Network Manager detects mobile devices and pads. For smaller screens, the
Navigation bar collapses to the left hand side and the page only displays a single column. Some
limits apply:

*  Since touch devices do not support right click, the first time clicking on a row selects it. A
repeat click launches a menu displaying the available actions. Click the one you want.

*  All major charts are rendered as HIML 5 which are mobile-friendly. These charts are Line,
Pie, Donut, Bar and Column. Some Gauges and LED charts require flash which is not
compatible with all mobile devices.

*  Visualize / Topology is unavailable.

K NoTE:

Apple products are most Dell OpenManage Network Manager-friendly. Android is only partly supported.

Network Basics

OpenManage Network Manager communicates over a network. In fact, the machine where you
install it must be connected to a network for the application to start successfully. Firewalls, or even
SNMP management programs using the same port on the same machine where this software is
installed can interfere with communication with your equipment.

Dealing with any network barriers to communicating with OpenManage Network Manager, any
required initial device configuration to accept management, and managing security measures or
firewalls—all are outside the scope of these instructions. Consult with your network administrator
to ensure this software has access to the devices you want to manage with the Protocols described
below.

@ NOTICE

One simple way to check connectivity from a Windows machine to a device is to open a command shell
with Start > Run cmd. Then, type ping [device IP address] atthe command line. If the
device responds, itis connected to the network. If not, consult your network administrator to correct this.
No useful information comes from disconnected or powered-down devices.

Name Resolution

OpenManage Network Manager server requires resolution of equipment names to work completely,
whether by host files or domain name system (DNS). The application server cannot respond to
hosts with IP addresses alone. The application server might not even be in the same network and
therefore the host would be unable to connect.
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If your network does not have DNS, you can also assign hostnames in
$windir%\System32\drivers\etc\hosts on Windows (/etc/hosts in Linux). Here,
you must assign a hostname in addition to an [P address somewhere in the system. Here are some
example hosts file contents (including two commented lines where you would have to remove the
# sign to make them effective):

# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host
127.0.0.1 localhost

Protocols

OpenManage Network Manager uses the following protocols: TCP/IP, SNMP, ITTTP/S, UDP
Multicast.

Overriding Properties

Dell OpenManage Network Manager lets you fine-tune various features of the application. Rather
than lose those changes if and when you upgrade your application, best practice is to override
changes. To do this for the web portal, first rename the provided file
\oware\synergy\conf\server-overrides.properties.sample to server-
overrides.properties, and enable the properties within it by uncommenting them, and
altering them to fit your needs. The comments in this file provide more information.

You can also override application server-related properties in
\owareapps\installprops\lib\installed.properties.

Both of these properties files remain as configured if you install an upgrade, but upgrades overwrite
the server-overrides.properties.sample, so keep a copy if it has anything you want to
preserve.

Screen names—A new property requires a minimum length for user screen names. For the existing
user base then any screen names that are shorter than the value must change to the required
length on the next edit/save for that user.

Fixed IP Address

OpenManage Network Manager includes a web server and application server which must be
installed to hosts with fixed IP addresses or permanently assigned Dynamic Host Control Protocol

(DHCP) leases.

If you do change your host's IP address

To accommodate a changed IP address, first delete the contents of \oware\temp. Change your
local IP address anywhere it appears in
\owareapps\installprops\lib\installed.properties. Then restart your machine.
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Alternatively, in a shell, after running oware to set the environment, you can run
ipaddresschange -n followed by the new IP address.

E4 NoTE:

If you change your host's IP address, you must also change the Virtual host IP to the new IP address in
Manage > Control Panel > Portal.

If you do change your server’s IP address, you must also change the URL for web client access in
your browser.

Web Portal Properties

You must also change the IP address for the web portal. Change this in portal-
ext.properties in \oware\synergy\tomcat-7.0.40\webapps\ROOT\WEB-
INF\classes

Change property:

jdbc.default.url=jdbc:mysqgl://[IP address]/
lportal?useUnicode\=true&characterEncoding\=UTF-
8&useFastDateParsing\=false

and
oware.appserver.ip=[IP address]

...so these reflect the correct IP address, then restart the web service.

Portal Memory Settings

To manually change Dell OpenManage Network Manager web portal heap settings, change the
setenv.shor setenv.bat file:

set "PORTAL_PERMGEN=256m"

set "PORTAL_MAX MEM=3072m"

set "PORTAL_INIT MEM=768m"

set "PORTAL_32BIT_MAX_ MEM=768m"

These files are in the Tomcat*** /bin directory. After you change their settings, run them, then
re-start the portal service.

Authentication

For successful discovery of the resources on your network, this software requires authenticated
management access to the device. To get this access, you must provide the correct SNMP
community strings, WMI login credentials, and any other command-line (Telnet / SSH) or browser
(HTTP/HTTPS) authentication, and SNMP must be turned on, if that is not the device’s default.
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Some devices require pre-configuration to recognize this management software. Consult your
network administrator or the device’s manuals for instructions about how to enable those. See
Authentication on page 177 for more.

/\  CAUTION:

If you do not get access to the deepest level of authentications—for example the “enable” user's—you
cannot access all of Dell OpenManage Network Manager’s functionality.

Device Drivers

For complete communication with devices, Dell OpenManage Network Manager requires a device
driver. For example, to communicate with Dell devices, you must have a Dell driver installed. That
does not mean you cannot discover and communicate with devices without a driver installed. The
Base Driver capabilities appear below. See .ocp and .ddp files on page 92 for driver installation
instructions. The following sections include discussions of these drivers:

*  Base Driver
*  Windows Management Instrumentation (WMI) Driver
*  Web-Based Enterprise Management (WBEM) Driver

Base Driver

If you have no driver installed, Dell OpenManage Network Manager still provides the following
functionality. This functionality depends on devices supporting and providing data from the system
group (sysDescr, sysObjectID, sysUpTime, sysContact, sysName, sysLocation) and the if Table
which provides list of device interface entries from the RFC1213-MIB. Dell OpenManage Network
Manager also depends on the entPhysicalTable in the ENTITY-MIB which provides list of physical
entities contained on device.

E4 NoTE:

If device does not support ENTITY-MIB then Dell OpenManage Network Manager bases sub-component
creation entirely on contents of the ifTable.

Top Level Resource—Dell OpenManage Network Manager creates top level resource for
discovered devices with the following attributes: Equipment Name, Description, IP Address,
Location, Contact, Vendor, Model, System Object Id, Date created, Creator, Discovery date,
Last Modified.

Subcomponents—Dell OpenManage Network Manager creates subcomponents (modules, ports,
interfaces, power supplies, fans, and so on) for discovered device based on contents of
entPhysical Table.

Device Drivers | Getting Started with Dell OpenManage Network Manager

17



Port / Interface Attributes—Dell OpenManage Network Manager sets Port/Interface Attributes
depending on port/interface type: Name, Port Description, MAC Address, Administrative
State, Operational State, Port Type, Speed, Encapsulation, Operation Type, Switch Mode,
CLI Name, If Index, Port Number, and Slot Number.

Direct Access— SNMP and Ping (ICMP) are enabled.

Monitors— Discovered device instances are automatically added to the Default ICMP Monitor for
updating its Network Status. Support for SNMP based performance monitors using
discovered ports and interfaces as targets. For example, Bandwidth Utilization.

Reports—You can execute reports like the Port Inventory Report or Device Inventory and results
should include discovered device and device port entities.

Network View —Discovered devices and their sub-components appear.

Events— Dell OpenManage Network Manager supports standard MIB-II traps for discovered
device and or sub-components. For example, linkUp, linkDown, coldStart, warmStart, and so
on.

MIBs— Dell OpenManage Network Manager can import MIBs for use within MIB Browser so you
can query device-specific OID values on the discovered device.

Containers— Depending on the licensing, device and or contained sub-components are selectable
and manageable in filters and portlets like Containers.

Links— You can manually create Links using discovered device or device subcomponents as end
points which are then visible in Network View.

Attributes—You can manually populate or modify device/port attributes. For example Serial
Number, Firmware Version, Port Type, Notes etc. Attribute values should then be included in
reports based on a given report template.

Supported PowerConnect Models

Refer to release notes for a list of supported devices. You can also look at the HTML files in the
SupportedDevices directory of your installation source for information about supported devices
and operating systems.

Windows Management Instrumentation (WMI) Driver

The Windows Management driver currently supports any Windows based operating system that
supports the Windows Management Instrumentation (WMI).

Windows Management must always install on the Vista (Business) or later.

The login credentials must be for an administrator on the installation host for complete
functionality. Both this and .NET installation are requirements for any installation managing
devices supported by this driver.
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This driver supports global group operations.

E4 NoTE:

Discovery may display benign retry warning messages in the application server shell or log. You can
safely ignore these.

Prerequisites

Before installing this software to manage other computers with a Windows Management Interface
driver (assuming you are installing that driver), if you do not already have it installed, you must
download and install the Microsoft .Net framework version 3.0 or later on the application server.
For complete functionality, the WMI login for this software must be a login for a domain user who
also belongs to the administrator group on the WMI device. Both are requirements for any
installation managing WMI devices.

The following are common Windows Base prerequisites:
Credentials—You must use administrative credentials to manage the computer system.

Firewall— Some firewalls installed on the computer may block Windows Management requests.
Allow those you want to manage. (See Firewall Issues below.)

License—Make sure you have the proper Windows Base driver license installed. If you have a Dell-
only license and are discovering a non-Dell computer, discovery does not work. Or if you have
a Dell license for desktop discover you cannot discover a server.

License come in the following types:

* Major Vendor by Name—For example: Dell, Compaq, HP, Gateway
* Server/Desktop individual license support
* Generic computers—Non-major vendors

* ALL—This gives the driver all capabilities for any computer system

Firewall Issues
Conlfigure the firewall between your server and the Internet as follows:

*  Deny all incoming traffic from the Internet to your server.

*  Permit incoming traffic from all clients to TCP port 135 (and UDP port 135, if necessary) on
your server.

*  Open Port 445 (WMI)

*  Permit incoming traffic from all clients to the TCP ports (and UDP ports, if necessary) on
your server in the Ports range(s) specified above.

* Ifyou are using callbacks, permit incoming traffic on all ports where the TCP connection was
initiated by your server.”
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WMI queries will succeed only if you add the User account to local admin group. Refer to the
Microsoft knowledgebase articles for the way to do this. For example: Leverage Group Policies with
WMI Filters: support.microsoft.com/kb/555253/en-us

For user rights for WMI access, see: www.mese.ms/archive68-2005541196.html

See also: Service overview and network port requirements for the Windows Server system
(support.microsoft.com/kb/832017/)

Web-Based Enterprise Management (WBEM) Driver

The Web-Based Enterprise Management driver currently supports operating systems supporting
the Web-Based Enterprise Management interface (WBEM).

WBEM is always installed on the following operating systems versions (and later):

*  Red Hat Linux 6.2.
* VM Wiare (ESX) with WBEM installed.

You can install Web-Based Enterprise Management on some other systems if they do not already
use it, but monitored devices must have this installed.

E4 NoTE:

To verify WBEM is running on your system, run the following command: ps-e | grep cim. You
should see a process labelled cimserver.

Installing WBEM on Red Hat

You can download and install WBEM support for Red Hat linux. For example, for Red Hat 5, a
release for WBEM is tog-pegasus-2.7.0-2.e15_2.1.1386.rpm. This is what you need to
download once you have logged into the Red IHat network.

Install this as follows:
Install: rpm -ih tog-pegasus-2.7.0-2.el5_2.1.i386.rpm
Upgrade: rpm -Uh tog-pegasus-2.7.0-2.el5_2.1.i386.rpm
To determine if wbem is running, run ps -ef | grep cimserver in a shell.
To start | stop | get status of the WBEM service:
tog-pegasus start | stop | status"

If the system is running Fedora, then you can access tog-pegasus updates at this site: https://
admin.fedoraproject.org/pkgdb/packages/name/tog-pegasus
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WBEM Prerequisites

The following are common prerequisites:

Credentials—WBEM credentials have a role in discovering the device. Your system must have
access to the computer using Administrative only credentials. These are the same credentials
as the user installing WBEM on the device.

Telnet / SSH credentials are necessary for other supported applications.

For full functionality, this WBEM device driver requires administrative (root) access. Many
devices may only allow root logins on a local console.

In such cases, configure the Telnet/SSII authentication for these devices to login as a non-
root user—and, in Authentication Manager, enter su in the Enable User ID field and enter
the root user’s password in Enable User Password in that same authentication. This enables
full device management functionality with root access.

E4 NoTE:

Credentials for Telnet / SSH should have a privilege level sufficient to stop services and to restart the
computer system.

Firewall — Some firewalls installed on the computer may block Web-Based Enterprise
Management requests. Allow those you want to manage.

License—Make sure you have the correct WBEM driver license installed. Licenses come in the
following types:

* Major Vendor by Name - Such as Dell, Compaq, HP, Gateway.
¢ Server/Desktop individual license support.
* Generic computers - non-major vendors.

* ALL - this gives the driver all capabilities for any computer system.

/\  CAUTION:

If you discover an Amigopod host that does not have its SNMP agent turned on, Dell OpenManage
Network Manager labels it a WMI or WBEM host rather than an Amigopod host.

Secure WBEM Access

Some monitoring capabilities require root access, even if you securely log into the UNIX host. In
this case, when configuring a secure (SSH) login, configure a telnet authentication with su as an
Enable User ID, and the root user’s password as the Enable Password. For other WBEM access,
configure authentication as an HT'TP/HTTPS login / password, and select WBEM as the protocol
after you have selected the WBEM authentication.
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Ports Used

Initial installation scans the following ports, and reports any contflicts for the following ports:
Database: 3306 or user-configured database host, if using MySQL server.

Application server: 8089, 8162, 8489 [HTTPS], 8082

Web Portal: §080, §443 [HTTPS]

SNMP: 161, 162

Syslog: 514

When installation encounters a conflict with any of the above ports, a panel appears displaying a

warning and the ports in conflict. You can then elect to continue since you can change the
application ports after installation. If your installation has no port conflicts, then no panel appears.

E4 NoTE:

The installation scans TCP ports to detect potential conflicts. It does not scan UDP port conflicts
including SNMP Ports 161 and 162. No SNMP or other applications should bind to UDP ports 161 and 162
since such bindings interfere with the application. If this conflict exists, the following error appears:

FATAL ERROR - Initializing SNMP Trap Listener

You may also sometimes configure port availability on firewalls. Sometimes, excluding applications
from firewall interference is all that is required (see Ports and Application To Exclude from Firewall
on page 27).
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The following are some of the standard port assignments for installed components. These are often
configurable (even for “standard” services like F'TP or HT'TP), so these are the typical or expected
port numbers rather than guaranteed assignments. Also, see Protocol Flows on page 26 for more

about network connections. The JBoss directory’s number may vary with your package’s version; *.*

appears rather than actual numbers below

Destination
Port(s)

Service

HTTP/S (Web Client)

8089%

8489%>.7

Other Ports
n/a’ (ICMP)

204, 5,7
(TCP)

214,5,7
(TCP)

224, 5,7
(TCP)

oware.webservices.port

org.apache.coyote.tomcat
4.CoyoteConnector
(Apache)

ping

FTP Data Port

FTP Control Port

SSH

File(s)

[user.root|\oware\lib\oww
eb services.properties

[user.root \oware\jboss-
* Mserver\oware\deploy\j
bossweb-
tomcat41.sar\META-
INF\ jboss-service.xml

n/a

n/a

n/a

Used from
Java Client

Notes

appserver. Yes
Note: this port was

80 in previous

versions.

app/medserver, jmx | No
console, and web

services, including
Axis2

MedSrv ->
NtwkElement,
NtwkElement ->
MedSrv, ICMP ping

for connection
monitoring.

(Internally No
configurable),

"MedSrv -> FTPSrv

NtwkElement ->
FTPSrv"

(Internally No
Configurable)

"MedSrv -> FTPSrv
NtwkElement ->
FTPSrv"

MedSrv -> No
NtwkElement,
secure craft access
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Destination
Port(s)
23%5,7

(TCP)
254, 5,7

(TCP)

694’ 5,7
(UDP)

16147
(UDP)

16245
(TCP)

514%°
(UDP)

Service

Telnet

com.dorado.mbeans. OW
EmailMBean (mail)

TFTP

com.dorado.media
tion.snmp.request listene
r.port (SNMP),
oware.media
tion.snmp.trap.forward
ing.source.port

oware.media
tion.snmp.trap.forwardin
g.des tination.port

(SNMP)

com.dorado.mediation.sy
slog.port (syslog)

To change the syslog port,
add
com.dorado.mediation.sy
slog.port=[new port
number] to
owareapps\installprops\lib
\installed.properties

File(s)

n/a

[user.root \oware\jboss-
* *\owareconf\oware-
service.xml

n/a

[user.root \owarcapps\cz
mediation\liblowmediati
on.properties

[user.root \owarcapps\cz
mediation\lib\ezmediatio
n.properties change this
property:
com.dorado.snmp.trap.lis
tener.binding=0.0.0.0/
162
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Notes

MedSrv ->
NtwkElement, non-
secure craft access

Yes

AppSrv ->
SmtpRelay,
communication
channel to email
server from
Appserver

(Configurable No
internally), MedSrv -

> TFTPSrv

NtwkElement ->
TETPSrv

MedSrv ->
NtwkElement,
SNMP request
listener and trap
forwarding source

NtwkElement -> No
MedSrv, SNMP trap
forwarding

destination port,

NtwkElement -> No
MedSrv (mediation

syslog port)

Used from
Java Client



Destination
Port(s)

1812%7
(TCP)

5988, 5989

7800%(TCP)

8009 (TCP)

8083 (TCP)

8443247

9996, 6343

Service

RADIUS port (note,
RADIUS is not supported
in Dell OpenManage
Network Manager)

WBEM Daemon (5989 is
the secure port) defaults

org.jboss.ha.frame
work.server.ClusterPartiti
on (JBOSS)

org.mort
bay.http.ajp.AJP13Listen
er

org.jboss.web.WebService
(JBOSS)

org.apache.coyote.tomcat
4.CoyoteConnector

Traffic Flow Analysis

File(s)

[user.root \oware\jboss-
* Mserver\oware\conf\logi
n-config.xml

[user.root \oware\conf\cl
uster-service.xml

[user.root \oware\jboss-
* Aserver\oware\deploy\j
bossweb-
tomcat41l.sar\META-
INF\ jboss-service.xml

[user.root \oware\jboss-
* Mowareconf\jboss—
root-service.xml

[user.root \oware\jboss-
* Aserver\oware\deploy\j
bossweb-
tomcat41.sar\META-
INF\ jboss-service.xml

trafficanalyzer.ocp

Notes

AppSrv -> RADIUS
Srv, Appserver
(RADIUS

client login
enabled—optional)

You can add ports
and daemons in
monitored services.
These are only the
default. WBEM
requires one port,
and only one, per
daemon.

disabled - see UDP
for same, (JBOSS
HA frame work
server cluster
partition) TCP only
Obsolete —

appserver

not used (JBoss web
services)

appserver

user client ->
AppSrv (Apache
Coyote Tomcat4
Coyote connector),
appserver. This is
the default HI'TPS
port for the web
portal.

You must configure
the router to send
flow reports to the
OpenManage
Network Manager
server on 6343 for
stlow by default.

Used from
Java Client

No

No

No

No

No
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ZUnused in standard configuration.

3 Client does not connect to medserver on this port.
*This portis configurable.

SFirewall Impacting

"Bidirectional

To operate through a firewall, you may need to override default port assignments.

@ NOTICE

To configure ports, open their file in a text editor and search for the default port number. Edit that, save
the file and restart the application server and client. Make sure you change ports on all affected
machines.

The mediation service also establishes a socket connection to client on ports 6500 to 6510 for cut
through. Such connections are specified in the ezmediation/1lib/
ezmediation.properties file.

[user.root] = SOWARE_USER_ROOT

Protocol Flows

The following network protocol flows represent the application’s interactions with Network Devices
(for example: Dell Powerconnect). The (N) in these lines identifies dynamic port assignments.
Often, several communication flows are established to a specified static port so N can represent
several dynamic ports. This list also outlines alternative flows for JBoss and SONIC (clustered) JMS
activation.

E4 NoTE:

This does not identify time service flows like ntp that can manage the time on the servers.

The following were changes to a standard installation done for the sake of measuring the protocol
flows. In the J2EE Naming Service: the RMIPort was changed to 31310. Also,

owappserver .properties (turns off mediation v2 services on application server) was
changed: mediation true->false. This essentially disables mediation on the application server.

Network Element to FTP/TFTP Server

FTP
Network Element (N) -> FTP/TFTP Svr (21)
Network Element (N) <-> FTP/TFTP Svr (21)
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Network Element (N) <- FTP/TFTP Svr (20)
Network Element (N) <-> FTP/TFTP Svr (20)

Network Element (N) -> FTP/TFTP Svr (69)
Network Element (N) <-> FTP/TFTP Svr (M)

Devices should have connectivity to the external FTP/TFTP server. M means we recommend
installing external file servers on mediation servers for a performance improvement. You can also
use the internal FTP/TFTP server in Windows environments.

Email Network Element Config Differences

If email from the application server is turned on then the following port must be opened between
the application and email server:

TCP App Svr (N) -> smtp relay (25)
TCP App Svr (N) <-> smtp relay (25)

JBoss Management Access

The J2EE server has port 8080 open to allow web browsers access to the JBoss Management
console. If you want to access this capability then the system browsing the jmx console must have
access.

Mgmt client (N) -> App Server (8080)
To access the Mediation Servers:
Mgmt client (N) -> Med Server (8080)

Ports and Application To Exclude from Firewall

Exclude java.exe, tep port 21 and udp port 69 from firewall interference to let the application
function. The java process to exclude from firewall blocking is <Installdir>\oware3rd\
jdk([version number]\jre\bin\java.exe.

If you have distributed the database functions then you must allow the database process to
communicate with your machine through your firewall as well. The embedded database process is
mysgld-max-nt.exe (in Windows, the path is

<installdir>oware3rd\mysqgl\ [version number]\bin\mysgl-max-nt.exe).
Consult your DBA for Oracle processes, 1if applicable.

Installed Third Party Applications

This software includes the following applications:

e ant
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*  cygwin

* expect

* jboss (see directory name for version)
* JDK

* JLoox

* MySOL

*  Open SSH (includes OpenSSL)

« TCL

*  OpenLDAP
* Jasper Reports
¢ ] Free Charts

Windows Management Instrumentation Ports

Windows Management Instrumentation uses the following ports:

Protocol or Function Ports Used

RPC, TCP 135,139,445,593

SNMP, UDP 161,162
Optional:

WINS, TCP 42

ubP 42,137

PrintSpooler, TCP 139, 445

TCP/IP PrintServer, TCP 515

These are relevant only if you are using any Windows-based server device driver.

Getting Started

The following section outlines the steps in a typical installation and subsequent first use. Because
the software described here is both flexible and powerful, this section does not exhaustively
describe all the details of available installations. Instead, this Guide refers to those descriptions
elsewhere in the OpenManage Network Manager first chapter of the User Guide, OMNM User
Guide, first chapter of theUser Guide, User Guide or online help.

A typical installation means doing the following:

Installation and Startup below includes instructions for a basic installation. The Install on Linux
on page 43 below for Linux-only instructions.
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Administering User Permissions— You can also set up users, device access passwords, and groups
for users, as you begin to use it. See Control Panel on page 44.

Discovering Resources—After you install the application, you must discover the equipment you
want to manage, and model it in the Dell OpenManage Network Manager database. See
Discovery Profiles on page 8§4.

Resource Management and Reports—See Managed Resources on page 88, and Chapter 6,
Resource Management and Reports in this Guide.

Configuration Management— Use Dell OpenManage Network Manager to backup, restore, and
compare configuration files. See Top Configuration Backups on page 328.

Problem Diagnosis—See Alarms on page 123 for information about Fault Management.

Network Troubleshooting—See Alarms on page 123, and Chapter 10, Monitoring for details of
Dell OpenManage Network Manager’s performance management capabilities.

Reports—Run reports to clarify the state of your network and devices. See Reports on page 231 for
details.

Real-time Diagnosis through Collaboration—Collaborate with others about network issues,
both by sending them messages that display the device conditions of concern, and with online
chat within Dell OpenManage Network Manager. See Sharing on page 110, and Status Bar
Alerts on page 98 for details.

Unified View— You can scale your Dell OpenManage Network Manager installation to handle the
largest, most complex environments with distributed deployment.

Finally, after you begin using Dell OpenManage Network Manager, make sure you attend to what
Common Setup Tasks on page 88 describes.

Installation and Startup

Application server produces the Dell OpenManage Network Manager information for web clients.
It monitors devices, and produces the output which the web server then makes available for those
web clients. See Linux Prerequisites on page 32 and Install on Linux on page 43 for advice about
installing to Linux only.

Initiate installation by executing shortcuts to win_install.exe [Windows]! or
linux_install.sh?® [Linux] in the installation root directory. Click through the installation
wizard, accepting the license and making the appropriate entries.

/\  CAUTION:

Do notinstall if you are logged in as user “admin.”

1. Windows installation sometimes installs Internet Information Services (11S)—formerly called Internet Information
Server. Typical installations do not turn IIS on by default. Do not enable IIS on the host(s) running Dell OpenManage
Network Manager.
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During some installations, one screen lets you select the application’s memory size. Best practice is
to select the largest available on your hardware while leaving sufficient memory for the operating
system.

Heap

Heap settings let you, in effect, customize the number of devices being monitored by Dell
OpenManage Network Manager and the number of concurrent users. The default settings typically
support 100 devices or less and 25 concurrent users. See Single Server Hardware on page 12 for
more about memory requirements.

Memory on a single machine installation serves the operating system, database and web server. You
can configure the selected application server heap memory size any time, with the following
properties in \owareapps\installprops\lib\installed.properties. For example:

oware.server.min.heap.size=4096m
oware.server.max.heap.size=4096m

To manually change Dell OpenManage Network Manager web portal heap settings, change the
setenv.shor setenv.bat file:

set "PORTAL_PERMGEN=256m"

set "PORTAL_MAX MEM=3072m"

set "PORTAL_INIT MEM=768m"

set "PORTAL_32BIT_MAX_ MEM=768m"
These files are in the Tomcat***/bin directory.
Installation and startup include:

*  Running the installer, responding to its prompts.

. EJ Starting application server. In Windows, you can use the Start button (Start >
OpenManage Network Manager > Start application server), or type startappserver ina
command shell, or right-click the server manager tray icon and select Start (if you have
installed Dell OpenManage Network Manager as a service and that icon is red, not green).

@ NOTICE

A message declares “Application serveris now up” in My Alertsin the bottom left corner of the screen of
the web client when application server startup is complete. You can also make server monitor appear
with the pmtray command either in a shell or from a start menu icon.

2. Linux installation can start in the following ways: a) type ./linux_install.sh in a shell. This lets application server,
autostart function. b) Double click on the linux_install.sh file in the installation directory. This produces a screen
with running options. if you click Run application server autostart functions. If you click on Run in Terminalit does
not. Finally, follow the instructions in Important: Configure File Handles in Linux on page 32.
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. Starting web server. If this does not auto-start, you can use the Start button (Start >
OpenManage Network Manager > Synergy Manager), or right click the web server’s tray icon
to start it. You can also double-click this icon and automate web server startup. From a
command line, you can also start this manager with [installation
root]\oware\synergy\tomcat*\bin\startsynergy.
To start web server or Linux, in a shell type /etc/init.d/synergy start. Stop web
server with /etc/init.d/synergy stop.

/\  CAUTION:

If you are using Dell OpenManage Network Manager in an environment with a firewall, ports 8080 and 80
must be open for it to function correctly. If you want to use cut-thru outside of your network then ports
8082 — 8089 must be open. Dell OpenManage Network Manager uses the first one available, so typically
8082, but if another application uses 8082, Dell OpenManage Network Manager uses 8083 and so on.
Web Services for Dell OpenManage Network Manager previously used port 80, but for this version, they
use 8089.

Start using Dell OpenManage Network Manager as outlined in Getting Started on page 28, or
below.Here are the various ways to start (and stop) Dell OpenManage Network Manager

elements:
Windows Start Menu Windows Command Line |Linux Command Line
Program Shortcut
Server Monitor pmtray N/A
Start Application Server startappserver startappserver
Synergy Manager startsynergy.com While no monitor display

appears, you can start the web
server with these commands:
startportal.sh start / startportal.sh
stop

Note: this is in the
oware\synergy\tomcat*\b
in directory, and is not on

the path.
These are in the oware/synergy/
tomcat-x.x.x/bin directory, and
are not on the path.
Synergy http://[application server 'http:/[application server host
host IP]:8080 IP]:8080

See Starting Web Client on page 40 for more information.

See the Troubleshooting chapter of first chapter of the User Guide to solve Dell OpenManage
Network Manager problems.
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Linux Prerequisites

If you are installing on Linux, you must log in as a non-root user. Linux installation prompts you to
run some additional scripts as root later in the installation, but the installing user must not be root.

/\  CAUTION:

Do notlog in as root and su to a non-root user. Make sure your login automation does not do this either.
This causes problems, particularly with upgrades.

When installing to Linux, ensure you are installing as a user with the correct permissions, and are
in the correct group. You must configure the installation directory so this user and group have all
permissions (770, at least). You may install without any universal (“world”) permissions. However,
you must create a home directory for the installing user.

All files created during installation respect a umask of 007. All files from setup.jar are 770. Files
from ocpinstall -x are set for 660. Bin scripts from ocpinstall -x are 770.

Best practice is to install as the user designated as DBA (not root user) . If necessary, create the
appropriate user and login as this user for running the install program. The installing user must
have create privileges for the target directory. By default, this directory is /dell/openmanage/
networkmanager.

E4 NoTE:

To set the environment correctly in UNIX for command line functions, after installation, type . /etc/
.dsienv in UNIX—I[dot][spacel/etc/[dot]dsienv) before running the specified command.

Port Forwarding

When you run the install root setup script for Linux it automatically re-routes event traffic from
port 162 to port 8162. To enable SNMP event monitoring in a Solaris environment you must
configure the server to forward all SNMP events from port 162 to port 8162.

Important: Configure File Handles in Linux

Best practice is to modify file handles for Linux. If you do not do this, exceptions appear in
application server log every fifth minute. To prevent this, alter /etc/security/
limits.conf. Here, administrators can set hard and soft limits for the file handles and number
of user processes for users and user groups. These settings take effect on reboot. Best practice is to
set at least the following for OpenManage Network Manager on a single machine or on each
machine in a distributed system:

<Installing User> soft nofile 65536
<Installing User> hard nofile 65536

1. Linux sometimes installs a MySQL database with the operating system. Before you install this application, remove
any MySQL if it exists on your Linux machine. Make sure to remove or rename the my.cnf file for that previous
installation. If it is on the path, it can interfere with the correct operation of Dell OpenManage Network Manager.
The origin of the configuration in the several my.cnf files on Linux is /opt/dorado/oware3rd/mysql/5.0.51-pc-linux-
i686-64/my.cnf, so be sure to alter that one if you are reconfiguring OpenManage Network Manager's MySq|.
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<Installing User> soft nproc 65536
<Installing User> hard nproc 65536

<Installing User> is the installing user login. Set these higher for more heavily used systems.
You can also check/set file handles temporarily using the ulimit -H/Sn command. Like the
following:

$ ulimit -Hn

$ ulimit -Sn

/\  CAUTION:

If you enter ulimit -a in a shell, open files should NOT be 1024, and User Processes should NOT be 1024.
These are defaults that mustbe changed.

Web Client on Linux Systems

Xvtb must be running to have a web client work correctly. This is automated when application
server starts automatically. You can manually start this process with root access using the following:

[root@redhat6 X11]1Xvfb :623 -screen 0 1152x900x8 2>/dev/null &
Confirm xvfb is running as follows:

>ps -ef | grep Xvfb

root 25991 21329 0 16:28 tty2 00:00:00 Xvfb :623 -screen 0 1152x900x8

ga 26398 26053 0 16:31 pts/3 00:00:00 grep Xvfb

This is an example; the path that appears when you grep depends on your operating system.

% How To:

Set Linux Permissions

These following ensures appropriate permissions exist so that the install succeeds on Linux. Your
steps may vary slightly depending on the version on which you install.

1 Create a user, for example “dell.”
2 Typically the dell user’s home directory resembles /export /home/dell.

3 Inany case, ensure that user dell owns its home directory (the /export/home/dell
directory).

4 Create /dell/openmanage/networkmanager, and ensure that your user (dell) owns /
dell/openmanage/networkmanager, Dell OpenManage Network Manager’s
installation root.

5 If necessary, unzip the downloaded installation package into a subdirectory under user dell’s
home directory.

6 Ensure the unzipped script file 1inux_install. sh has execute permissions.
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34

7 Login as user dell

/\  CAUTION:

Do notinstall root. During the installation a prompt appears to execute a script as root. This means you
need root password and must open another shell where you act as root.

8 [Execute linux_install.sh, this begins the installation process, and follow the prompts.

Linux Installation Best Practices

[ow you install Linux has an impact on Dell OpenManage Network Manager’s installation. Here
are some tested best practices:

*  Make sure you follow the instructions in Important: Configure File Handles in Linux on page
32.

*  You can install Linux in its Desktop option, or if you select Basic Server (default) - choose
additional packages: XWindows, Basic / Core Gnome Desktop without Gnome utilities,
although we suspect any Gnome will work)

*  This application can run on any Linux / Solaris desktop environment (CDE, KDE, Gnome,
and so on) but the installer will only install shortcuts for CDE.

*  Tum off SE Linux in /etc/selinux/config. Change SELINUX=disabled. This typically requires
a reboot.

*  You must install compatibility library from installation media (so it is compatible with
installation)

compat-libstdc++-33.x86_64 3.2.3-69.el6 @InstallMedia.

* Add your IP and hostname to /etc/hosts. For example:
10.18.0.241 rhé6Test

Also: verify that /etc/hosts points to new name-use the following command and you
should see similar output.

[ga@rhéTest Desktopl$ cat /etc/hosts
10.18.0.241rh6Test.localrh6Test# Added by NetworkManager
127.0.0.11localhost.localdomainlocalhost

::1 rh6Test.localrh6Testlocalhost6.localdomain6élocalhost6

Install Dell OpenManage Network Manager on Linux
To install on Linux, follow these steps:

1 In the operating system, create new user by going to System > Administration > Users and

Groups > Add User.
2 Disable Firewall with System > Administration > Firewall.
3 Disable SELINUX.

4 In System > Administration > Add/Remove Software:
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5

a. Remove package “The shared libraries required for MySQL clients” = mysql-

libs-5.1.52-1.el6_0.1 (x86_64)

a. Install package “Compatibility standard c++ libraries” = compat-libstdc++-33-

3.2.3-69.¢l6 (x86_64)

Open /etc/security/limits.conf and ensure the following are at minimum 65535:

<installing user> soft nofile 65536
<installing user> hard nofile 65536
<installing user> soft nproc 65536

<installing user> hard nproc 65536

Restart Linux.
Create folder /opt/dorado, and chmod 777 the folder.

Install Dell OpenManage Network Manager as described in Installation and Startup on page
29.

Troubleshooting:

Upon Login, if you sce the message “Credentials are needed to access this application.” Add
oware.appserver.ip=[application server IP address] to /oware/synergy/
tomcat-XXX/webapps/ROOT/WEB-INF/class/portal-ext.properties.

Upgrading on Linux

The following are best practices for upgrading from a previous version of OpenManage Network
Manager on a Linux machine (see also Upgrading Linux and Dell OpenManage Network Manager
below, if that applies):

1

Make sure Red Iat is not installed with a MySql database option (or remove the Linux MySql
first). Make sure to remove or rename the my.centf file for that previous installation. The origin
of the configuration in the several my.cnf files on Linux is /opt /dorado/oware3rd/
mysgl/5.0.51-pc-linux-1686-64/my.cnf, so be sure to alter that one if you are
reconfiguring OpenManage Network Manager’s MySql.

Ensure you have installed the 32-bit Linux Libraries, as described below.
Verify your previous version’s installation application server starts without exceptions

Back up the database, and any other resources that need manual installation. Consult Release
notes for a list of these.

Proceed with the upgrade.

Upgrading Linux and Dell OpenManage Network Manager

1

For Redhat 5.5, if you are upgrading from the previous Dell OpenManage Network Manager
version, back up the MySQL database. See Database Backup on page 67, and Portal Database
Backup / Restore on page 68.
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2 Install Redhat Linux 6.2

3 Install the previous Dell OpenManage Network Manager version on the newly installed Linux
6.2.

4 Restore the backed up database(s). See Restoring Databases on page 68
5 Log out of the operating system and log back in.

6 Upgrade to this version of Dell OpenManage Network Manager.

Disable Firewalls

System->Administration->Firewall - You may be prompted to enter the root password; the
password dialog may be hidden behind the Firewall Configuration Startup dialog.

Directories and permissions
Create the directory for the installation:
1 Open a terminal.
2 Change to Super User: su <enter> password: ||
3 Create directory and configure its ownership and permissions:
mkdir /opt/
chown [your login name] /opt/[your installation directory]
chmod 775 /opt/[your installation directory]

[your login name] is the original non-root user available when you imported the machine.
Replace [your login name] with whichever user you are logged in as or will be installing as.

You may need to change the permissions on the installer in our package in order to give it execute
rights. If you have used the shared folder method from above, you can give the Linux installer
rights as follows:

chmod uga+x /[Install Media Path]/linux_install.sh
Make sure that there is no other my . enf file under the /etc directory. If there is, do the following:
mv /etc/my.cnf /etc/my.cnf.original

The origin of the configuration in the several my.cnf files on Linux is /opt/dorado/oware3rd/
mysgl/5.0.51-pc-linux-1686-64/my.cnf, so be sure to alter that one if you are
reconfiguring Dell OpenManage Network Manager’s MySql.

32-bit Linux Libraries

For Red Hat Enterprise 64 bit installations, you must identify the appropriate package containing
32-bit libtcl8.4.s0 (for the example below: tcl-8.4.13-3.f¢6.i386.rpm for Red Hat).

/\  CAUTION:

Do not use any x86_x64 rpms; these would not install the 32-hit libraries.
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Any 32-bit tcl rpm that is of version 8.4 and provides libtcl8.4.so works. You can download them
from Sourceforge: http://sourceforge.net. Download these, then issue the command:

rpm -ivh --force tcl-8.4.13-3.fc6.i386.rpm

This forces the installation of the 32-bit libraries on a 64-bit system. Ensure that your expect
executable in your installation directory is properly linked by issuing the following commands:

[someone@RHEL5-64bit ~]$ which expect
/opt/dorado/oware3rd/expect/linux/bin/expect
[someone@RHEL5-64bit ~]$ 1dd /opt/dorado/oware3rd/expect/linux/bin/expect
linux-gate.so.l => (0xffffe000)

libexpect5.38.s0 => /opt/dorado/oware3drd/expect/linux/bin/
libexpect5.38.s0 (0x£7£42000)

libtcl8.4.s0 => /usr/lib/libtcl8.4.so0 (0x0094c000)
libdl.so.2 => /1lib/libdl.so.2 (0x0033e000)
libm.so.6 => /lib/libm.so.6 (0x00315000)
libutil.so.1l => /lib/libutil.so.l (0x00b8d000)
libc.so.6 => /lib/libc.so.6 (0x001ba000)
/1lib/1d-1linux.so0.2 (0x00194000)

Make sure that 1ibtcl8.4.so mapsto /1ib/1libtcl8.4.so An Alternative for Red Hat
Linux:

1 Copy /usr/1ib/libtcl8.4.so from a 32-bit RH system to /usr/local/lib/32bit
on your 64-bit Red Hat system

2 Asroot, execute: In -s /usr/local/lib/32bit/libtcl8.4.s0 /usr/lib/
libtcl8.4.s0

Linux Upgrade Procedure

The following are suggested upgrade steps, when you are installing a new version of Dell
OpenManage Network Manager, and a new Linux operating system. See also Upgrading from a
Previous Version on page § and the previous section, Upgrading on Linux on page 35:

1 Backup the MySQL database and copy the backup to another machine or network drive with
the following command lines:

mysgldump -a -u root --password=dorado --routines owbusdb > owbusdb.mysgl
mysgldump -a -u root --password=dorado owmetadb > owmetadb.mysgl
mysgldump -a -u root --password=dorado lportal > lportal.mysgl

The password may be different than the default (dorado).

2 Install the upgraded Linux (here, 6.2).
a. Prepare ISO DVDs. For example, Centos-6.2-x86_64-bin-DVD1 and DVDBi2
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a Select boot from cd-rom in the Boot Menu
b Install linux 6.2

¢ Select your install type. For example: Desktop. Best practice is to use same settings for
hostname, 1P, and so on.

3 Install the Dell OpenManage Network Manager upgrade on the updated Linux installation.

a. Make sure to look at Linux Installation Best Practices on page 34, Important:
Configure File Handles in Linux on page 32 and Install Dell OpenManage
Network Manager on Linux on page 34.

d  Remove package (if it exists) "The shared libraries required for MySQL
clients" = mysgl-libs-5.1.52-1.el6_0.1 (x86_64)

e Install package "Compatibility standard c++ libraries" = compat-
libstdc++-33-3.2.3-69.el6 (x86_64)

f  Install the Dell OpenManage Network Manager upgrade. (5.2)

4 Import the MySOL database. Shutdown application server and webserver. Use ps-ef |
grep java to confirm no running java process exists. Kill them if any exist.

a. Drop the database with the following command lines:
mysgladmin -u root --password=dorado drop owmetadb
mysgladmin -u root --password=dorado drop owbusdb
mysgladmin -u root --password=dorado drop lportal

g Create a new database with the following command lines:
mysgladmin -u root --password=dorado create owmetadb
mysgladmin -u root --password=dorado create owbusdb
mysgladmin -u root --password=dorado create lportal

h  Import the backed up database:
mysqgl -u root --password=dorado owmetadb < owmetadb.mysgl
mysgl -u root --password=dorado owbusdb < owbusdb.mysgl
mysgl -u root --password=dorado lportal < lportal.mysgl

To validate data:

i Start the application server with: #service oware start

i Start the webserver when the application server is ready: #service synergy start

k  Log in to confirm data were imported correctly

5 Upgrade Dell OpenManage Network Manager further, if needed (to 5.3).

Shutdown application server and webserver. Use ps-ef | grep java to confirm no Java
process exists. Kill any such process if it lingers.
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a. Go to the installation package’s inux_install.bin directory, open a terminal
and type . /etc/.dsienw.

I Type ./linux_install.bin to start installing

The servers autostart when they finish installing. You may need to reboot the server if your
performance monitor data do not appear.

Uninstalling
Use Control Panel to uninstall in Windows. Uninstall by running the following on Linux:
SOWARE_USER_ROOT/_uninst/uninstall.sh

You must uninstall from Linux as root. No graphic wizard appears, and you must respond to the
command-line prompts as they appear.

SNMP in Multi-Homed Environment

Trap listener, Inform listener and all outbound SNMP requests must bind to a specific interface in
a multi-homed environment. This interface is considered appropriate to use for all network-facing
SNMP activity. By default, this is localhost, interpreted as the application's local IP value (the NIC
selected at installation time). The following text in installed.properties provides a specific [P
address to control outbound SNMP interface binding on the local machine:

# specific interface used for all NMS initated
# communications to the network
com.dorado.mediation.outbound.address=1ocalhost

Include the following text and provide a specific IP address to control inbound (listener) interface
binding on the local machine:

#

# specific interface used for binding mediation
# listeners such as SNMP trap listener
com.dorado.mediation.listener.address=1localhost

Events with no corresponding definition appear as alarms of indeterminate severity. The only way
to change behavior of an unknown event in this version would be to locate the missing MIB and
load it into the system. This creates the missing event definition(s) needed to specify explicit
behaviors.

Perl

If you install Perl to take advantage of this application’s use of Perl Scripting capabilities, you must
install it on the path on the application server and mediation server host. Best practice is to use Perl
version 5.10 or later because some applications also require Perl as well as the Perl module
Net::Telnet.
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This application does not package Perl. If you want to use the Perl scripting features, you must
make sure your system has Perl installed. You can find information about Perl at www.perl.com.
Follow the downloads link to find the recommended distribution for your specific platform. (See
Adaptive CLI Script Language Syntax on page 419)

One of the recommended Perl packages is from ActiveState which can be found at:
www.activestate.com/activeperl/

Starting Web Client

You can also open the client user interface in a browser!. The URL is

http://[application server hostname or IP address]:8080

The default login user is admin, with a password of admin. The first time you log in, you can select
a password reminder. If you have forgotten your password, click the Forgot Password link in the
initial screen to begin a sequence that concludes by mailing your user’s e-mail address a password.
(See Password Reset on page §8)

/\  CAUTION:

For this forgotten password sequence to work, you must configure users’ e-mails correctly, and the
portal’'s SMTP server in Control Panel’s Server > Server Administration > Mail settings. To configure a
user's e-mail, click the link user name in the upper right corner of the portal to configure an account’s
settings for this and other things. The same configuration settings are available in Control Panel's tabs
labeled as that user's login.

The application server hostname is the name of the system where OpenManage Network Manager
is installed.

Secure Connections: SSL & HTTPS

The following describes how to turn on SSL support within Dell OpenManage Network Manager
on single-server installations.

Enabling Secure SSL

The private key and certificate provides identity and browser verification against the CA signed
root certificate. For testing and internal usage this step is needed to create a Private Key and Private
Signed Certificate to enabled SSL encryption.

K NoTE:

Some functions may fail using this approach as third party layers may expect a valid CA signed root.

1. See Supported Web Browsers on page 10

40 | Secure Connections: SSL & HTTPS | Getting Started with Dell OpenManage Network Manager


http://www.perl.com
http://www.activestate.com/activeperl/

Creating a Private Key (Linux / Windows)

.

Open a command prompt in Windows or a Terminal within Linux
Navigate to a <INSTALL DIR>/oware/synergy/tomcat-XX/bin/certs

Enter the command: openssl

NOTE:

If you do not find openssl, then enter the oware environment (in Windows type oware, in Linux, type . ./
etc/.dsienv

The OpenSSL prompt appears: OpenSSL>
Enter the command:
genrsa -des3 -out tomcatkey.pem 2048
OpenSSL then asks for a pass phrase for the key. Enter changeit.

OpenSSL then creates the private key and stores it in the current directory

Creating a Certificate (Linux / Windows)

Once you have the private key created, you must create a certificate.

8

10

11
12
13

Assuming you are still running the OpenSSL program from the previous step, enter the
command:

req -new -x509 -key tomcatkey.pem -out tomcat.pem -days 1095

OpenSSL asks for the pass phrase defined for the private key. Enter the previous pass phrase
of changeit. This command creates a self-signed certificate with a lifetime of 3 years, using
the private key.

When asked the other questions such as Country Code, Organization you can enter any data
you wish. When asked for the Common Name (FON) you must enter the Hostname or IP
Address of the server.

OpenSSL generates the tomcat . pemin the directory you were in from the previous steps.
Exit OpenSSL by typing exit

Two new files appear within the //. . /tomcat-xx/bin/certs directory:
tomcatkey.pem and tomcat .pem

Turning on SSL Within Synergy’'s Web Portal

Windows: Changing the Environment:

First, update the setenv.bat with the SSL preferences. You must do this whether Dell
OpenManage Network Manager’s web server starts manually or runs as a service. if Dell
OpenManage Network Manager runs as a service, this file automatically updates the service on the
next portal service restart.
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1 Stop Dell OpenManage Network Manager.
Navigate to the <INSTALLDIR>/oware/synergy/tomcat-xx/bin directory.
Edit the setenv.bat file in a text editor.

Change the property ENABLE_SSL=false to ENABLE_SSL=true.

O B N VS I S

If you used a pass phrase different from changeit then you can set it for the
SSL_PASSWORD=changeit value.

6 Save setenv.bat

7 Ina command prompt navigate to <INSTALLDIR>/oware/synergy/tomcat-xx/bin, and type:
service.bat update

8 Settings take affect after the you restart the service.

You are now ready for a secure, SSL connection to Dell OpenManage Network Manager. After it

has had a few minutes to start navigate to https://[application server IP
address] :8443. (The HTTPS port is §443.)

Linux: Changing the Environment
1 Stop Dell OpenManage Network Manager.
2 Navigate to the <INSTALLDIR>/oware/synergy/tomcat-xx/bin directory
3 Edit the setenv. sh file.
4 Change ENABLE_SSL to true.
5

If you used a different pass phrase than changeit then you can set it for the
SSL_PASSWORD property here.

6 Save the file.

You are now ready for a secure, SSL connection to Dell OpenManage Network Manager. After it
has had a few minutes to start navigate to https://[application server IP
address] : 8443

Changing the Session Timeout Period

The timeout for the web portal extends automatically if data is changing onscreen. Nevertheless,
you can change the timeout period with (non-override-able) properties in some files, as follows:

You must modify two web . xm1 files with the same values to alter the session timeout. One
controls the overall server and the other is the push servers for Async-based views. These web . xml
files are in the following directories:

/dorado/oware/synergy/tomcat-XX/webapps/ROOT/WEB-INF/web.xml
And
/dorado/oware/synergy/tomcat-xx/webapps/netview/WEB-INF /web.xml

The xml element that contains the session timeout is
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<session-config>
<gsession-timeout>30</session-timeout>
</session-config>

The portal .properties file is in /portal/portal-impl/classes. The property
containing the session timeout (in minutes) is:

session.timeout=30

Install on Linux

To run Dell OpenManage Network Manager in Linux, rather than Windows, follow the steps
below. Make sure you configure your host as described in Linux Installation Best Practices on page
34, too.

Installation

1 Install your Linux distribution (here CentOS) on the server, choosing Basic Server when
prompted to select software. CentOS should be the only repository selected. Choose
Customize Later to decline further customizing the installation.

Updates and Modification:
2 Once installation and initial reboot are complete, login as root.
3 Disable the firewall, and configure the network interface card with a static IP address.
setup

By default the Network Interface Card (NIC) is not active during boot, configure it to be
active and reboot:

nano /etc/sysconfig/networking/devices/ifcfg-eth0
Change ONBOOT=no to ONBOOT=yes
reboot
4 Once reboot is complete, login as root update the system:
yum update -y

5 Linux (CentOS) installs MySQL libraries by default, this interferes with Dell OpenManage
Network Manager since it installs its own version. Remove mysql-libs from the system:

yum remove mysgl-libs -y
6 Dell OpenManage Network Manager needs the compatibility libraries installed and reboot:
yum install compat-libstdc++-33.x86_64 -y

reboot
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Create a user and prepare for installation:

7 You cannot install Dell OpenManage Network Manager by the root user, so login as root,
create a new user with a home directory, set the password and add the user to the proper
group. Here are examples of the commands for this. configuring user dell:

useradd -m dell
passwd dell
usermod -aG wheel dell
8 Copy the installation files to the system.

9  After unzipping the installation file from the website on a client machine, copy the folder
with source files as a subdirectory of the /home/dell directory on the server. Set
permissions on the installation directory:

chown -R dell /home/dell
chmod -R 777 /home/dell/MyInstallation
10 Make sure the installation script has permission to execute:
chmod +x /home/dell/MyInstallation/linux_install
11 Create the target installation directory structure and set permissions:
mkdir /dell
mkdir /dell/InstallTarget
chown -R dell /dell
chmod -R 777 /dell

Install Dell OpenManage Network Manager:

12 You cannot install as root user. Log out as root and login as the user (dell) created in the
previous steps and run the installation script:

cd /home/dell/MyInstallation
./linux_install -console

13 Now follow the instructions in the installation script, making sure to specify the configured
target directory as its installation root.

Control Panel

To configure access to Dell OpenManage Network Manager, you must be signed in as a user with
the permissions. (The default admin user has such permissions.) The Go to > Control Panel menu
item opens a screen with the following tabs of interest:

*  Admin/ [My Account]

* [Domain]

* Portal > Users and Organizations
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*  Public/ Private Page Behavior

* Portal > Roles

* Portal > Portal Settings

e Portal > [Other]

*  Redcell > Permission Manager

*  Redcell > Database Aging Policies (DAP))
*  Redcell > Data Configuration

*  Redcell > Filter Management

*  Redcell > Application Settings

*  Server

Tips describing these screens and fields appear when you
hover the cursor over fields, or click the blue circle around Users

a question mark next to them. This blue circle can also Users are individuals who perform tasks using the por
X . ) delegated permissions in roles, or be collected into us
toggle the appearance / disappearance of the tip. memhers

Users with less-than-Administrator permissions may not
see all of the features described in this guide.

See Configuring Pages and User Access on page 73 for an example of using Control Panel
capabilities'.

Search Indexes

Sometimes Dell OpenManage Network Manager may display Control Panel objects like users,
roles, and organizations inaccurately. This occurs because search Indexes need to be re-indexed
every so often, especially when changes to roles, users and organizations are frequent.

To re-index go to Control Panel > Server Administration and then click on the Reindex all search
indexes. This takes little time.

Admin / [My Account]

To configure information for your login, look for the bar titled with your account login’s name. It
has the following lines beneath it:

My Account—This configures your information as a user, including your e-mail address, password,
and so on.

Contacts Center— This configures contacts, in other words, people within your system that you
are following. Click the Find People link to see a list of potential contacts within your system.
You must click Action > Follow to see them listed in the Contacts Home. Use the Action
button to explore other possibilities.

1. More Control Panel capabilities exist than Dell OpenManage Network Manager uses. These are largely self-
explanatory, but are separate capabilities. For example, the Contacts portlet is not related to Control Panel’s Con-
tacts Center. Since Dell OpenManage Network Manager does not use capabilities like the Contacts Center on Con-
trol panel, and descriptions of how to use such capabilities do not appear here.
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46

The contact has to approve you in their requests. To Follow means you want to receive the
followed person’s activity stream, blog postings, and so on. Friending means your friends can
see your activity and you can see theirs. They have to accept any Friend request.

@ NOTICE

You can export vCards for all contacts in the system to use with other software that uses contacts. For
example: e-mail clients.

[Domain]

A default domain name (Dell OpenManage Network Manager) in Control Panel. Global and
Administrator’s Personal Site site configurations may appear as additional items to configure when
you click the down arrow to the right of the default. The Global option is unrelated to Dell
OpenManage Network Manager functionality. The items under this label configure the overall look
and fecl of the portal, reference information, and so on. See the tooltips for more complete
descriptions. This also configures pages, documents, calendars, blogs, wikis, polls and so on.

Social Activity lets you alter measurements for user participation in organizations. Equity values
determine the reward value of an action; equity lifespans determine when to age the reward of
action.

Portal > Users and Organizations

Create Users you later assign to roles and locations with the appropriate permissions (roles for
operators, administrators, and so on) in these screens. User Names are limited to 70 characters.
Define the default password policy in the Control Panel under Portal > Password Policies.
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Users perform tasks using the portal. Administrators can create new users or deactivate existing
users. You can organize users in a hierarchy of organizations and delegate administrative rights.

Users and Organizations

Users are individuals who perform tasks using the portal. Administrators can create new users or deactivate existing users
Users can join sites, be placed into organization hierarchies, be delegated permissions in roles, or be collected into user

' groups. User groups can cross organizational boundaries, and can be used ta assign all members to other collections, such
as sites or roles. User groups may also be used to customize personal site templates for members.

L ViewAl O v =

Search

¥ Users (Search All Users)

Deactivate
l- First Lasr Screen J.Oh Active Organizations User
Name Name Name Title Groups
M test test test Y ) Edit 4 Actions
Showing 1 result. . Permissions

B Impersonate User

After creating them, add Users to roles which configure their permissions for access and action with
the Actions menu to the right of a listed user, or during user creation.

E4 NoTE:

Best practice is to spend some time designing your system’s security before creating users,
organizations and roles. Note also that By default, Dell OpenManage Network Manager makes every
new user have the roles Power Userand User. To assign a new user to specific permissions only, remove
all rights on these roles, or confine their permissions to those that are universal first. You can remove
users from Power User, but not from User.

When you are signed in, you can edit your user information by clicking the link with your username
in the top right corner of the screen.

After upgrading from a previous versions, Users may not initially appear associated to their roles,
but you can work around this apparent failure by clicking Update Associations. This is in the Roles
portion of the Control Panel. Click Actions > Assign Members, then click the Update Associations
button on the following screen. Alternatively, you can go to the Server Administration portion of

J

the Control Panel and click Execute to Reindex all search indexes.

User Role

This role’s description is Portal Role: Portal users with view access. To turn off most permissions
from the User Role, go to Redcell > Permission manager and edit the User role. The Advanced
button opens a screen where you can select / de-select permissions in larger groups. Power User is
Portal users with extended privileges, and Administrator is Portal users with system privileges.
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Default User Roles

To make new users not assigned as Power Users by default, go to the Portal > Portal Settings >
Users > Default Associations Tab and remove the roles you do not want assigned by default. Notice
that you can assign / unassign to existing users in this tab too. The role User appears in this default
list, but removal does not have an impact. Dell OpenManage Network Manager automatically
assigns all users to the User role.

Enabling Terms of Use

To Enable a “Terms of Use” statement required of each user use the following steps:

1
2
3
4

5

Login as Admin
Go to Control Panel
Click on Portal Settings and then the Users link on the right, and look in the Fields tab.

Check Terms of Use Required and save. You must then click I Agree to the Terms of Use
document that appears.

Logout and attempt to login as another user to validate the Terms of Use appear.

To change the Terms of Use wording:

1
2
3
4

Login as Admin
Go to the Synergy Control Panel
Click on Web Content

Click on the TERMS-OF-USE article link which will take you to the editor where you can
alter and save it.

E4 NoTE:

Nothing prevents a user from deleting the Terms of Use article. If the Terms of Use seeded article is
removed then the static Liferay Terms of Use appears until next Dell OpenManage Network Manager
restart. The editable / delete-able article is a copy of the compiled static version but exposed as an article to
make editing easier. The next time Dell OpenManage Network Manager restarts, if the TERMS-0F-USE
article does not exist, it imports a new one.

% How To:

Add Users and connect them to Roles
Add Users with the following steps:

48

1
2
3

Click Go to > Control Panel and navigate to Portal > Users and Organizations.
Click the Add > User menu item at the top of the Users screen.

Enter the details of the new user. If you are editing an existing user, more fields appear. Screen
Name, and Email Address are required. Optionally, you can enter Name, Job Title, and so on.
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4 After you click Save notice that the right panel expands to include additional information.

E4 NoTE:
Make sure you specify a Password when you add a user. This is not optional.

The first time users log in, the application prompts them for a security question. E-mail for
password reminders / resets requires setting up the fields in Control Panel > Server
Administration > Mail, not the SMTP Contfiguration which is for Dell OpenManage
Network Manager-originated e-mails. See Password Reset on page 88

5 Notice that if you are editing an existing user, or creating a new one, you can use the links on
the right to configure connections with Roles. Roles, in particular, configure the OpenManage
Network Manager functional permissions for that user. For example the Operators role’s
capabilities are typically more limited than Administrators. See low to: Add and Configure
User Roles / Permissions on page 52.

6 Click Save again, and the user you just configured should appear listed in the Users screen
when you select View > All Users.

7 After you have configured roles as described in Add and Configure User Roles / Permissions
on page 52, return to the Users and Organizations screen, edit the User, and click the Roles
link to associate the User with the Role(s) you have configured.

The most dramatic evidence of permission changes appears when you first remove Default
User Roles from your system in Portal > Portal Settings > Users > Default User Associations
(check Apply to Existing Users if you have already configured your user). If you impersonate
your user, and Go To > Control Panel, without User and Power User roles assigned, the
impersonated user can only see My Account and Sites.

@ NOTICE
You can Export Usersto a comma-separated value (CSV) file.
Once you have configured a user, you can click Action and to do the following:

Edit—Re-configure the selected user. Select the user’s Role in the editor, too. Roles configure
access and action permissions.

Permissions—Manage the user’s access to and control over various parts of the portal.

Impersonate User (Opens New Window or tab) —This allows you to see the effect of any
configuration changes you have made on a user. The new window (typically a new tab) also
lets you click the Sign Out link in the upper right corner where you can return to your original
identity impersonation concealed.

Manage Pages— Conlfigure the Public or Private pages for a user, depending on the selected tab.
Possible actions here include changing the look and feel of pages (for computers and mobile
browsers), adding pages and child pages, and importing or exporting page configurations.
Notice that you can configure meta tags, and javascript on these pages too.
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Exports are in . lar format, and go to the download location configured in the browser you
are using. The export screen lets you select specific features, and the date range of pages to
export.

@ NOTICE

If you want to set up several pages already configured elsewhere for another user, or even for an entire
community of users, export those pages from their origin, then Manage > Pages menu for the user or
community.

Deactivate—Retires a user configured on your system. You can also check users and click the
Deactivate button above the listed users. Such users are not deleted, but are in a disabled
state. You can do an Advanced search for inactive users and Activate them or permanently
delete them.

Your organization has a number of geographic locations and you plan to manage the network
infrastructure for all these locations using RC7 Synergy. You can define the geographic locations to
which devices can be associated. This will help you manage and view your network, grouped by
location or branches. See Locations on page 171 for the specitics about the portlet where you can
set up locations.

@ NOTICE

To edit your own information as a signed-in user, simply click your login name in the upper right corner of
the portal screen.

Organizations

Create Organizations just as you would create Users. You can create a Regular or Location type of
organization. You can do this only if your package includes the MSP option, so this capability is not
available to all users.

E4 NoTE:

You must first create a Regular organization to be the parent for a Location.

Public / Private Page Behavior

Despite the small Public / Private label next to the My Private / My Public pages listed in the Go To
menu, both types of pages appear only for the user(s) who created them. Page Standard settings are
Max Items, Default Filter, Max Items per Page, and Column Configuration. These persist for
Admin users on the RCSynergy pages, or for users who have the portlet on their Public or Private
pages (which makes them the owner of that instance). Without Dell OpenManage Network
Manager portlets, URLs for pages labeled public are accessible even to users who do not log in.
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Some portlets provide extra settings—for example Alarms portlet’s the charting options, or the Top
N portlets number of Top Items. These persist too.

@ NOTICE

Max Items, Max Items Per Page and Columns persist for both the summary and maximized portlets
independently. For example: If Max ltems is 50 in minimized mode it does not affect the Max ltems in the
Maximized window state. This lets you configure modes independently.

Dell OpenManage Network Manager remembers the default sort column and order per user,
whether the user has Admin rights or not. The Sort Column/Order (Descending/Ascending) is
also shared between both summary and maximized portlets. A sort on IP Address in Resources
persists if you expand the summary portlet to maximized mode.

See first chapter of the User Guide for more information about Multitenancy. In any case, the
administrative user can re-arrange pages and portlets in a way that persists. Non-administrative
users cannot do this.

Portal > Roles

Roles determine the applications permissions available to users assigned them; manage them in
this screen. To configure functional permissions for the application, see Redcell > Permission
Manager on page 54.

Click Add to create a Regular Role, Site Role, or Organizational Role. A Regular Role assigns its
permissions to its members. A Site or Organizational Role assigns its permissions to a site or
organization to which you can assign users.

Click the Action button to the right of a role to Edit, view or alter Permissions, Assign Members
(this last works to see and assign users). You can also assign role members in the Portal > Users and
Organizations user editor.

E4 NoTE:

Owner Roles do not have an Action button. Owner implies something you have added or created and so
actions do not apply.

Notice also that when you Assign Members, a screen appears with tabs where you can assign Users,
Sites, Organizations and User Roles. Typical best practice is to assign users to one of these
collective designations, then assign the collection to a role.

Notice also that you can view both Current and Available members with those sub-tabs. You can
even Search for members.

Click Back (in the upper right corner) or the View All tab to return to the screen listing roles and
their Action buttons.
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% How To:

Add and Configure User Roles / Permissions

Add and configure User Roles with the following steps:

1 Click Go to > Control Panel and navigate to Portal > Roles.

2 Click the Add tab under the heading at the top of the page, and select Regular Roles. Notice
that you can also add roles that configure permissions for sites and organizations.

3 Enter the details of the new role (Name, Title, Description), then Save it.

4 Click Portal > Roles’ View All button to see a list of available roles, including the one you
added.

5 By clicking the Action icon to the right of any listed Role. Here, you can select the role’s
permissions to alter web portal access in the Define Permissions screen.

6 To configure Dell OpenManage Network Manager permissions, click Define Permissions.
Alternatively, select or delete Dell OpenManage Network Manager permissions by editing the
role in Redcell > Permission Manager.

E4 NoTE:

If you are restricting permissions for new users, you must also remove the permissions from the Userand
Power User roles, automatically assigned to new users. The permissions available are the combination
of those configured here and the User / Power User roles’ permissions. You can remove users from the
Power User role altogether, but not from the User role. You must remove permissions from that User role
if you want users not to have them.

If you have eliminated all permissions from a role by removing the Default User Roles, an
intervening screens lets you copy another Role’s permissions so you do not have to enter all
permissions from scratch.

| Initialize Permissions for Role

Role { Role1 ) does not have any assigned permissions. If you would like to start by
copying permissions from another Role and modify them, select a Role name below
and click Copy.

i

[ Skip Copy @ cancel

@ NOTICE

Defining a base role’s permissions can provide the start for non-base role’s permissions if you use this
screen to copy them, then edit them later for the difference between the base role and non-base role.
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7 When the permission editor appears, select the type of permission from the pick list under
Add Permissions, then select the appropriate checkboxes to enable the desired permission.

8 To alter or enable more of Dell OpenManage Network Manager’s functional permissions,
click the Redcell > Permission Manager.

9 The Role to Permission mapping screen appears. Click the Edit button to the right of listed
Roles to see and configure available permissions.

Role Details |
Name Description
Test Role A unigue name
Permissions Add | Advanced
Name « Enabled Settings Actions
Action ltems [READ, DELETE, ADD, EXECUTE, WRITE] #

Show: (v Assigned Al | L

|l Save @ cancel

The Editing Role dialog appears where you can click Add to select more permissions, and edit
any existing permissions (with the Edit this entry icon to the right of the permission).

@ NOTICE

Notice that you can filter what appears in this screen with the Show Assigned / Show Allradio buttons at
its bottom.

10 Click Advanced to see available permissions organized by Read, Write, Execute, Add or Delete
actions.

11 After you have selected permissions, click Apply to accept them and add them to the role.
Click Save to preserve the permission configuration for the role, too.

Notice that you can revisit this role, manage it and its membership with the Action button to
the right of the role. You can also add users to the group by selecting and editing that user
with that same button.

Portal > Portal Settings

The Settings screens are where users who are administrators can configure the most basic global
settings for Dell OpenManage Network Manager, including names, authentication, default user
associations, and mail host names. These include the following:

e Mail host(s)
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¢ Email notifications, who sends them, what the contents are for account creation notices, or
password change / reset notices.

* Identification, including address, phone, email and web sites.

*  The default landing page, and display settings like the site logo.

*  Google Apps login / password.

/\  CAUTION:

Checking Allow Strangers to create accounts may produce a defective login screen.

Portal > [Other]

Some of the remaining portal labels permit the following:

Sites—Configure sites. Sites are a set of pages that display content and provide access to specific
applications. Sites can have members, which are given exclusive access to specific pages or
content.

Site Template—Configures pages and web content for organizations.
Page Template—Configures a page and portlets, as well as permissions.

Password Policy—Configure the security policies you want, including user lockout and password
expiration, and assign them to users. (See the Dell OpenManage Network Manager first
chapter of theUser Guide for details)

Custom Fields— Lets you configure custom fields for Blog entries, Bookmarks or Bookmark
Folders, Calendar Events, and so on.

Monitoring— Lets you see all the live sessions on the portal. Click a session to see its details. This
is usually turned off in production for performance reasons.

Plugins Configuration—Configure role access to portlets and features. By default, only
administrators can add portlets / plugins to their pages.

Redcell > Permission Manager

Manage Permissions to manage user access to different features. These are configured as part of
Roles, which aggregate users regardless of community affiliation. Create Roles with Portal > Roles.
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The Users editor screen accessible from the Action menu for users listed in Portal > Users and
Organizations lets you manage groups to which Users are assigned.

Permission Manager

(Role to Permission Settings

Name~ Description Action
User Portal Role : Portal users with viewa... | &
TestRolel |2
test &
Power User Portal Role : Portal users with exten [
Adrinistratar Portal Role : Portal users with syste... |

Click the Edit button (the pencil and paper) to the right of a listed group to see and configure its
permissions.

| Role Details

Name Description
User A Unigue riame Fortal Role : Portal users with view access
Permissions Add || Advanced
Name « Enabled Settings | Actions |
Alarms [EXECUTE] P
Show 'Self Management' Layout [EXECUTE] L4
Alarm Suppression [EXECUTE] 14
Heartheat Policies [EXECUTE] |4 8
Resync Alarms [EXECUTE] L4
Clase Alarm [EXECUTE] |4
Assign User [EXECIUTE] )
Commands [EXECUTE] P
Alarm Suppression - Stop All [EXECUTE] L4
L3 MPLS YPM - HubSpoke Service [EXECUTE] |4
L3 MPLS ¥PM - FullMesh Service [EXECUTE] 14 X
File Server [EXECUTE] |4
Key Metrics [EXECIUTE] 2

LN - IR
Show: @ Assigned Al |
el Save | @ cancel |
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Notice that you can select Assigned or All permissions with the radio buttons at the bottom of this

screen. The magnifying glass icon opens a scarch field where you can enter the permission you want
to locate.

Edit permissions with the Edit button to the right of the listed permission.

Editing Functional Permission: Services: Approval Review

Available Settings Enabled
READ ~
WRITE I3
EXECUTE I
ADD ~
DELETE ~
|

Apply  Cancel

The following describes the actions of the permissions, when checked:

Action Default Behavior

read Enables Details, Visualize and View as PDF
write Enables the Edit, Save, and Import / Export.
execute

Lets you see the view altogether, launch from a portlet and query for elements.
Alternatively this action can control a specific application function, (typically
described by the permission name) like provisioning a policy.

add Enables the New menu item, and Save. If you do not check this action, then the
New menu item does not appear.
delete Enables the Delete menu item.
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The Add button on the Permissions panel lets you add permissions previously deleted, if they are
available, and the Advanced button lets you configure permissions by type. For example, if you
want to see all of the READ permissions.

Configure the Required Permissions to be Applied

) Read
Select All [Unselect Al
Functional Permission Name « Allow Read
Juniper MPLS L3YPN Provider Tunel Service F
Juniper Routing Options Service I
Juniper BGP Service ~
Juniper OSPF Service ~
Juniper FIM Service M
Juriper MPLS L3VPN MYPH Service W
Wl @+ >
) Write
() Execute
) Add
() Delete

Apply || Cancel

When you hover the cursor over a functional permission, tooltips provide a description. You can
also click on the Search button at the bottom to find a phrase within the functional permissions.

Redcell > Data Configuration

This panel configures custom attributes for Dell OpenManage Network Manager. Click the Edit
button next to the Entity Type (Managed Equipment, Port, Contact, Vendor, or Location) for
which you want to create custom attributes. This opens an editor listing the available custom
attributes for the entity type. Edit Custom Attributes on page 112 describes right-clicking to access
this directly from the portlet menu, and the details of how to edit custom attributes.

E4 NoTE:

The custom fields configured here are for Dell OpenManage Network Manager. only.The Custom Fields
editor in the Portal portion of Control Panel manages custom fields for the rest of the portal.
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Redcell > Filter Management

This screen, accessible from Go to > Control Panel lets you manage the filters in OpenManage
Network Manager.

Filter Management

Available Filters 4+ Add Filter I Import |
Name Description Entity Tvpe Owner Shared Actions
All Cisco, excluding P Managed Equip admin Q E R
Compliance Policy Violation Filter  Compliance Poli...  Compliance Poli..  admin [%] Ed
Juniper YPLS MX-Series Managed Equip...  admin 0 =]
Dell PowerConnect Layer 3 18CLI Includes 7063, Managed Equip... admin O H
Dell PCT 12 Switches Includes 34X:0345...  Managed Equip... admin o f H
Cisco 105 12.2(33) Cisco 10512.2(33)  Managed Equip... admin O H
J:1ei0] Managed Equip admin Q =]
Dell PowerConnect Layer 3 devi...  Includes B2:4M Managed Equip agmin Q9 =]
Cizeo Mot108 12.2(39) Managed Equip...  admin [%] i
PowerraultMD3000_filter Powervault Filter Managed Equip...  admin Q =
JuniperwPLS Juniper¥PLS is ... Managed Equip...  admin Q =]
EMC getall Managed Equip...  admin Q =]
Dell PCT L3 Stackahle Managed Equip...  admin Q ¥l
CEEN '+ RER |
£

Click the Delete icon to the right of a listed filter to remove it from the system. Click the disk icon
to export the filter. Clicking the Import button at the top of the screen lets you import previously
exported filters.

@ NOTICE

To find a particular filter, click the Search (magnifying glass) icon in the lower left corner of this screen.
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Clicking the Edit icon to the right of a listed filter, or clicking the Add Filter button opens the filter
editor.

Name Entity Type

Dell PowerConnect Layer 3 1SCLI * Managed Equipment

Description Shared

Includes 703 6348,M8024 running firmware [T Allow fitter to be shared by all users

Filter Criteria Add Group Delete Group.

(=] T&AND {Match All of the following)
System ObjectId in
(=} T{‘,AND (Match All of the following)

Firmware Version does not begin with 3

| Criteria Group = Match All ¢ Match Any Clear Conditions
|:0 Systemn Object Id = in | =5 || « appy |
[+

e Save | @ Ccancel ‘

Use this editor to configure filters. Enter a Name and Description, and use the green plus (+) to
select an entity type from a subsequent screen. Checking Shared makes the filter available for all
users, not just your user. You can add groups of filter criteria (click Add Group) that logical AND
(Match All) or OR (Match Any) with each other. Click Clear Conditions to remove criteria.
Conlfigure the filter in the Criteria Group panel as described in the How to: Filter Expanded
Portlet Displays on page 108. Delete filters with the Delete this entry icon next to the edit icon.

Redcell > Application Settings

This screen has several panels in two tabs:

*  General > Entity Change Settings
*  User Interface > Map Provider

*  User Interface > Job Viewer

e User Interface > Performance
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General > Entity Change Settings

This panel lets you override polling / refreshing for the minimized Managed Resources, Alarms,
Container Tree, Visualizer and Map Context portlets. The valid range is 20 seconds -> 3600 (1
hour). By default, these portlets poll at 40 seconds for changes in the data and automatically
refresh. Times are configurable.

User Interface > Map Provider

The Map Provider panel lets you set whether Dell OpenManage Network Manager uses Google or
Nokia maps by default, and sets the Initial Latitude and Longitude. Check Use Secure API if you
want to load map APIs in secure SSL mode. Some browsers block non-secure external APIs if they

are viewing a secure page, so use this if you view Dell OpenManage Network Manager through an
HTTPS connection.

Follow the directions in Using Nokia Maps on page 253 to set the application to use those maps.

User Interface > Job Viewer
The Job Viewer panel lets you check the following checkboxes:

Show Job Viewer— Checking this displays the job viewer after Execution (most cases). Leaving it
unchecked does not display it, although you can still view jobs with My Alerts in the lower left
portion of the screen.

Always show Job Viewer for Actions—When checked, this displays the job viewer for execution
of Actions or Action Groups.

Show Information Messages by Default—When checked, shows informational message nodes by
default.

User Interface > Performance

This panel displays available options for Day and Minute Format in performance dashboards. The
available options depend on the locale settings in the operating system running Dell OpenManage
Network Manager. Select them in the pick lists that appear in this panel.

Redcell > Database Aging Policies (DAP)

Database Aging Policies prevent the Dell OpenManage Network Manager database from filling up
by filling up by deleting old records. You can also save designated contents to an archive file on a
specified cycle. Database Aging Policies configure which contents to archive, the archive location,
and the configuration of that archive file.
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To view and manage such policies, right click an item with them (for example, an alarm), or click
Manage > Control Panel, and under Redcell click Database Aging Policies.

Database Aging Policies

Repositaries

[ Current Ag"]g Policies % Add Policy ~Options
Enabled« | Policy Name Details Schedule Interval Actions
V] DataCallection_DAP Default Printer Data Collection DAP | [ Daily (Recommended)
H Inventory Change Tracking DAP Default DAP for Change Tracking ... Daily (Recommended)
H EventHistoryDAP Default Event History Records DAP ﬁ Daily (Recommended)
[V} AuditDAP Default audit frail DAP Daily (Recommended)
[V} JobDAP Default job status recard DAP E Daily (Recommended)
V] AlarmsDAP Default Alartn Records DAP Daily (Recomrmended)
V] Discovery Definition Data DAP Default DAP far archiving stale Di... | [E] Daily (Recommended)
V] RTCPSessionsDAP Default RTCP Session Records D... Daily (Recommended)
H InventoryReportDAR Default Inventory Report DAP ﬁ Daily (Recommended)
u Adaptive CLI DAP Default Adaptive CLI Records DAP Daily (Recommended)
[V} ConfigFileDAP Default Configuration File DAP ﬁ Daily (Recommended)
V] ConfigChangeRecordDAP Default DAP far archiving configur. Daily (Recomrmended)
V] Transparent Bridging Entry DAP Default DAP far archiving stale Tra...  [E7] Daily (Recommended) L+ E &
W @z |
Enable All | Disable All | Execute All

Policies appear in the Aging Policies tab of this screen, with columns that indicate whether the
policy is Enabled, the Policy Name, Details (description), Scheduled Intervals and icons triggering
three Actions (Ldit, Delete and Execute). Notice that the bottom right corner of this page also lets
you Linable / Disable / Execute All policies listed.

2
X How To:
DAP Workflow

The following are steps typical for implementing DAP:

1 From the screen listing Database Aging Policies (DAP), click Add Policy, and select a policy
from the displayed list of alternatives.

2 This opens Aging Policies Editor.

3 Inthe Aging Policies > General tab, specify the name, schedule interval, whether this policy
is Enabled, and so on.

4 Specify the Archive Location. Those listed are the Repositories listed on the Repositories tab.
You can manage those on that tab.
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5

6

In the Aging Policies Options tab, specify either the archiving and retention you want, or
further specify Sub-Policies that refine the items archived, and specify archiving and retention
for those sub-policy elements. Which one you can specify depends on the type of DAP you
are configuring.

Click Apply until the displayed screen is the DAP manager.

To View / Verify DAP

DAP archives information into the specified repository under the installation root. You can open
archived .xml data with dapviewer. Launch this application from a command line after setting
the environment with oware in Windows or . ./etc/.dsienv in Linux.

Archived data is deleted from Dell OpenManage Network Manager’s database. You can verify that
by querying whether archived data still exist. You also can backup your database if you want to
preserve records not yet archived.

x How To:
Open an Archived in dapviewer.

1 First, make sure you have an archived file. One way to do this is to edit the Events DAP, make
sure the archived events go to a directory you can access later, and retain them for zero days.

2 Manually run the Events DAP

3 Open a command shell. Type oware in Windows, or . . /etc/.dsienv in UNIX.

4 Type dapviewer.

5 Select the file with the ellipsis (...).

K notE:

dapviewer opens both compressed and uncompressed files. It does not open empty files.

6 Click the Load button.

7 Examine the archived data.
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Aging Policies Editor

When you click Add Policy in the upper right corer of the Redcell > Database Aging Policies
(DAP) screen, first a selector appears where you can click on the kind of policy you want to create,
then the editor appears. If you click the Edit icon to the right of a listed policy, the Aging Policies
Editor appears with that policy’s information already filled out, ready to modify.

General Cptions ]

Name DataCollection_DAP L4
Erter & aging policy name

Description Default Printer Data Collection DAP
Optional

Enabled ~
Check to enable this policy

Schedule Interval Daily (Recommended) hd k4

Select Schedule tor this suing policy

Base Archive Name DataCollectionArchive
File name pre fix

Compress Archive 17
Zheck to enable compression

Archive Location Default Repository ks

Select archive repostary

o Apply | @ Cancel

The General screen has the following fields:
Name—An identifier for the policy
Description—A text description of the policy
Enabled—Check to enable the policy.

Schedule Interval—Use the pick list to select an interval. Once you have configured an interval
here, you can re-configure it in the Schedules Portlet.

Base Archive Name—The prefix for the archived file.
Compress Archive—Check to compress the archive file.
Archive Location—Select from the available Repositories in the pick list.

The contents of the Options tab depend on the type of DAP you are configuring. Typically, this tab
is where you set the retention thresholds.
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DAP SubPolicies

Some Options tabs include sub-policies for individual attribute retention.

Attribite Al hd k4
Select an aftribute from the pick list.

Retention (Hours) 1008 z
Enter numbers of periods to retsin hourly
data

Retention (Days}) 182 z
Enter numbers of periods to retain hourly
data

Retention (Weeks) 158 2
Enter numbers of periods to retain weekly
data.

Archive 4

Check to activate archiving of data removed
from the database

o Apply | @ Cancel

Click Add SubPolicy or click the Edit button to the right of listed policies to access the editor.

Editing Tips
Archiving options that appear in the Aging Policies Editor vary, based on type of policy
selected. Inventory Change Tracking DAPs ask how long you would like to keep Config
reports, Inventory Report DAPs ask how long you would like to keep your Historical Reports
based on number of instances, days, and weeks, months or years.

Set these thresholds in the Options tab. All DAPs require a Name and a record threshold.
Check the Enabled checkbox to enable the policy.

DAPs run on a schedule. If the record threshold number is greater than or equal to the
configured threshold then the DAP runs at the scheduled time. You may also manually click
the gear icon to the right of a listed policy, and execute a DAP at any time to check that
threshold figure. In either case, if the threshold is not crossed Dell OpenManage Network
Manager creates no archives.

To verify when current DAPs are scheduled to run, open the Schedules portlet, and select the
schedule on which it runs. For most DAPs, this is the Daily (recommended) DAP. Right-click
to edit it. The Scheduled Aging Policies list should include all DAPs that have selected that
schedule.
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Aging Policies Options

The Options tab in this editor can vary, depending on the type of policy.

[ General Onptions l

Printer Data Sub Policies % Add Sub Policy
Attribute R ion (Hou... | R ion (Days) | R ion (We... | Archive Action |
All 1008 182 156 [V] E

o Apply | @ Cancel

Fields can include the following:
Keep [Aged Item] for this many days—The number of days to keep the aged item before
archiving it.

Archive [Aged Item]|—Check this to activated archiving according to this policy.

Sub-Policies
Some types of Database Aging Policies can have sub-policies that further refine the aging for their
type of contents.

These appear listed in the Aging Policies Options tab. Click Add Sub Policy to create them. Notice
that you can Lidit or Delete listed policies with the icons in the far-right Action column in this list.

Such sub-policies can contain the following types of fields:

Component— Select the component for the sub-policy from the pick list.

Action Type—This further sub-classifies the Component.

Retention (Days)—The number of days to keep the aged item before archiving it.
Archive—Check this to activated archiving according to this policy.
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Repositories

When you select a repository in the Aging Policies Editor, the available policies come from what is
configured in this tab of the editor.

[ Aging Policies Iwm l

Current Aging Repositories

66

% Add Repository | ~Options
Repository Name a Description Virtual Path Online Actions
Failover Repository Usedwhen primary reposit...  Jrepositories/archivelfailover H
Default Repository Irepositoriesiarchiveidetault 4
AlarmsDAP repository Aging Policy Repository for Jowareappsfeventmamtare.. 4
RTCPSessionsDAP reposit..  Aging Policy Repositoryfor ... Jowareappsintcpfarchive V]
Adaptive CLIDAP repository  Aging Policy Repositaryfor ... Jowareappsiactiveconfiofar.. | [Gd
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Available repositories appear listed in the initial screen. Like the Aging Policies Editor, you can click
Add Repository to create a new repository, and Edit or Delete sclected, listed policies with the icons
in the Action column. Notice the listed policies indicated whether the archiving destination is
Online with a green icon (this is red, when the destination is offline).

Repository Name TestRepasitory z
Erter a repository name

Description This is a test
Optional description

Virtual Path c:\temp\reposnorﬂ *
Erter psth for reposiory

Online g
Check to mark repository in online state

o Apply | @ Cancel

When you Add Repository or Edit an existing one, the following fields appear in the editor:
Repository Name—An identifier for the archiving destination.
Description—A text comment.

Virtual Path—This is the path relative to the installation root directory. Any user with
administrator permissions can specify or change the default archive path here.

Online—Check this to put this repository online.

Dell OpenManage Network Manager automatically writes to any configured failover repository if
the primary repository is full or not writable.

@ NOTICE

To view any archived DAP file, use dapviewer. Type oware in a command shell, then, after pressing
[Enter], type dapviewer to use this utility.

Database Backup

To back up your database, open a command shell (Start > Run cmd, in Windows), and then type
the following at the prompt replacing USERNAME and owbusdb. By default, the database is
owbusdb.

mysgldump -a -u USERNAME --password=[name] owbusdb > FILENAME.mysqgl
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For example:
mysgldump -a -u oware --password=dorado owmetadb > owmetadb.mysgl

If you have Performance monitors or Traffic Analyzer, you must also back up your stored procedures
otherwise they do not get restored when you restore the database. The command line here adds --
routines. For example:

mysgldump -a -u oware --password=dorado --routines owbusdb > owbusdb.mysqgl

This writes the owbusdb to a plain-text file called FILENAME . mysqgl (owbusdb.mysgl in our
examples). This file is a full backup with which you can fully restore your database in case of
problems.

Detaults for the database are oware (login) and dorado (password). These are typically different
from the login / password for the application.

@ NOTICE

To get a rough estimate of a database's size, looking at the size of the directory
\oware3rd\mysqgl\data.

Restoring Databases
Restoring from FILENAME . mysqgl is a three step process. This occurs, again, in a command shell:
1 Drop the database:
mysgladmin -u USERNAME -p drop owbusdb
or
mysgadmin -u USERNAME --password=[password] drop owbusdb
2 Recreate the database
mysgladmin -u USERNAME -p create owbusdb
or
mysgadmin -u USERNAME --password=[password] create owbusdb
3 Import the backup data
mysgl -u USERNAME -p owbusdb < FILENAME.mysqgl

or

mysgl -u USERNAME --password=[password] owbusdb < FILENAME.mysql

Portal Database Backup / Restore

The web portal itself has a MySQL database. Back it up as follows:
1 Open a command shell and type oware.
2 Then type the following command:

mysgldump -uroot --password=dorado lportal > mybackup.sqgl
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3 The mybackup.sql file is the backup.
To restore the database, use another oware shell:
1 Drop the database:
mysgladmin -uroot --password=dorado drop lportal
2 Recreate the database
mysgladmin -uroot --password=dorado create lportal
3 Import the backup data

mysgl -uroot --password=dorado lportal < mybackup.sgl

Server

This portion of the Control Panel lets you manage the portal’s web server, and maintain its smooth
operation. Click the Execute buttons in this panel to do things like re-indexing the search indexes.

@ NOTICE

This panelis visible to administrators only, and contains helpful settings and resource information related
to the server.

LDAP

You can integrate LDAP with your Dell OpenManage Network Manager installation in the Portal
Settings > LDAP tabs. See LDAP Portal Settings for more about LDAP integration in addition to
what follows. !

/\  CAUTION:

Before enabling LDAP server in Portal, you must create and assign one user from LDAP server as Portal
administrator. You will not be able to access control panel without administrator role. See How to:Make
an LDAP Admin User on page 70 below for details.

Make sure Import at Startup is turned off and in Password Policies, edit the default password policy
and make sure that Change Required is off.

@ NOTICE

Notice that several test buttons appear in the LDAP screens, for example, Test LDAP Connection. Use
these to validate your entries as you make them.

Click Add under LDAP Servers to add the specifications of your LDAP server. After configuring
your LDAP server, restart the Dell OpenManage Network Manager server, and attempt to log in as
an LDAP user.

1. For more information about LDAP capabilities generally, consult Liferay’s LDAP documents.
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http://www.liferay.com/community/wiki/-/wiki/Main/LDAP

LDAP Server Settings

The following settings are required (the values below are examples, only):

Connection
Base Provider URL : 1dap://192.168.50.25:389
Base DN : de=dorado-exchange,dc=oware,dc=net

Principal: dorado@dorado-exchange.oware.net

E4 NoTE:

The Principal user must have the necessary administrator rights in Active Directory Server or any other
LDAP server

Credentials; ********

Users
Authentication Search Filter:(sAMAccountName=@screen_name@)
Import Search Filter: (objectClass=person)

User Mapping
Screen Name: sAMAccountName

In the Portal Settings > Authentication > LDAP tab:

Authentication
Enabled

Import / Export
Import Enabled
Import on Startup Disabled

% How To:
Make an LDAP Admin User

All users imported from an LDAP server default to the Poweruser role. The default Dell
OpenManage Network Manager (login/password: admin/admin) cannot log into Dell OpenManage
Network Manager once you enable authentication through LDAP. Therefore you must manually
assign one user from the LDAP server as Portal administrator. Here is an example of an LDAP
database user with Administrator privileges:

Screen name: I'TAdmin
User password: ITPassword
First Name: Scott
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Last Name: Smith

Email: scott@dellhardware.com

K4 NoTE:

You cannot import users without these five attributes into Dell OpenManage Network Manager from an
LDAP source.

Creating user ITAdmin with Administrator role:

1
2

9 o »n oA

As an Admin user, Go to > Control Panel.
Under the Portal category, click Users, then click the Add button.

Fill out the User form with name and email address and so on. Remember: screen name, first
name, and email address are required. Dell OpenManage Network Manager LDAP import will

not overwrite existing users.

When you are finished, click Save.

A message appears saying that the save was successtul.

Select the Password, enter password: [TPassword then click Save.

Click the Roles link. A screen appears showing the roles to which your ID is currently
assigned. By default, all users are assigned the Power User role.

Remove the default PowerUser role (optional), and add the administrator role for the user,
then click Save.

Now you can enter LDAP server information. Please be patient, your changes may take a
while to take effect.

Stopping LDAP Authentication

1
2

To stop authenticating through LDAP, log in as the admin user with ITAdmin/I'TPassword.

In control panel go to Portal > Portal Setting > Authentication > LDAP and uncheck the
Enabled then Save.

After your changes have taken effect, Users can login only with credentials that exist on the
Dell OpenManage Network Manager database

LDAP Portal Settings

To use LDAP, you must make some adjustments to your Dell OpenManage Network Manager
installation. You must configure the following additional settings in the Authentication panel of
Portal > Portal Settings in Control panel. This has two tabs:

General

LDAP
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General

Fill in the General panel. The Home URL must be /c/portal/login.

Portal Settings

& Settings is where rmost ofthe global portal settings are including names, authentication, default user associations, and mail host names

Main Configuration

Mame (Required) Virtual Host
RC Synerty 172.17.100.250 Configuration
Mail Domain {Required) CDN Host HTTP Authentication
SYNErgY.Com Users
Mail Host Mames
CDN Host HTTPS
Email Notifications
Identification
Addresses
Navigation Phone Murnbers
Additional Email Addresses
Home URL &

Default Landing Page &) Websites
Jfelportalilogin

home Miscellaneous
Default Logout Page &) Dizplay Settings
flogin Google Apps

Save | Cancel
Al ditiminal lafne
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LDAP

In the LDAP tab of the Authentication screen, check the
Enabled checkbox, then click Add under LDAP Servers
and fill in that screen as appropriate.

Configuring Pages and
User Access

The following describes adding pages to your Dell
OpenManage Network Manager installation, and
configuring Role-based User Views. This is a way to
manage user access to Dell OpenManage Network
Manager’s features in a more complex environment. This
consists of the following configuration levels:

*  Page Level Permissions
e Portlet Level Permissions
*  Configure Resource Level Permissions

Pages display portlets in the following ways:

Summary / Minimized Mode

Lonnecuon

Base Provider URL &)
|dapf172.17 100.240:389

Base DN &)
de=dev de=loc

Principal
administratorg@dey.loc

Credentials

Test LDAP Connection

Users

Authentication Search Filter &

(sAMAccountName=@screen_nameg)

Import Search Filter

{objectClass=person)

User Mapping
Screen Name

sAMAccountName

Password

userPassword

Email Address

mail

Full Name &)

First Name
diveniarme

Middle Name

Any portlet's that have the Settings toolbar option (Filters and Max Results) can save/toggle the
Current Filter, Max Results, Max Items Per Page, and column choices. See Portlet Toolbar on page

103.
K NoTE:

The Max Results settings for summary portlets differ from those for maximized / expanded portlets.

If you are an Admin and are on the Main portal site, Dell OpenManage Network Manager saves
these permanently. If you are a REGULAR user they are only saved temporarily unless the portlet is
on your personal Public/Private pages. See Public / Private Page Behavior on page 50 for details.
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Maximized / Expanded Mode

The Settings button in expanded portlets lets you configure displayed columns and their order, and
the number of items to display. If the number of items in a list exceeds the maximum specified, a
[limit reached| message appears next to the number of items listed in the bottom right corner of
the page.

@ NOTICE

For large list, filters are a more efficient use of computing resources than large maximum settings. See
How to: Filter Expanded Portlet Displays on page 108 for more about configuring filters.

Page Level Permissions

This level provides permission for a user/group/role/organization on a defined Dell OpenManage
Network Manager page.

X How To:

Create new Users:
1 Asan admin user, go to the Control Pane

2 Under the Portal category, click Users and Organizations, then click the Add > User menu
item.

3 Fill out the User form with name and email address and so on.
4 When you are finished, click Save.
5 A message appears saying that the save was successful.
E4 NoTE:
The expanded form lets you fill out more information about the user.
6 Seclect the Password, enter password for the user and click Save.

7 Click the Roles link. A screen appears showing the roles to which your ID is currently
assigned. By default, all users are assigned the Power User role, and to the role User.

8  (You may want to do this step after configuring roles. See Add and Configure User Roles /
Permissions on page 52.) Remove the default PowerUser role, and add the appropriate new
role for the user with the +Select link, then click Save. You can optionally fill out other details
later.

9 In Control Panel’s Redcell > Permission Manager, remove any permissions from the User role
you do not want the user to have.
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% How To:

Create a new Page and Rearrange Pages

1

As an admin user, from the portal, not control panel, click Add > Page. That creates a new
page with a blank title in the doc. Name, then click on that page to see it.

Click Manage > Page to reconfigure it, add child pages, and so on.
An editor appears that lets you further configure the page.

Click the triangles on the left to expand the tree of pages in this schematic.

To re-arrange the pages in the portal, drag-and-drop them in the tree on the left.

When the page is configured as desired, click Save and then click the X in the upper right
corner of this editor. Your page should appear in the portal after you refresh it.

Click the page label to open any new page, and click Add > Applications to add portlets to
that page. You can also drag and drop the portlets within the page to rearrange them. The
applications under the Portal node are open source, and not documented here. The rest are
Dell OpenManage Network Manager-connected, and are documented in this guide.

@ NOTICE

Use the Search Applicationsfield at the top of the Add > Applications menu to find portlets nested within
that menu's categories. The Portal Applications and Global categories includes generic portlets; the
remaining categories are for Dell OpenManage Network Manager portlets.

% How To:

Restrict Pages for a User

1

2
3
4

As an admin user click Manage > Page.
Expand the Page Layout tree. This represents the page layout as seen in the portal.
Select a page where you want to restrict access.

Click on the Permissions button at the top.
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5 Uncheck the View permission for Guest and Community members. Make sure Owner and
PowerUser can still view the page.

Admin « Back
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Role Delste e Update Permissions
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L old Group

oo
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O000
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OoO0o0EO00

Save

6 Now select View for any other roles you want to give access.
7 Click Save.

8 You can log out and log back in as the new user. That the user should not be able to see
restricted pages.

Portlet Level Permissions

You can also provide permission for a user/group/role/organization on a defined portlet.

x How To:

Configure Portlet Permissions

1 Asan admin user, click on the Configuration icon (the wrench) in the top right . I
corner of the portlet of interest. e

and Feel

2 Click on the Configuration and go to the Permissions tab in the next screen.

o
Configur ation
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3 Uncheck the View permission for Guest and Community members. Make sure Owner and
PowerUser still have View permissions.

Commen Setup Tasks - Configuration =

Rol dd to Pa: Corfi Wiew
Guest O O
L Owner
swer User O
L silvergioy O O O
A user O O
2 Community Member O | O

Save

4 Now check View for the relevant roles (for example, Silver Group).
5 Click Save.

6 You should now be able to log out as admin, and log in as Guest or other community
members and confirm you cannot view the portlet you just configured.

X How To:

Configure Resource Level Permissions

You can provide permission for a user/group/role/organization on a defined resource. The following
outlines the steps:

*  Create a Container for each Customer

*  Configure Membership for Container (resources that customer can access)
¢ Set Authorization for User Container

*  Set up a Page for Device Level View

Create a Container for each Customer
1 In Container Manager Portlet, right-click to select New.

2 Create a container for the desired customer, naming and describing it.
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3 In the Authorizations tab for this container, delete authorization for ALL (non-portal), Add

authorization for Synergy Admin, Add authorization for Power User Role, and delete the
Vendors Child Container.

General Membership Authorizations

Container Authorizations Add User || Add Group
User/Group Hame Inherited From Action
_‘?:"_ Power User =Not Inherited= »

F Inherit Authorized List entries from parent cortainer and combine them with any that are explicity defined here

Permissions for User/Group

Permission Setting

No data is avallable to display

[~ Apply container permission changes also to any explict authorization entries in descendart cortainers

Configure Membership for Container
4 Create Gold Customer as a Top Level Container.

5 Make it Shared, and configure its membership (Select and Add a group of devices)

Set Authorization for User Container

6 In the Authorizations tab, Add Gold Customer (with limited permission), and User Synergy
Admin (with full permission).

7 Delete Group: User

8 Create a Gold Customer user as described above.

Set up a Page for Device Level View

9 Add a Container View to the page of interest with portlets for which you want to restrict
access. Currently Container View is enabled for the following portlets: Managed Resources,
Alarms, Ports, Audit Trails, Printers.

10 Logout as admin, and log back in as a user with Gold Customer permissions.

11 Confirm your permission configuration is operating on this page.
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Quick Navigation

The Quick Navigation portlet lets you quickly perform some basic tasks:

Resource Discovery—Discover devices in your network with the Quick Discovery defaults, or lets
you construct a Quick Discovery profile if none exists. See Resource Discovery on page 180
for details.

Link Discovery—After you have discovered resources, this discovers their connections. See Link
Discovery on page 208.

Backup Config Files—This lets you back up discovered devices” configuration files. Before you
can use this feature, you must have servers configured as described in Netrestore File Servers
on page 91. See also File Management on page 271.

OS Image Upload— Upload firmware updates for devices. See Firmware Image Editor on page
283 for more about these capabilities.

Deploy OS Image— This deploys firmware updates. To deploy images, you must have File Servers
configured, as described above for Backup. See Deploy Firmware on page 287.

License Management— This lets you see and manage the licensed capabilities of Dell
OpenManage Network Manager. See License Viewer below for details.

Admin user and Power User can see all the above menu items. The User role sees only sees four.
Link discovery and OS image upload do not appear by default. To see them, you must give User
'write' permission.

Network Tools

The Network Tools portlet lets you invoke a variety of existing functions on a device without having
the device currently discovered. When installed, the Network Tools application appears listed as an
available Apphcatlon to install as a portlet.

== Network Tools I

@ Network Tools lets you invoke a variety of existing tools on a device without having the device discovered. Before any
tools can be executed you must enter an |P Address.

1. Enter the IP Address of the Device:

@

2. Execute a Network Tool:

|44 Ping 2 MIB Browser Direct Access: ~|@l

Before you can use the tools you must enter an ip address in the ip address field. Once you have
entered that address, 7you can use the following:

*  Ping Tool
e MIB Browser Tool
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e Direct Access Tool

@ NOTICE

If you want to restrict access for some users so they do not automatically log in with direct access, then
remove direct access permissions for users, and use Network Tools for direct access.

Ping Tool

The second button is the Ping tool, which pings the selected device.

Response Time
64 bytes from 10.20.1.166: icmp_seq=0 < 1ms
64 bytes from 10.20.1.166: icmp_seq=1 <1ms
64 bytes from 10 20 1 166 icmp_seq=2 <1ms
64 bytes from 10.20.1.166: icmp_seq=3 = 1ms
64 bytes from 10 20.1.166: icmp_seq=4 <1ms
64 bytes from 10.20.1.166: icmp_seq=5 < 1ms
® Close
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MIB Browser Tool

The first button displays the MIB browser with default SNMP settings. You can edit the settings to
match the SNMP settings for the device and save them. The next time Network Tools invokes the
MIB browser, it defaults to your previous settings.

I Browse Settings I MIB Information ]
| SNMP Authentication || [No MIB Selected
IP Address Port Dpers alalue
10.20.1.166 161
Read Community Version
public V2
Timeout [secs) Retries
20 2
7 Edit -
ke Export | &y Refresh

Once you are done editing the SNMP settings, click Save. Click the Browse tab to look through
available MIBs as you would ordinarily do in MIB browser. See MIB Browser on page 214 for more
about using the MIB browser. You can also browse MIBs in the attribute selection panel for the
SNMP monitor. See SNMP on page 321.

K4 NotE:

MIB file locations are subject to change without notice, but generally are under the owareapps/
[application name]/mibs directory for different application modules.

Direct Access Tool

The third button on the Network Tools portlet toolbar opens the Direct Access tool. It provides a
command line interface terminal for Telnet, SSH and SSH V2 access to the device.

= Network Tools &

[ - ]
Telnet
SH

S!
IP Address: 10.20.1.166 5]
SSHV2
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Click and select the type of direct access you want.

e Direct Access - Telnet

¢ Direct Access - SSH/SSH V2

Direct Access - Telnet

Telnet direct access connects to the device with telnet and displays the terminal session. You must
login to the device manually. See Direct Access on page 213 for more about using this form of
device access.

Direct Access - SSH/SSH V2
Direct Access for SSH or SSH V2 first prompts for a user name and password.

User ID Port

Password Timeout (sec)

Use LF instead of CR LF
]

« Apply | @ Ccancel

The Use LF instead of CR LF checkbox suppresses carriage returns when you click Enter key. This
is necessary for some devices (for example: some Dell Power Connect devices).

Once you log in, Dell OpenManage Network Manager attempts to connect with SSII or SSI V2
using the user id and password provided. Some Dell Power Connect devices do not log when
connected and prompt you to enter the user and password again.
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License Viewer

This screen appears when you click License Management in the Quick Navigation portlet.

Register License: seleet File

Device Licenses J
Product= Edition Expiration Date ‘ Valid ‘ P User Version |
Active Config COMMON 21-Jul-2012 a = DoradoSoftware 7o
Change Manzaoe: COMMON 21-dul-2012 u * DoradoSoftvare 7o
Configh COMMON 21-ul-2012 u * DoradoSoftware 7o
Cizco Commen . MONITOR: 21-Jul-2012 u * DoradoSoftware 70
Cisco FYWSM re. ALL 21-Jul-2012 u * DoradoSoftware 70
Dell Powerconn...  POLICY 21-Jul-2012 H * DoradoSoftware 70
Extreme Device ... LIC_EAPS 21-Jul-2012 ﬂ * DoradoSoftvware 7o
WAz a0 m

License Details Active Config

Product License for AC

EDITION = COMMON

DEZCRIPTION = Active Config

USER = DoradoSoftware

Ip = *

EXPIRATION = 381D

EXPIRATICN DATE = 2l1-Jul-201:z

WERSION = 7.0

EEY = INT-94029729-64469-H -- IS VALID

ALPFPROPS:
APMType-ACHonitor=true:
Permissinn-AC: Adantivell.T=FFFF: ﬂ

® Close

Click Close to return to Dell OpenManage Network Manager. You may find Licenses in a name
slightly different from the one you expect. For example, the Reports portlet is licensed as part of
the Inventory Manager product.

x How To:

Register a License

To register a license click the Select File button at the top, and use the subsequent screen to select
a license file.

@ NOTICE

To import a license when application server is not running, type oware then 1icenseimporter
[license file path] onacommand line.
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You must restart application server or wait up to 15 minutes before a license modification takes
effect.

Product Licenses

This portion of the License Viewer lists the products for which you have licenses already, displaying
the Product, Edition, Expire Date, whether the license is Valid, any IP restrictions, the User who
installed the product and/or license, and the Version of product for which the license is valid.

License Details: [Product]

This portion of the screen displays the details of a license selected in the Registered Product
Licenses portion of the License Viewer screen. It is blank if you have not selected a license in the
list above this panel.

Device Licenses

This tab displays the Maximum Allowed number of devices, the Count Managed the Variance
between maximum and managed, and Type of license, along with sums of the maximum and count
managed.

Discovery Profiles

Discovery profiles configure

. . w Discovery Profiles &+ X
equipment discovery for Dell w

OpenManage Network Manager. ©| 7| @) i Seareh

The summary view displays the Hame ~ Description | Defauft Scheduled | llext Execution Date
Name, Description, Default (the @ tmiuriper ) Mo

green check indicates the default @ weBn o o

profile), whether the profile is @ QAFTPT.. SharedFTPT.. Q) Mo

Scheduled and Next Execution @ riters DiscoverPrnt.. | Q) o

Date for scheduled discovery. © Netscreen o o

The Expanded portlet adds a @ MMcLab  MMCsinuisti. ) Ho

Reference Tree snap panel that K @z

displays a tree of associations
between selected profiles and
authentication and tasks that they execute. See Discovery Profiles on page 181 for more about this
portlet.

@ NOTICE

The date format follows the operating system’s conventions for the location and language selected.
Restarting the system changes system menus to the new language. If you want to revert back to the
original language in Linux, you may also need to update the cache file under /var/cache/gdm.
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% How To:

Discover Your Network
1 Right click the Discovery Profiles list and select New.

E4 NoTE:

If you have a multitenant environment, you can create

2 The Discovery Profile Editor appears, with a step-by-step set of screens to configure resource
discovery. You can navigate through it by clicking the screen tab names at the top, or by
clicking the Next button at the bottom of the page.

Discovery Profile Editor

Use this editor to configure discovery once you have started Discover Your Network. Baseline
discovery is the initial discovery to compare to later discoveries. Follow these steps to discover
equipment on your network:

General

3 General Parameters—S Set the Name, Description and whether this profile is the baseline
default.

4 Profile Options—Select the Device Naming Format (how the device appears in lists, once
discovered), whether to Manage by 1P address or hostname, and check whether to Resolve
Hostname(s), ICMP Ping Device(s), Manage ICMP-only Device(s), or Manage Unclassified
Device(s). This last checkbox determines whether Dell OpenManage Network Manager
attempts to manage devices that have no device driver installed. Management may be
possible, but more limited than for devices with drivers installed, provided this capability is
one you have licensed.

E4 NoTE:
Some packages disable ICMP ping by default.

The Filters (by Location, Vendor, or Device Type) let you narrow the list of devices discovered
by the selected item(s). As the screen says, this filtering will not have any impact on the
processing that occurs during the Inspection step.

Make sure you Save profiles you alter, or these selections have no impact when you execute
discovery.

Network

5 After you click Next, the Network screen appears.
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Network Type and Addresses— Select the type of entry in the pick list (IP Address(es),
CIDR Address, Hostname, SNMP Broadcast, Subnet).

@ NOTICE

You can specify an IP Address range by separating the beginning and end with a dash. For example:
192.168.1.1 - 192.168.1.240.

The tooltips in the data entry field describe what valid entries look like.

6 Authentication—You can Create new, or Choose existing authentications. (See Discovery
Profiles on page 181 for details.) Notice that authentications appear with Edit / Delete icons
and Up / Down arrows on their right. The Up / Down arrows order authentications, so Dell
OpenManage Network Manager tries the top authentication first, then the next, and so on. If
you have an authentication like
admin/abc and one that is identical with an enable-level login / password (admin/abc/
enable/enable), make sure the enable authentication appears first in the list, otherwise,
you will discover the device, but not access its enable functionality.

/\  CAUTION:

If you do not get to the correct level of authentications—for example the “enable” user—then Dell
OpenManage Network Manager's full functionality is not available.

The Edit icon opens the authentication editor. Click the arrows to arrange the order in which
credentials are tried (top first). Ordering only applies when two credentials are of the same
type.

Actions

7 You can configure Actions to run as part of discovery. By default, the actions screen includes
the Resync action. Use Add Action to select others to enter here. You can also edit parameters
(if available), delete and re-order the actions listed here by clicking the icons to the right of
them. Dell OpenManage Network Manager executes them in top-to-bottom order.

Inspection

8 Inspect Network using your current settings—This screen lets you preview the discovery
profile’s actions and access to devices. If you clicked Next rather than Inspect at the bottom of
the previous screen, click Start Inspection to begin the inspection process for selected
authentications that validates the device’s credentials.

Notice that the Inspection Status fields below listed authentications indicates the success or
failure of ping (if not disabled), Hostname resolution, and the listed Authentications.

If the device does not match all required authentications, you can click the Fix it icon (a
wrench with a red or yellow dot) to edit them for the selected device. You can also click Test
Device, Create New, or Choose Existing authentications while in the editor clicking the Fix it
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icon displays the authentication selection panel. The yellow dot on the Fix it icon means an
optional authentication is missing. A red dot means a required one is missing.

When authentications are unsuccessful, you can remove or edit them in this editor too. Click
the icons to the right of listed authentications to do this.

When they test successfully, the authentications appear in a nested tree under the Discover
checkbox (checked when they test successtully).

Save—Click Save to preserve the profile. You can then right-click it to select Ixecute and
begin discovery. If you select Execute from the profile editor, Dell OpenManage Network
Manager does not save the profile to execute later.

Results

10

11

12

Execute—Clicking Execute begins discovery, confirm you do not mind waiting, and the
message traffic between Dell OpenManage Network Manager and the device appears on the
Results screen.

This is a standard Audit screen. See Audit Trail / Jobs Screen on page 114 for more about it.

A message (Discovery Profile Iixecute is complete) appears in the Messages at the bottom left
of the status bar.

@ NOTICE

You can also schedule discovery profiles to run periodically, updating your Dell OpenManage Network
Manager database with any network changes. For more, see Schedules on page 118.

The devices in your network now appear in the Managed Resources portlet, and elsewhere (in
Topology, for example).

See Discovery Profiles on page 181 for more about these capabilities.

E4 NoTE:

Dell OpenManage Network Manager automatically adds discovered devices to the default ICMP monitor.

Incomplete Discovery

If the device is detected and responds to ping, but does not respond to Dell OpenManage Network
Manager actions (for example: Adaptive CLI), you may have only partially discovered it. Right-click
the device in the Managed Resources portlet and select Direct Access > Telnet. If that menu
option does not exist, it is only partially discovered. Right-click to edit the device, and add a Telnet
Management Interface and Authentication in those two tabs of the editor.
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Managed Resources

This portlet displays all
the devices you have

% Managed Resources

discovered.

e f T i Search
See Managed Resources
Hetwork Status Hame > IP Address Vendor M
on page 195 for the —
d t 1 f th y u Responding rﬂ erx310-0.211.1921680... 19216580211 Juniper Metworks, Inc. Ju
ctails o 1S screen S
quabi]ities u Responding 9 ciscolaD243510128.250 10128250 Cisco Systems 2
d .
u Responding [ ] Router yourdomain.com.... 10128211 Cisco Systems 3
See also Managed |4 Responding 9 Router 1921681138
Resour roups on —
l()e(S)O ce G 0 PS 0 Page |id Responding WS Juniperts-10128.315.... 101 Modek (o) PowverConnect 6224
: {4 Responding SRX DellSR¥ES010.204.167 10 Vendor: [0 Dellinc.
— i B 41202 1:19 PM
(& Responding $RX DellSRN220n_166.10.20... |10 Discovery Date
Description:
¥ CiscoME3400-10128231 ... 10,

c 0 m m 0 n [ Responding

) G224 _Kinnick_73.10.20....

PowerConnect 6224, 3.3.1 10, WxWorks 6.5

Sotun
Tasks

By default this portlet usually appears
on the first page after you sign in. If
your package does not display it on that
page, you can click Add > Applications
and put it there. This portlet reminds
you of the following common tasks:

e SMTP Configuration
*  Netrestore File Servers
* Netrestore Image Repository

Common Setup Tasks

Description

| SMTP Configuration
5 MNetrestore File Servers

o) Hetrestore 0S5 Images

F X
Status Action
¥ Setup required edit
y‘ Setup complete edit
y‘ Setup complete edit

A red flag appears with the “Setup required” message in the Status column when these are not
configured. Configuring them displays a green flag with the “Setup complete” message. Click the
edit link in the Action column to open editors for each of these.

Password Reset

You can reset a user's password two ways. One is to login as admin and change the user's password
in Portal Settings > Users and Organizations. For additional information please refer to Portal >

Users and Organizations on page 46.

For the second method, users themselves can request an email be sent to them with instructions to

set a new password. Follow the steps below.
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Login fails. At the bottom of the login screen is the Forgot Password link.
A prompt appears for user to enter a Screen Name.

A prompt appears to enter the answer to the reminder question (their Father's middle name)
that they set when logging in the first time.

After entering the correct answer for their account, Dell OpenManage Network Manager
sends an email to the user’s email address. E-mail for password reminders / resets requires
setting up the fields in Control Panel > Server Administration > Mail, not the SMTP
Conlfiguration which is for Dell OpenManage Network Manager-originated e-mails.

After entering an incorrect answer, a request failed screen appears, with another chance for
entering a correct answer.

The e-mail provides a link where the user can enter a new password and confirm it.

SMTP Configuration

You can use Dell OpenManage Network Manager’s messaging capabilities to communicate with
other users, but if you want to receive e-mails automated by actions like configuration file backups,
Dell OpenManage Network Manager must have a mail account. This screen configures the e-mail
server so Dell OpenManage Network Manager can send such automated e-mails.

‘System SMTP Settings
SMTP Server Host smtp.myhost.com Ed Return Address test@test.com Ed
SMTP Server Port 110 r Default Subject
Authentication Enabled Icd Connection Timeout 0
milliszconds
User Name test Send Timeout 0
milliszconds
Password = Max Per Minute 0
Security SsL ;I
« Apply | @ Ccancel | & Test

The Apply button accepts your edits. Test tries them. Cancel abandons them and returns to Dell
OpenManage Network Manager. This screen contains the following fields:

SMTP Server Host—The IP address or hostname of your SM'TP server.
SMTP Server Port—The port for your SMTP server (110 is typical).

Authentication Enabled—Check this to enable authentication for this server. Checking enables

the next two fields.
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User Name—The login ID for the SMTP server, if authentication is enabled.
Password—The password for the SMTP server, if authentication is enabled.

Security—FEnable Secure Sockets Layer (SSL) protocol to interact with your SMTP server, or
Transport Layer Security (TLS).

Return Address—The return address for mail sent from Dell OpenManage Network Manager.

Default Subject—Text that appears by default in the subject line of mail sent by Dell
OpenManage Network Manager.

Connection / Send Timeout—The time-outs for mail sent by Dell OpenManage Network
Manager. If your SMTP server or network is slow, increase the default timeout.

Max Per Minute—The maximum number of e-mails Dell OpenManage Network Manager can
send per minute.

Two settings for e-mail servers appear in Control Panel, one in the Control Panel > Portal >
Settings Mail Host Names edit screen, and another in Control Panel > Server Administration >
Mail. These are for Liferay login and password reminders / resets (see Password Reset on page 88).
The Portal-based e-mail settings help Administrators limit signups to e-mails only existing in their
organization. The screen in that panel provides a list of allowed domain names, if that feature is

enabled.

Control Panel > Server Administration > Mail is where to configure the Main server and
authentication for routing mail
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Netrestore File Servers

The Netrestore file servers provide FTP connections for retrieving and deploying devices’
configuration files, and for deploying firmware updates to devices on your network. See Chapter 8,
File Server / File Management for a description of the portlet that manages file servers. If you want
to configure servers from the Common Setup lasks portlet, a slightly different screen appears when
you click Edit.

\(J' File Servers are used during Firmware Deploy and Configuration file Backup and Restore operations.

il . new file server
[Flle Server Mode: Internal (& External ]
Hame IP Address Het Mask Enabled TFTP Enabled Action
Intermal (FTPTFTR] o @ Lo L
Julia's FTR 192 1681 .31 2552652550 o @ Lot | =

o Apply | @ cancel

This displays configured file servers. Configure new servers by clicking the new file server link in the
upper right corner. The editing process after that is as described in File Server Editor on page 270.

/\  CAUTION:

If you select the internal file server, make sure no external file server is running on the same host. A port
conflict prevents correct operation. Either turn off the external file server, or use it as the FTP server.

Dell OpenManage Network Manager selects the file server protocol for backup, restore or deploy
based on the most secure protocol the device supports.

Deploying and Extensions

You can get add-on capabilities in Dell OpenManage Network Manager in the following forms:
*  Deploy Files
e Extensions
* .ocpand .ddp files
These add-on capabilities do not require a complete re-installation of the application. The
following sections describe how to update your initial system with them.
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Deploy Files

Updates to Dell OpenManage Network Manager can come in .war files—for example, a new
helpset (nvhelp.war), that updates the information about the program. To deploy such files,
copy them to the [installation root]\oware\ synergy\deploy directory. In the next
few minutes, Dell OpenManage Network Manager will deploy them.

Extensions

Extended capabilities for Dell OpenManage Network Manager may appear in jar files—for
example synergy-msp. jar. To deploy these, copy the file into the [installation
root] \oware\synergy\extensions directory.

.ocp and .ddp files

Device drivers and additional application capabilities come in files with the .ddp and .ocp
extensions, respectively. These install automatically during installation when they are in the
owareapps directory. To install them after your system is already up and running, use the following
command line programs:

ocpinstall -x [filename.ddp or filename.ocp]
ocpinstall -1 [filename.ddp or filename.ocp]

ocpinstall -s [filename.ddp or filename.ocp]
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Portal Conventions

This section explains how to navigate and configure the Dell OpenManage Network Manager web
portal. Because this portal is based on open source features, and can be so flexible, this is not a
comprehensive catalog of all its features. The following discusses only features significant for using
Dell OpenManage Network Manager.

The application’s web Portal contains the following common elements:

*  The Dock
*  Status Bar Alerts
*  Menu Bar
* Portlets
Because the elements that manage the Web portal are so flexible, and can be very detailed, only

Dell OpenManage Network Manager’s most important, or most-frequently-used features appear
documented below.

@ NOTICE

Clicking Go toin the Dock and selecting My Private Pages to open pages not shared with others, unless
you configure sharing. (See Sharing on page 110.)

Because they are so fundamental to Dell OpenManage Network Manager’s functioning, this
section also describes the following portlets:

e Audit Trail Portlet
e Schedules

You can rename any portlet by clicking its title. You can also configure portlets” default filters to
work in concert with the title. See Filtering / Settings on page 141.

Tooltips

Dell OpenManage Network Manager has help and tooltips that appear when you click the blue
circle with a question mark, or when you hover the cursor over a field.

| General Resource Information  wame of the resource |

Hame Juni;;:erJZSDEI-'ID.'I28.3.15.10.128.3.15 ¥
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Tooltips also display the content most fields in portlets. If the screen does not allow a full field to
appear, you can still find out what is in a field by letting the tooltip re-state what it contains.

Refresh

You may have to refresh your browser to see screen updates. One way to refresh without re-loading
the entire window, however, is to click the Refresh button at the top of an individual portlet. (See
Settings on page 104)

The Back Button

Although browsers have a Back button, this is not always the best

way to return to a previous screen within the portal. For example, & Return to previous
clicking Back within a breadcrumb trail of links returns to the root of

that trail. If it is available, the Return to previous button in the

upper right corner of a screen provides the most dependable way to return to a previous screen.

Shift+Click

When you Shift+Click the Details menu item, Dell OpenManage Network Manager opens a new
window with that Details screen. See Equipment Details on page 210 for a commonly-used
example.
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Show Versions

To see which products are installed, and what versions, select the Manage > Show Versions menu
item. This displays the installed package and modules, as well as their version numbers in the

Product Details tab.

-/ Show Versions

<= Return fo previous

| Redcell Synergy Platform

[ Product Details Installed Extensions

Adva FSP Carrier Ethernet Access Device Driver
APC Device Driver

Aruba Device Driver

Barco BCl Device Driver
Brocade Device Driver

Brocade RX Series Device Driver
Cisco CATOS Device Driver
Cizco 105 Device Devices

Cisco MDS Device Driver

Cisco Nexus Device Driver

Cisco PDUASA Device Driver
Cisco I05-XR Device Driver

Dell PowerConnect Device Driver
Doremi Labs Device Driver

EMC Device Driver

Enterasys Device Driver

/er Information

|»

Profile Details: Dell PowerConnect Device Driver

(&=l

Supported Model Identifier Type

PowerConnect 3424 1.38.1.41874 103953008 Switch
PowerConnect 3424P 1.36.1.4.1.674.10895.3008 Switch
PowerConnect 3448 1.3.6.1.4.1.674.10885.2007 Switch
PowerConnect 3448P 1.3.6.1.4.1.674.10895.3009 Switch
PowerConnect 3524 1.3.6.1.4.1.674.10885.3016 Switch
PowerConnect 3524P 1.3.6.1.4.1674.10895.3018 Switch
PowerConnect 3548 1.3.6.1.4.1.674.10895.2017 Switch

Interfaces:

Bridge Service

CDP Service

Config File - Backup

Device ACLI Service

Direct Access Login Service
Driver About Service
Firmware Deploy Service
Firmvwsare Service

IP Service

ﬁ 085 Versions =
1.00x

1.01x
1.02x
1.04x
11.0x

120x

;I 121% ;I

The Installed Extensions tab displays any installed presentation layer enhancements, and the
Driver Information tab displays individual drivers (see Device Drivers on page 17). Profile Details
outlines the supported device models, identifiers (OIDs), types and interfaces, and the OS
Versions supported. This information can be important when you need technical support.

NOTICE

o

You can also produce an HTML version of this screen’s information from a command line. Run drvrpt
(drvrpt.cmd in Windows) from \owareapps\ddbase\bin. The HTML appears in
[installation root]\reports\drivers.

Custom Debug

For more advanced users, any component under owareapps can define a Log43j . xml file for each
component matching the following pattern:

owareapps \<component-dir>\server\conf\*log4j.xml
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Consult these files for categories you want to change, and copy those (altered) properties to the file
you created in owareappsiinstallprops. The categories altered in this file override any others.
Changing such properties can produce enhanced error output in server logs. See also Application
Server Statistics on page 293.

The Dock

This menu bar appears at the top of portal pages. Its exact appearance depends on your package.
With it, you can open online help, add, edit, and navigate to portal pages and content.

Click the down arrow to see menus for items on the dock. Here are its functions

Help—Opens the online help.

Add—This menu lets you add Pages, or Applications.

@ NOTICE

The “breadcrumb” trail that appears near the top of pages lets you navigate directly through the

hierarchy of parent/ child pages directly by clicking links displayed there.

The More... menu item contains Dell OpenManage Network Manager’s content. Click a node
to see available portlets. See Portlets on page 102.

Manage—This menu lets you alter the following:

Page (page order [note that you can drag-and-drop pages within the Pages tab] permissions,
appearance and so on). You can create Children pages, and can Import / Export page
configurations as described below.

Manage Page

RCoynergy - Private Pages

x

_I @ Add Child Page _y Permissions ‘ [0 Delete IH Export ||::| Copy Portlets from Page _

4[] | Private Pages
Home
Ferformance
Resources
Alarms
Reports
Tetarork View
Traffic Flow
Senices
Discover
Adrin
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Details

Hame {Required)
Home B Other Languages (0) ¥

HTIL Title
BS oOther Languages (0) ¥
Friendly URL &)
http:ii192.168.53.124:8080/groupsroot fhome
™ Hidden &
Type

Forllet =l

SEQ

Look and Feel

Layout

JavaScript

Custom Fields
Advanced

Mohile Rule Groups
Customization Settings

save | cancel |



Use the screen that appears after selecting Manage > Page to configure add or
delete pages and to manage their appearance and permissions. You must
refresh any altered page before edits take effect.

@ NOTICE
You can create a new page, then Copy Portlets from Page you can duplicate another page’s portlets on
the selected page.
Page Layout—Contfigure the page’s columns. This menu item does not appear if you have
an expanded portlet open, because the focus is not in the context of a page.
The Freeform page layout may stack portlets on top of one another. Toggle the
Fullscreen icon in the upper right corner to see portlets so you can re-arrange
them.
Site Settings— Configures page behavior, look and feel. See also Import / Export on page
109.
Show Versions—See Show Versions on page 95.

Go To—Makes the selected screen type appear. Select My Public Pages or My Private Pages, for
example. When you add a new Community, its configured pages appear in this menu too.
This also provides access to Control Panel (see Control Panel on page 44).

@ NOTICE
Best practice is to use multiple pages within Dell OpenManage Network Manager rather than multiple
tabs.

Administrators can permanently configure Public pages, while users with fewer rights can only
configure their Private pages. Any page changes persist after you make them, provided you
have the rights to make changes on a page. See Public / Private Page Behavior on page 50 for

the details.

[User Name] (sign out)—Opens the Manage My Account screen, where you can configure your
name, job title, image, e-mail and so on. The Sign out link lets you log out of Dell
OpenManage Network Manager.

@ NOTICE

If you cannot see enough of the screen to use this editor as you like, manage your account from Go to >
Control Panel > [User Name] > My Account

Toggle Full Screen—The icon on the far right of this bar toggles its appearance / disappearance so
you can use more screen area for portlets if you need it. This toggle also impacts the Menu
Bar.

The Dock | Portal Conventions
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Status Bar Alerts

The Status bar appears at the
bottom of the portal. On the left,
it catalogs messages and
notifications you have received,
including generated reports in My
Alerts. Click the magnifying glass
to the right of reports and Job
Status notifications to open a
separate viewing window. The
panel includes Current and
Archived messages tabs.

@ NOTICE

You can see the portal when web server is up, but application server is not. When application server runs

My Alert’Action History

= Selection =

All

<7

8w i S i e S

Date~

63113 3:45 PM
6I3/13 3:42 P
63113 2:55 PM
6/3/13 2:53 P
SB3M312:02 PN
6313 12:01 PM
&3N3 12:01 PM

6I313 12:00 PM

Details

'@' Executing Discovery Group for tmcpe is complete.
@' Clean Service is complete.

'a‘ Executing Discovery Group for junbase is complete.

la' Clean Service is complete.

'a‘ Executing Discovery Group for junbase is complete.

l@' Clean Service is complete.

'@' Clean Service is complete,

@' Clean Service is complete.

Ha@ iz 2 2 »n

%

i

i

il

7%

il

%

%

after web server has started, and you have already started the portal, an alert appears letting you know

application server is up.

Notice you can delete Selection items (checked on the left), or All items with the buttons at the

top of this screen.
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Chat / Conferencing

This portion of the message bar lets you send and receive messages to colleagues who are online at
the same time you are.

Julia Oug L ;I
Mark Sanders L
Milan Adamek o
Qiang Xiao @

Join ﬁ Ranjan Bonthala L]

Conference Name

Suman Sarkar L
Test conference . —
Synergy Admin L4
This i ivat: fi
l_ 15 IS a private conference wicki Crozier @
5 Invited Participants . . ﬂ

0 participants have been imvited edit B [ | Ocolleagues (1}

Participants

Mo patticipant,

Create

# ¥ showme asanine

2 Play a sound when I receive a new
message in a hidden window.

Save

=

= ih  Colleagues( )

Whatever item is of concern can be shared. So if a router is causing difficulties, you can share a link
that opens the router's information and share it with other users with Dell OpenManage Network

Manager’s internal instant messaging / chat system. With conferencing, you can invite more than

one person to collaborate.

These capabilities have the following fields and other possibilities for you to configure:
[Saying] —Configure this text in the menu produced by the Settings icon (the next item).

i (Settings)—This configures your user settings for any online chat with your colleagues,
including the saying, whether your online presence appears, and whether to play a sound
when messages arrive.

@ NOTICE

When you have a message from another user, that user’s name appears on the status bar to the left of
thisicon.
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@ (Conferences) —This configures your user settings for any online chat with multiple
colleagues. The Create tab lets you edit to invite colleagues, configure an invitation message
and check to make a private conference that only invites can attend. The Join tab becomes
active when you are invited to a conference. An online chat window appears after you join.

Conferencing also opens a screen that both records text and provides a virtual white board
where participants can draw.

Tue 08:30 AW Synergy Admin has joined the room A E =T % 5 W e

Tue 08:32 AM test test has joined the room

test test: This is a message from Test
Tie 08:32 AM

Synergy Admin: This is a message from Admin
Tue 08:32 AM

)
I~\
)

F 3 ‘ Synergy Admin] test test

Hover the cursor over the white board tools at the top to see what they do. Enter text in the
lower left corner, and it appears on the left after you click Enter. Conference participants
appear with icons and colors keyed to their text in the lowest portion of the screen.

K nNotE:

If appearance or performance concerns impede your conferencing, clear your browser’s cache, then re-
try conferencing.

Colleagues (n)— A green dot indicates others are online (it is red when you are alone), and n is
the number of colleagues online. Click to open the chat screen. Click on a colleague and enter
text at the bottom of the popup that appears to send messages. Previous chat history also
appears above any current text on that chat popup.

Click the minus icon in the top right corner of these screens to close them.

Menu Bar

The Menu Bar appears on the left side of the screen. It consists of Menu items that lead to separate
pages configured with Manage > Page.
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The pages that appear on this bar can vary, depending on which Dell OpenManage Network

Manager package you have installed.

The toggle on the right side of the The Dock makes this menu bar appear or disappear.

o

NOTICE

You can drag and drop the menu bar labels to different positions, and can click a label to rename the

u

page, or delete it (with the “x").

See How to: Create a new Page and Rearrange Pages on page 75 for more information

Site Map

To see where pages sub-pages, and portlets are within your
installation look at the Site Map portlet.

Click the link(s) to go to the pages. Use your browser’s

search function to find portlet names within this Site Map.

Graphs / Tooltips

Graphs can appear in performance portlets. These display
the real-time division of performance metrics, and you can
change their appearance, or associated data lists display.

&) Site Map E 4+ X

+ Home

o Quick Navigation

o Common Setup Tasks
© Announcements

o Message Boards

o Site Map

» Performance

Managed Resources
Ports

Top Problem Nodes
Resource Monitors

c oo oo

Dashboard Views
o Top N

Top Ping Response (Slowest)
Top Interface Errors

Top Memory Utilization

Top Problem Nodes

Top Interface Bandwidth

Top CPU Utilization

Top Disk Utilization

e o000 0 0

o

Hetwork Dashboard

o Performance Dashboard

Hovering the cursor over a listed
item in the column where a
question mark appears indicates a
« L . . .
tooltip” with more information is
available for this item. An

. . R Ping Rate (ms)
informational popup screen : TS

T d
408 908 1406 19:06 24:06 29:06

rﬂ Juniper E-series 310
m Juniper Metworks, Inc.

appears after a brief wait to query
the application server. These pop-
ups can include graphs of recent
activity too.

Date: 06M 740 05:05 PR
— ms): E—— T15.00%
Description:

Juniper Metworks, Inc. ERX-310 Edge Routing Switch Sy
“ersion : (10.3.0 release-0.0 [Buildld 11492]) Build Date :

October 16, 2009 12:14 Copyright () 1999, 2001 Juniper
Metworks, Inc.
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Graphs can appear as lines, bars or pie graphs, depending on the portlet, device and activity
monitored. For graphs like Top Talkers you can now sce the port in the chart as a Legend tooltip.

E4 NoTE:

Install the latest Adobe Flash for graph functionality.

Portlets

Portlets are the elements of any page within the Dell OpenManage Network Manager web client.
You can drag and drop them or add/delete them within pages to configure the portal’s appearance.
Initially, they appear in a small, summary screen format. Click Add > More... to add a portlet to a
page you have created. See Portlet Instances on page 105 below for the distinction between portlets
that display the same data, and portlets that can exist in more than one instance, displaying
different data.

For a more specific look at available portlets, see the chapters following this one. The following
describe common portlet features.

One of the first portlets

typical users see is Discovery @ Discovery Profiles P
Profiles.
. . . 9 f T i Search
To act on listed items, right-
. . Hame~ Description Default Scheduled Hext Execution Date
click. A menu appropriate to :
the portlet appears 2 Imkinker ° e
p ) PP ' & wEBM Q Mo
The tlt]e bar for the pOl‘t]et Q QAFTP_T...  Shared FTRIT... 0 Mo
dlspliays ltS name. TO rename Q Printers Dizcover Print... O Mo
it, click on the name, and the .
X X & Netscreen 0 Mo
tield becomes editable. You = —
. & MIMICLab MIMIC simulati... O Mo
can make changes, then click
ez = »o

the green checkbox to accept
them (or the red “X” to
abandon them). The right portion of the title bar contains several editing controls. Clicking on the
wrench icon produces a menu that leads to editors for the Configuration of this portlet (user
permissions to view and configure, Sharing, and so on). |

The plus or minus (+ or -) icons Minimize, displaying only the title bar, or Maximize, displaying an
Expanded Portlets, and X removes the portlet from the page.

@ NOTICE

To see information about listed items in a portlet, hover your cursor over the row until a question mark
appears. A mini-query about the selected item appears in a large tooltip. See Portlet Toolbar below for a
description of the buttons at the top of portlets.

1. Some portlets, like Site Map, let you import or export .lar files of their setup and user preferences.
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Portlet summary screens support displaying up to 200 rows, the expanded portlet supports 1000.
Using the portlets’ filtering capability makes more sense than trying to see more rows. (See How to:
Filter Expanded Portlet Displays on page 108.)

Portlet Toolbar

Buttons on portlet toolbars let you do the following:

e

9 f,_ B i Search

?—The Question Mark icon accesses online Ielp, opening the page appropriate for the
portlet.

Refresh—Isolates the browser’s page refresh to the selected portlet

Settings— Configures the portlet’s filter, size, and so on. In portlets like Alarms, this also can
configure whether charts / graphs appear.

@ NOTICE

Even if the current filter is identical on summary and expanded portlets, the list of items may vary
between the two views because they have different numeric limits for the number retrieved items. The
workaround to make this difference irrelevant is to use the Search button to find items. It searches the
entire database.

Search— Locates an item in the portlet. When you click this, the columns filtered in the database

appear indented. For example, Name and Model appear indented in the Managed Resource
portal.

This search function highlights the column header in columns searched. This search provides
a generic string search, and may not be compatible with all fields. For example you must use
advanced search available in Expanded Portlets to search IP addresses.

@ NOTICE

Search appears in the footer if the widget has pagination.

Similar functionality is available in Expanded Portlets when you click these buttons in the upper
right corner. The Settings button also lets you configure the columns displayed and their order. See
[Tow to Show / Hide / Reorder Columns on page 107.
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Settings

The Settings button opens a screen where you can configure the Max Items that appear in, and the
Filter applied to the summary portlet with an Apply button to activate any changes you make there.
The Settings screen also includes a tab where you can Show / Hide / Reorder Columns.

|| 3 i Search
e /u e —

Colutmns J

’Nlax Results / Page Sizing

Max tems Returned:

25 =
Max hems per Page:

e
125

Filter

Current Filter:

| Defaut Resource Fiter =l [~[4]

o Apply | % Close

For performance reasons, Max Items are often relatively low defaults.

Settings in expanded portlet does not include the Filter item where you can set the default filter for
the portlet. See Filter Expanded Portlet Displays on page 108 for information about the alternative.

@ NOoTICE

As an Administrator, you can configure a portlet’s default display filter, then click the portlet name and re-
name it. For example, make the default filter in Managed Resources display only Dell Routers, then click
Managed Resources in the upper left corner of the portlet to rename it Dell Routers.

If you are not an administrator, you must make a personal page for such portlets if you want the
filter settings to persist.
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Search

You can search by clicking Search at the top of portlets. This opens a search field where you can
enter search terms for all the fields that appear in the list at the top of the portlet. The search is for
what you enter, no wildcards are supported. To clear a search, clear the field.

This searches all available items in the database, whether they appear listed or not.

@ NOTICE

Sort on a column by clicking on that column’s heading. Reverse the sort order by clicking it again. This
only sorts what appears in the portlet, whether expanded or not. The application remembers each user’s
choice saving the last Sort Column and Order on any page. Most portlets also “remember” settings for
Max Items and the selected Filter.

Portlet Instances

When you add content to a page, some portlets

(for example, the OpenManage Network <1/ [RC] Resource Management

Manager Container View portlet) appear with a Authertication Al
purple icon and others (for example, the Container Manager A
Authentication or Container Manager portlets) [ Container Yiew Add

have green icons. The green-icon portlets are
instanceable and the purple-icon portlets are non-instanceable.

In other words, you can add only one instance of the (purple-icon) Container View portlet to a
community; and it displays the same data, even if it appears on more than one screen.

E4 NoTE:

Once you have added a non-instanceable portlet to a page, its entry in the Add menu appears grayed out
and disabled. You can add more than one non-instanceable portlets to different pages, but they display
the same data. Instanceable portlets can appear multiple times on the same page, and can display
different data.

The Authentication portlet, for one example, is different. You can add it many times to pages in the
community, and can configure each instance of the portlet to display different authentication data.

Mandatory Fields

Some portlets include
editors. These appear after
you select an item, right-
click, and select either
New or Open. Mandatory fields in these editors appear with a red flag icon to their right. That flag
may disappear once you fill in the field. Mandatory fields in an Action appear with a red flag icon to
their right. That flag disappears once you add the action to an Action Group.

Hame testl ocation *
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Sorting Portlet Lists

Sorting tables that list items occurs when you click a
column heading. The arrow to the right of that heading’s

Location Hame ~

text displays the direction of the sort (ascending or fret-acaten
descending). When the arrow appears in a heading, the necte
lost in space

selected column is the basis for sorting.

Expanded Portlets

Many portlets appear with a plus (+) icon in their upper-right corner, and can expand to display
more information and permit multi-selection of listed items. Return to the smaller portlet by
clicking Return to Previous in the expanded portlet’s upper right corner.

@ NOTICE

If you want to multi-select within listed items in a portlet, you must typically expand it. One exception to
this rule: the File Management portlet.

User permissions may limit access to the expanded portlets. For example, OpenManage Network
Manager can have many communities and limit users” memberships. Such users can lightly browse
other Communities’ screens without full privileges!. See Control Panel on page 44 for more about
setting up user privileges for portlets.

& Discovery Profiles < Return to previous
e ,—’ W | i Filter: @ ‘ Default Resource Profile Fiter ;I [ Advanced s Quick Search [E_n] Export
Hame~ Description Default Scheduled Hext Execution Date
Q Discover VWMl Wil devices + switch(s) needed for ethernet lin... 0 Mo
! Discover Procurve LAB Procurve Devices 0 Mo
Q Discover Netgesr Al LAB netgear Devices 0 Mo
) Discover [Pl - DISCOVER (Meed snmp disc ... Needto 1- discover as snmp 2- add IPM MGMT i 0 Mo
g Dizcover Dell Al Lah Dell devices 0 o
Q Discover Clsco Al LAB cisco Devices 0 Mo
§ Dizcover WEBM Linux RH 0 Mo
% Brocade_Foundry BrocadeFoundry 0 Mo
17 itemys) returned H 4 1 e 2 r H
) widgets

Reference Tree
& & Discaver Dell

/s Authentications

Tasks

1. Screen size limitations may require you to expand the browser to see expanded screens correctly. You must have at
least 1250 pixels in width.
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You can right-click to act on listed elements as in the basic, smaller portlet, but here you can also
see details about a selected row in the Widgets / Snap Panels below the table list items in an
expanded portlet. Click on the circle / triangle labeled Widgets to collapse the lower panel.

Widgets / Snap Panels

The widgets, or snap panels that appear below the
expanded portlet’s list can “stack” on top of each other, so
several can appear simultaneously in each slot for Snap

) widgets

() Reference Tree

Panels. Click the title bar of the panel to toggle its ©/ ap darreni@0n. 10.126.4. 227

expansion or collapse. In the Reference Tree snap panel,
click the plus (+) to expand the tree of connections.

You can collapse the entire snap panel area by clicking the
button next to Widgets at the top left of the bottom

© 8 etho
) 3 Manitor Skakus

=} uEEqulpment to ¥endar
o [ METGEAR

", This Equipment has these Authentication(s)

@ ’ Monitor Status

portion of expanded portlets. These panels re-appear when

you click the button again.

x How To:

Show / Hide / Reorder Columns

Click the Settings button in an expanded
portlet, and screen appears with a
Columns tab where you elect to show or
hide columns. Click the appropriate
buttons (they change color) to display the
columns you want. You can also drag-and-
drop the order in which columns appear
to re-arrange the display. Click Apply to
change the columns that appear on
screen by default. Abandon any changes
and Close this screen. The changes
appear instantancously when you return
to the expanded portlet.

Pages

Most portlets use the “recorder” icons to page through a list that occupies more
than one screen. The right/left arrows go forward and back one page. The icons at

() Details

[ Filter/Results Columns J

Columns ¢an be re-ordered by dragging the column up or down in the list below:

o |68
Description m |E|
Defauft m |E|
Scheduled m |£|
Next Execution Date |E| m

«F Apply ® Close

either end go to the beginning or end of the pages.

Status Bar Alerts | Portal Conventions

107



Exports

You can export from expanded portlets to Excel
and Acrobat formats. Click the Export button in
the upper right corner, and select the type of . y
export. These selections download to the default | Format Type ‘
download location you have configured on your | FOF {5 Excel = ooy ‘
browser. Some browsers display the pdf before
you can save it.

507 Generate Export ® Close

Widgets / Snap Panels (Reference Tree)

These vary, depending on the portlet, but the

convention of displaying a Reference Tree panel is common.
This displays items related to the selected list item in tree S 8 i

form. Click the plus (+) to expand a node on the tree. & § Horitor st

() Reference Tree

= gy darrenA4E9CE.10,128.4,237

Click Return to previous in the upper right corner of the @ uigEaupnent o Vencer

expanded portlet to return to the summary page where you L -
« 1 & 'l This Equipment has these Authentication(s)
started. If the page you are on has a “breadcrumb trail” of © B vonior stats
intervening detail pages (for example), you can click an
intervening page’s breadcrumb if you do not want to return = @ oetais
to the previous screen

© [@nETCEAR

%
x How To:
Filter Expanded Portlet Displays

108

Among other places, filters appear at the top of expanded portlets. Many pre-installed filters come
from drivers your installed package. Filters match entity types, but may not necessarily be sensible
in the context of a particular portlet.

You can pick from already-configured filters with the drop-down on the left, or you can click
Advanced Filter to create one of your own.

‘ 0 f’i W | & Filter: L@ ‘Defauftﬂesoume Fiiter ;I = Advanced { Quick Search Lnl Export

0|Equwpmem Mame LI |comains ;I test o Go Save As

d

= = °|Dascripliur| ;I |currtair|s ;I test O Reset
(1]

After you click the green plus (+), select and or or on the left to combine more than one filter.
Click Apply Filter to see the list after the filter acts on it. Click Reset to return the list to its original
state. This search function highlights the column header in columns searched if it looks in more
than one.
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Click Save As to preserve a filter you have configured for future use. The pick list in the upper left
corner of this filter panel is where you would select it.

Hame Cizco Juniper Devices

Description  These are Cisco & Juniper Only

[n] Save @ Cancel

Create a name and description, then click Save on the next screen to preserve your filter
configuration. See Redcell > Filter Management on page 58 for the screen that lists all such filters.
When using a filter you must click the Go buttons to the right of the drop down list to make it take
effect.

@ NOTICE

You can also filter what appears on a page with the Container View portlet. Select a container, and the
rest of the portlets on that page confine displayed data to reflect the selected container’s contents.

Locating Portlets

Portlet locations can depend on package configuration and user preferences. To find the current
location of a portlet within the pages of your system, add the Site Map portlet to a page, locate the
portlet you want in the list of portlets in the Site Map, then click the link above the listed portlet to
go to that page.

Common Menu ltems

Several (right-click) menu items appear in multiple portlets. In addition to editing commands
(New, Open), such menus let you:

* Import/ Export [All]

*  Share with User—See Sharing, below.
* Edit Custom Attributes

* View as PDF

Import / Export

Menus often contain these options:

Import— Retrieve a file with an XML description of the listed items in the manager. Some imports
can come from a URL.

Export Selection— Export a file with a text or XML description of the selected item(s) in the
manager
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Export All— Export a file with a text or XML descriptions of all listed items in the manager.

You must import into the correct portlet. You cannot import event processing rules into the Actions
portlet, for example. You must import event processing rules into the Event Processing Rule
portlet.

@ NOTICE

To Print a portlet's contents Export an expanded portlet into PDF, Excel or CSV format and print or open
the exported file in another program. The filter applied to the portlet when you do this determines what
appears in the exported file.

Sharing

You can share elements within Dell OpenManage Network Manager with colleagues when more
than one user exists on your Dell OpenManage Network Manager system, and consult with them
using the texting described in Status Bar Alerts on page 98.
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X How To:

Share a Resource

To share an something, first select it where it appears listed in the appropriate portlet. Right click
and select Share Asset.

1. Select the user you would like to share this asset with:

Hame Title Online Last Login Status Message
Suman Sarkar a I,
a; Jack Black a 06M 810 0243 PM
IT dorado a 06/ 41005315 PM
sample account a 064410 10:32 A
Bill Acevedo a 0621101221 PM
Mark Sanders a 061510 0227 PM

2. Type in a message which will be presented with this asset:
Check this out...

Attachment: | [1 - Informational] redcelEguipmentResynchiotification, Result: Success

Share Asset | Cancel |

In the subsequent screen, select a user with whom you want to share, type any message you want to
include and click Share Asset. The chat message to the selected user includes your text and a link
that opens to display the Snap Panels for the selected item. Cancel aborts sharing.
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Edit Custom Attributes

In several right-click menus (Managed Equipment, Port, Contact, Vendor, or Location), the Edit
Custom Attributes menu item lets you open the custom attribute editor appropriate for the device
type listed in the portlet. See Redcell > Data Configuration on page 57 for another way to get to
this editor.

- w
Attribute Definitions # Add |
Enabled~ | Hame Type Label ToolTip |
Q Custom10 Date [

6 Custom1 Boolean P
Q Custom12 Boolean L&
6 Custom13 Boolean P
Q Custom14 Date [
Q Custom15 Date [
Q Customs Date [
Q Custom3 Date [
Q CustomB Integer _2
6 Custom? Integer 1_4_?
Ly
0 Cancel
Enabled 2
Label TestCustomattribute z
ToolTip Thiis is & test

o Apply | @ cancel ‘

Clicking the Edit icon for a row in the editor lets you edit rows describing custom fields with the
popup editor. The following are typical custom attribute properties you can alter:

Enabled — Check Enabled to activate the selected custom field.

Label — This is a label for the tooltip identified in the Name. The Label is what you see in the
portlets appropriate for the entity type you have selected. The Type column in the attribute
describes the data type of the custom attribute (String, Integer, Date, Boolean—read only).
When you select Boolean the field is a checkbox.

Tooltip — The tip that appears when you hover the cursor over the custom field.

Click Save to preserve any changes you have made, or Cancel to abandon them. Edit a resource and
look in the Extended Details / Custom Attributes panel to see them.
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View as PDF

This displays the selected asset’s information as a PDE.

B jas s ae il g S [}

Alarm
Tue Apr 12 10:09:37 PDT 2011

Severity 6 - Critical

Assigned User

Acknowledged false

Date Opened 04/12/11 09:08:30 AM

Count 1

Entity Name 2/0/36 (NetgearGSM7252PS-1_9.10.1284 9 -
Unit 2 : Slot 2.0)

Device IP 10.128.4.9

Entity Type Port

Event Name linkDown

Message ifIndex: 88

= »

You can scarch, print or save this to file, and use any of the other Acrobat capabilities. Clicking the
acrobat logo docks the floating / disappearing Acrobat toolbar within this screen.

@ NOTICE

To search the PDF produced, click the binocular icon in the docked toolbar. Dock the toolbar by clicking
the Acrobaticon on the far right.

You can also create PDF reports containing descriptions of multiple selected assets, but you must
open an expanded portlet to multi-select.
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Tag

The right-click menu of many items lets you tag them, for example Managed Resources, Locations,
Contacts, Customers, Services and Containers. When you select the Tag menu item, and
Coordinates, a new Map popup appears (sce Tag on page 173) and you can search for an address or
click on the map to specify its coordinates. See Map Context on page 249 for more information
about the uses of tagging.

@ NOTICE

If you want to enter the longitude and latitude of your Dell OpenManage Network Manager installation,
this is one way to get it. Go to Control Panel’s Redcell > Application Settings to enter the information.

Audit Trail / Jobs Screen

When you execute an action, for example when you resync network resources, an audit trail screen
appears with a tree displaying the message traffic between Dell OpenManage Network Manager
and the device(s) the action addresses.

=) @ Processing Task '‘Resync’:
=} !a' Processing Task ‘Resync’ on target DellEX4500-40.10.20.1.165:

) @ Equipment Re-synchronization: DellEX4500-40f.10.20.1.165

B | of | (Y 10/121:35PM @Y 10/012 1:36 P Z admin @ Success

@ Longest Action: 28.178s - Processing Tas..
© Shortest Action: 28 178s - Processing Ta_.

To see the details of any message, click on it, and those details appear in the lowest panel of this
screen. If you click on a summary message (not a “leat” on the tree), a graph appears displaying the
duration for its component messages. Hover your cursor over each portion of the graph for more
detalils.

The time for messages and logged in user initiating the action appear on the bar between the upper
and lower screen, and an icon summarizing the action appears on its right. Click the second icon
from the left to configure the amount of detail displayed in audit messages. Click the first
(Refresh) icon to re-display messages if you re-configure the type(s) displayed.
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To review the audit trail for recently completed processing, open the My Alerts tab in the lower left
corner of the portal, and click the magnifying glass to the right of the message.

ction History

= Selection | = Al |

‘ | Dater

‘ Details

| d

BI3/13 3:45 PM

6/313 3:42 PM

s

BI3/13 2:55 PM

6313 253 PM

6/3/1312:02 PM

6/311312:01 PM

6/31312:01 PM

o o I Y o Y ]

613113 12:00 PM

& Executing Discovery Group for tmcpe is complete.
a Clean Service is complete.

& Executing Discovery Group for junbase is complete.

a Clean Service is complete.

a Executing Discovery Group for junbase is complete.

a Clean Service is complete.

a Clean Service is complete.

a Clean Service is complete.

W@ 2z rm

il

il

%

Some audit trails display as many as three tabs for the Input (the command variables sent to the

device), the Job Viewer with the message traffic to the device, and finally the Results of sending the
messages to a device!. This lists devices on the left, and message traffic for a selected device on the
right.

Building configuration...

Current configuration : 8215 bytes

no service timestamps debug uptime
no service timestamps log uptime
no service password-encryption

boot bootstrap tftp://192.168.1.3/c7200-]k%033-mz.124-3.T.bi
boot system tftp://192.168.1.3/c7200-]k%035-mz.124-3.bin
boot system slot0:c7200-ik85-mz.123-4.T.bin

boot system tftp://192.168.0.175/c7200-jk%035-mz.124-3.bin

logging buffered critical
logging console warnings
logging monitor critical
enable secret 5 £1&foMxSTAOUr¥TINQVYYM3n¥S7nQo

] [ Input Job Viewer m
@ @ Processing Task test show attributes” | Target Name | show run
(=} @ Processing Task ‘test show attributes’ on target Router. 192.168.1.138: a Router 192.168.1.138
il Executing Adaptive CLI'test show attributes’ '
i Running script ‘Seript 1', click here to see command list... version 12.4
_ ) ) ) no service pad
Q Executing read commands against device
ﬂ Adaptive CLI execution completed, click here for details...
ﬂ. Completed Task Status ‘Executed”. T
hostname Router
'
boot-start-marker
boot-end-marker
'
enable password cisco
'
Ta| of | swnzizazen %) Success o maa new-model
'
= !
show run A resource policy
Building configuration... '
no ip subnet-zero
Current configuration : 8215 bytes no ip source-route
1 '
wersion 12.4 !
no service pad no ip cef
N X '
® Close % Close
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Close the audit trail viewer any time, and the action continues in the background. The the audit
trail is archived in the portlet described in Audit Trail Portlet on page 116.

Configuring Job Viewer's Appearance

In Control Panel, the Redcell > Application Settings screen contains a Job Viewer panel where you
can elect any of the following:

*  Show Job Viewer after Execution
*  Always show Job Viewer for Actions
*  Show Information Messages by Default

Check the checkboxes next to these options to enable them.

Audit Trail Portlet

The audit trail summary portlet displays an archive of the message traffic between Dell
OpenManage Network Manager and monitored devices, as well as OpenManage Network
Manager’s reaction to failed message transmission.

i Audit Trail F+ X
e f T i Search
Creation Date = Subject Action User ID Status
45251 2 10:36 AM _'.'{1_ Administrator ioe User Group Mo... _'3_' CPLblic ﬁ
45251 2 10:33 AM _@_ Administrator 52 User Group Mo... ‘_C‘_, CPLblic ﬁ
4r23M 21017 AW & TestProfie ioe Resource Profil... _'3_' admin ﬁ
4i25M 2 9:07 AM 52 Proscan Target... ‘_C‘_, acmin a
452512 8:30 AM _'.'{1_ Administrator ioe User Group Mo... _'3_' CPLblic ﬁ
4i25M 2 T:37 AM 52 User Login ‘_C‘_, acmin ﬁ
4i25M2 T:36 AM _'.'{1_ Administrator ioe User Group Mo... _'3_' CPLblic ﬁ
4724112 3:07 PM 52 Proscan Target... ‘_C‘_, acmin a
412412 254 PM _'.'{1_ Administrator ioe User Group Mo... _'3_' CPLblic ﬁ
4724112 2:49 PM _@_ Administrator 52 User Group Mo... ‘_C‘_, CPLblic ﬁ
452412 2:00 PM Wirtual Storage ... (50 Report Executed _'3_' acmin a
452412 1:52 PM Wirtual Storage ... (52 Report Executed ‘_C‘_, acmin a
412412 1:52 PM Wirtual Storage ... (50 Report Executed _'3_' acmin a
4724112 1:44 PM 52 User Login ‘_C‘_, acmin ﬁ
412412 1:44 PM _'.'{1_ Administrator ioe User Group Mo... _'3_' CPLblic ﬁ
HKa@z »n

1. This screen can, by default, conceal the info-level messages. To see them, click the icon next to the Refreshicon to
open the message level selector and check the info circle level of reporting, then click Refresh to see those blue
circles.
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The Creation Date, Subject, Action (the summary message of the audit trail), User ID (the login
ID of the user whose actions resulted in this trail), and Status of the messages appear in the table
(hover the cursor over the icon for a text message describing status). Right click to Delete a
message, manage its Aging Policy or View as PDE See Redcell > Database Aging Policies (DAP) on
page 60 for more about such policies.

Expanded Audit Trail Portlet

When you click the plus (+) in the upper right corner of the summary screen, the expanded portlet
appears. Click the Settings button to configure the columns that appear in this screen and their
order. Filter the appearance of the screen with the Advanced Filter capabilities at its top.

¢ Audit Trail <= Return to previous
@ | Byl ¢ Fiter: @ [Defauk Audt Traiks Fiter =1 © Advanced © Quick Search [l Export
Creation Date v Component Action User ID Status User IP Subject
4251210036 AM Redcell Commo...  {5; Lser Grou... ‘_f.‘_‘ OlPublic B 19216853124 _@ Administrator
42512 10:33 &AM Redesll Commo... {55 User Grou...  fL OWwPublic (7] 192.168.53.124 S administratar
AIZSAZ 01T AM Redcell Commo... {3 Resource _'3_ aclmin B 192.163.53.124 & TestPrafile
402512 507 AM Reticell Chang... 2 Proscan T... L admin (] 192.168.53.124
4i2502 6:30 AM Fedeell Commo... {55 User Grou. B OwPublic B 192.168.53.124 L admiristrator
4252 73T AM Redcell Commo... (5 U=er Login _EL admin B 19216353124
42512 7236 AM Redesll Commo... {55 User Grou... | fl OWwPublic 7] 192.168.53.124 S administrator
42412 307 PM Fedcell Chang. gy Proscan T _:L aclmir a 19216853124
402412 2:54 PM Retcell Commo... {0 User Grou... | L OWPublic 7] 192.168.53.124 A Administrator
4i24H2 2:49 PM Receell Commo... 455 User Grou. B OwPublic B 192.168.53.124 A admiristrator
402442 2:00 PM Redcell Report .. (5 ReportExe... | L admin [~} 192.168.53.124 Virlual Stor...
472412 1:52 PM Redcell Report {5 ReportExe.. fL admin ] 192.168.53.124 Virtual Stor...
4i24/121:52 PM Redcell Report .. (30 Report Exe _Q_ aclmin ] 192.163.53.124 Wirtual Star
4024012 1:44 P Redcell Commo... &5 User Login _EL admin B 19216353124
42412 1:44 PM Fedeell Commo... {55 User Grou. B OwPublic B 192.168.53.124 L admiristrator
472412 1:20 PM Redcell Commo...  ¢5) Equipment .. _EL @ 192.168.53.124 ¥ ciscalsD2..
4024112 1:20 PM Receell Comma_ {55 Equipment ... B ] 192168.53.124 “F CiscoME34

7 item(s) returned

In addition to the summary screen’s columns, the following are available in this screen:

User IP—OpenManage Network Manager creates the Audit Entry for IP Address of the related
user. If it cannot acquire the user’s IP Address or if the audit entry occurred because of a
Scheduled or System event then the IP address is for the related Application Server.

Subject—The equipment at the origin of the message traffic with Dell OpenManage Network
Manager.

You can right-click a selected item and either Delete it, or View Job. This last option displays a
screen with the details of the job itself.
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View Job

The Audit Job Viewer displays the audit trail messages in tree form. To see the contents of an
individual message that appears in the upper panel, select it and view its contents in the bottom
panel. The divider has Refresh double-arrow, and screen/arrow icons in the left corner, and an icon
indicating the status of the job on the right. Click Refresh to clear an old message so you can view a

new one.

Click the screen/arrow icon to

check (info, warning, error) filters Bl o ” @ FA S| [Oanzssm ) rare
that limit the types of visible — —
messages. Notice that when you com.dorado.redeell.roi.auth.exceptions @ No 4

select a message, its date and
time appears to the right of screen/arrow icon.

Schedules

To schedule an action, for example using a
discovery profile, right click and select p
Schedule. The Schedule panel appears, £ i

where you can create a new schedule, 1L 35 AM

entering a Starting On date and time, and (D Recurrence:

Stopping On date and time or occurrence =T = . =
number. You can also configure recurrence Enable Schedule: [

in this screen.

@ Stopping On:

Once you save the schedule, the action (for
example Discovery Profile) it also appears in
the Schedules Portlet as a scheduled item.

" By Date and Time ¢~ By Occurrence (3" Mever

|l Save | ® Close |

X How To:

Schedule Actions

To schedule an action triggered from a right-click menu (for example from Managed Resources or
Schedules portlets) rather than execute it immediately, follow these steps.
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1 Select the action in the right-click menu. For example: device Backup.

= BACRI DEVIGe [ x ]

Results.

Specify Backup Options

File Hame DefauttConfig z Update user label

Description Email Settings

add email

Add Equipment

Select Targets for Backup

Add Groups

Remove All

Hame | Last Backup Results

Last Backup Date

Action |

(&) 6224 _Kinnick_73.10.20.1 73

o

Device Options

Tunning-config |

Config File

[ AddSchedule | | Execute | ® Close |

2 Rather than clicking Execute, click Add Schedule.
3 The schedule panel appears.

Resulis

o EALRU DEvILE 0

) Starting On:

424112 8:28 AM =

= Recurrence:

Every vI 1 Dayis vI

Enable Schedule: @
\

© Stopping On:

By Date and Time ' By Occurrence (% Maver

\

o Apply | @ cancel |

Configure the start time and date, recurrence, and stop parameters in this screen. The Results

tab displays an audit trail when the action executes.

4 Once you click Apply on this panel, the previous panel returns, the Add Schedule button now

appearing as Lidit Schedule.
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5 If you click Save, Dell OpenManage Network Manager creates a scheduled item around the
activity and its data. A row also appears in the screen described in Schedules Portlet on page
120 for this schedule.

6 When you have scheduled something from the Add Schedule button, clicking Apply in the
schedule panel returns you to the previous screen.

7 It you click Execute in that previous screen, the action begins, and audit trail panel appears,
displaying the running job for the activity. If you have attached a Schedule, Dell OpenManage
Network Manager also saves the activity as a scheduled item in the Schedules Portlet.

Schedules Portlet

You can view and modify schedules in the Schedules portlet, or the Expanded Schedules Portlet

[&] Schedules F o+ x
0 / [ i Search
Enabled Description~ Type Hext Execution Recurrence
u E weekly 427 M2 2:00 A Recur Weekly
'u E Refresh Proscan Target 42512 3:07 PM Recur Every 6 Hours
u ﬁ Refresh Monitor Targets... 442512 1:00 P Recur Every 6 Hours
V] [E7] Metwork Link Discovery 412612 3:00 AM Recur Daly
'u ﬁ Metwork Data Collection 426121200 &AM Recur Daily
V] [E] morthiy SI26M2 3:00 AM Recur honthly
V] [ Every 12 Hours 452512 1:00 PM Recur Every 12 Hours
u E] Detault Scheduled Devi... 452512 1:20 P Recur Daily
0 ﬁ Detautt Change Determi Recur Daily
u ri'u_“] DataCollection_DAP 4i2512 11:53 PM Recur Daily
V] [E] Daity (Recommended) 412612 1:00 AM Recur Dally

This displays the Enabled status, a Description, the Type of schedule, its Next Execution and
Recurrence in columns. You can do the following by right-clicking a scheduled item, and selecting
the appropriate menu item:

New—This lets you initiate new schedules for a variety of actions, selected from a sub-menu. The
subsequent screen’s appearance depends on the action selected. See Managed Resources on
page 195 for more about available actions. See Scheduling Actions on page 439 for the details
of scheduling actions that require parameters. You can also schedule Action Groups, Alarm
Suppression, Config File Backup / Restore, execution of a Database Aging Policy, and OS
Image Deployment.

Action Groups are named combinations of actions. The subsequent editor screen lets you
configure Actions, their targets, and the order in which they execute.

Edit—This appears for an activity-based scheduled items. It opens the activity editor, and lets you
modify the activity’s data/properties and schedule parameters.
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To edit an existing schedule for an already scheduled action like a Discovery Profile, just right
click the item in its portlet and select Schedule. This displays the schedule information for the

discovery profile and lets you make modifications.

@ NOTICE

You can also schedule new actions from the portlet that ordinarily executes them, for example Resource

Discovery on page 180.

Delete—Deletes the selected scheduled item, displaying a confirming dialog box.

Enable Schedule—Appears on an already disabled scheduled item so you can change its status. To
enable the schedule, you can also edit it and check the Enabled check box.

Disable Schedule—Appears on an already enabled scheduled item.

Execute—Executes the scheduled item. If the
scheduled item is an activity-based or discovery-
profile based scheduled item, an audit viewer
appears progress of the selected item.

For other types of scheduled actions, a dialog
appears saying The scheduled item(s) has been sent
to the application server for immediate execution.
You can monitor its progress in the audit trail
portlet. (see Audit Trail / Jobs Screen on page 114)

@ Executing Scheduied fem:

X

Exe
o

NetConfig Backup for J2300-244 192 163.0.244

sing 0 Task Sequence:
) @ Exeauting 1 Tasks)
@ Processing Task NetConfiy Backu on target J2300-244 152 168.0 244

If you have Dell OpenManage Network Manager’s Change Management / Proscan capabilities
installed, you can use Schedules to initiate the Change Determination process. See Change
Determination Process on page 377. It is disabled by default.
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Expanded Schedules Portlet

When you expand this portlet, the additional columns that appear include Submission Date, Start
Date, whether the schedule is still active (Scheduled), and the Execution Count.

[&] Schedules 4 Return to previous

9 & | Wl | @ Filter: © |Dafauﬂ Schedules Fitter ;I " Advanced © Quick Search Ln] Export
Enabled De | ... | Submission Date Start Date Hext Execution | .. | .. Scheduled

V] B 2724111 819 AM 22511 200 AM 47272 2:00 AM V] 0
(V] r'-:_= 121510 2:08 PM 121510 2.07 PM 4/25012 3:07 PM (V] 1
[V] B 124109 527 PM 120709 B:00 &M 472512 1:00 PR [V] 2
k4 r';_= AZHSA010:11 AM TAND 300 A 4/2601 2 3:00 Abd (V] 0
u E A2MSA010:11 &AM TAAD1200 AM 472602 12:00 &AM u 0
(V] B 2024011 £:21 AM 202541 200 AM 512502 3:00 Ab (V] 0
V] E 2024411 BAT A0 202541 12:00 &M 4125112 1:00 PM V] 2
[V] = 4720112 1:20 PM 420112 1:20 P 472512 1:20 PM V] 1
Q E 11305 1:30 &AM 111305 1:30 AM 4 0
u E: 11722105 5:36 PM 11722005 11:59 PM 472512 11:59 PM u 0
(V] B 2024011 E:15 AM 202541 1:00 AM 4I260 2 1:00 Ab V] 0

11 itemi(s) returned

If a green icon appears in the Scheduled column, it means the schedule will be executed on next
start date. If the schedule has exceeded execution count or passed stop date (if specified), then a
red icon appears there.
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Key Portlets

This section describes some of the key Dell OpenManage Network Manager portlets. You may not
have access to all of these in your installation, or you may not be able to use them with the user
permissions you have been assigned by the portal administrator.

To see all available Dell OpenManage Network Manager portlets, click Add > Applications and use
the field at the top of the menu to search for the portlet functionality you want to add. This limits
the display to Dell OpenManage Network Manager portlets. The previous chapter discussed the
Schedules Portlet on page 120.

Filter what appears on a page with the Container View portlet. Select a container, and the rest of
the portlets on that page filter their data reporting to reflect that container’s contents. The only
caveat for this advice is that Container View is non-instanceable. In other words, you can only add
one of them per page.

Alarms

In its summary form, this portlet displays alarms. See General > Entity Change Settings on page
60 for the way to set the summary portlet refresh interval. The default is 40 seconds. If this portlet
is on the same page as the Container View portlet, or if it is in expanded mode, refresh does not
occur automatically, but you can refresh it manually.
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A small clock icon appears in the upper right corer of this portlet if auto-refresh is enabled. A
small speaker icon appears if audible alerts are enabled. See Audible Alerts on page 132 for more
about those.

i Alarms F X
e/ ©w
Showing: £| All Alarms (click on chart slice to fitter) - Total Unique Alarms: 89
@ Informational -- 37.08%
@ Indeterminate - 3.37%
@® Waming - 4.49%
<& Minor - 19.10%
@ Major - 2.25%
@ Critical - 33.71%
Severity ‘ Date Opened~ | Entity Name Device IP Event Name Count
11812 11:23 AM T PCT048P_182.10.... 10.20.1.182 endTfip 2
111812 11:23 AW T PC7048P_18210.... 10201182 startTftp 1
& Minor 111812 8:38 AN ¥ Routeryourdomai... | 10.128.2.11 redcellNetConfigRestoreFailure... | 1
11716112 8:37 AM L] Router.yourdomai... 10.128.2.11 adaptiveCLIRunFailureNotification 1
111412 12:51 PM 192.168.50.112 192.168.50.112 monitorAttributeTrend 1
11712 8:50 AM [ 1/g13 (NG_G5T48... 10.128.4.13 linkDown 1
W@z 2« »m

The chart can act as a filter, too. For example, clicking the Critical alarms slice means only Critical
alarms appear listed. Notice also that the chart “explodes” to highlight the selected slice. Hover the
cursor over a portion of the chart and a tooltip with information about that slice also appears. Click
exploded slices to return the graph to its unexploded state, and it stops filtering the list by the
selected slice.

K nNotE:

If the legend appears below the Alarms graph, resize your browser (click and drag the right edge out,
then in), and the legend should re-appear to the right of the graph.

@ NOoTICE
Different tooltips appear when you hover the cursor over columns for Entity Name and Device IP.

By default, the chart appears only when there are alarms. See Configuring the Alarms Chart below
for options available in configuring the display. See Menu on page 128 for details about menu items
available when you right-click in the summary and expanded portlets. The following columns
appear in this screen by default:

Severity—The alarm severity indicated by the color of the leftmost icon. The severity only has
meaning for Alarms and Security Alarms. Informational Alarms get a severity level of
Indeterminate. Closed alarms appear without color.

Date Opened—The date the alarm appeared.
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Entity Name—The entity emitting this alarm (often within the Equipment).
DevicelP—The IP address of the equipment where the alarm appeared.
Event Name—The event associated with the alarm.

Open the Settings >Columns screen to see additional possibilities for columns.

@ NOTICE

If you hover the cursor over a row in the portlet — -

display, a tooltip appears with information PRI GREE ] FE R 01

about the alarm. This can include the alarm’s Entity Hame: MetgearGEMT246Y2_24.10.125.4 24

Date Opened, the Entity Name, any alarm e N

Message: Event Namel A/arm and Entlty TyP9, Event Hame: redcelEquipmentResynchMotification

its status as Service Affecting, Notification OID, Equipment: NetgearGSMT248Y2_24.10.128.4.24

Equipment, Severity, whether the alarm was - Device IP: 10.125.4.24

Suppressed, or Acknowledged and the Device 4 severity: ® !

IP g Acknowledged: g Mot Acknowledged I

23 |

If an alarm is Service Affecting, (reflect an | Ao e ° _ .
. . . Entity Type: e Managed Equipment
impact on a service) it can propagate to appear 1 Location: Rackts .
as components of service- and customer-related .\

o
P L N L i i LU e TETENE T eI |

alarms. Service-Affecting alarms are of

indeterminate or greater severity. The Service Affecting alarm column in this portlet does not
appear by default. To see an alarm’s propagation, show that column in the Event Definitions
portlet, where it is concealed by default.

@ NOTICE
Many other columns are available, including those related to suppression, region, any parent alarm, and
so on.

See Alarms in Visualizations / Topologies on page 267 for a description of how alarms appear in the
topology portlet. The next section (Expanded Alarm Portlet) describes alarm actions and
additional alarm capabilities.
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Configuring the Alarms Chart

Turn the chart on or off in the Settings screen’s Chart Options v o

panel. If no data exists for the chart and the Chart option is
on, the portlet returns to “no-chart” mode.

Columnzs J

When you enable the chart Filtering is disabled since the Max Resuilts / Page Sizing

chart, in effect, provides the filter. When the chart is disabled | [#extems Returned:
then filtering options are available. -

Max tems per Page:
Settings are saved if you have Admin rights or the Portlet ison | | g
your Public / Private pages (like standard behavior).

 Chart Options
% N OTE Show Chart {when data is available): [/

Changes appear after you click Apply. The Filter panel
disappears when you check the Show Chart checkbox.

o Apply | ® Close ‘

Expanded Alarm Portlet

The expanded Alarm portlet appears when you click the plus (+) in the top right corner of the
smaller screen.

i Aarms < Retum to previous
A Tt b Svery [ =
‘ @ | ~| Ba|  Fiter: © | Open Alarms =]  Advanced ¢ Quick Search bl Export |
|An ‘A | Date Opened~ ‘Cmmt ‘ Entity Name | Device IP ‘ Entity Type ‘ Event Name Message
Q@  nnsnznzzan 2 T PCT048P_182 10| 10.20.1.182 Managed Equipment endTfip Exit code="1, Fike=/010020001182_DefaukConfig
Q@ wen2n23 AN 1 @0 PC7046P_182.10....  10.20.1.182 Wanaged Equipment startT#p File=/010020001182_DefauttConfig
Q@  nrenzeszan 1 @ Routeryourdomai. | 10.1282.11 Wanaged Equipment redeelNetConfigRestoreFaiure... Device Driver Error: Faied to log into device, crede.
Q@  usrzesTAn 1 3 Routeryourdomai_. 10128211 Managed Equipment adaptiveCLIRunFailureNotification  Failure: Cisco 'show interfaces summary’
Q@ nnenzizsien 1 192.168.50.112 19216850112 Equipment monitorAtributeTrend Wontor: Default Server Status Monitor, memoryutii
Q nmmzesoan 1 B 1/g18 (NG_GS748 10128413 Port finkDown ifindesc 18
Q@ nmnzsasan 1 B Q17 (NG_GST48. | 10.128.413 Fort finkDown ifindex: 17
Q  nmmzsssan 1 B0 1/05 (NG_GS748T... 10.128.4.13 Port finkDown ifindesc 6
89 item(s) returned H o4 2)(3)(a)(8) » M
©) widgets
) Reference Tree Total Occurrence(s) By Date
@ i [6 - Critical] adaptiveCLIRunFailureNotification, Failure: Cisco 'show interfaces summary a0
3.2 4
2.4 4
16
0.8 1
0.0 + v
Nov 16 Oct 24 Oct 16
) Alarm Details
adaptiveCLIRunFailureNotification Totals =
© MIB Details
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This displays listed alarms, totals by severity for alarm types found, and Snap Panel details of a
selected alarm. By default this screen adds the first of the following columns to those visible in the
Event History’s summary screen view. To add the others listed here, right click, and select Add
Columns to change the screen appearance.

E4 NoTE:

All severity totals appear in expanded view. This display updates automatically when alarms clear.

The following are available additional columns, besides those visible in the Alarms summary
portlet:

Count—A count of the instances of the alarm. Multiples of the same alarm appear as a single row,
but increment this count.

Entity Type—The type of monitored entity.

Message—Any message that accompanies the alarm / event.
Alarm State—The state (open / closed) of the alarm.

Date Cleared—The date and time that the alarm was closed.

UpdateDate Time—The time stamp for when this alarm was updated (for an additional count,
the time the last duplicate was received).

Notification OID—The identifier of the notification displayed as an alarm.
Equipment—The name for the entity emitting the alarm.
Acknowledged— True or False.

Assigned User—The user who has been assigned this alarm (right click to do this). The assigned
user can then look for alarms by consulting the Assigned User (AU) column in the display
(concealed by default), or by filtering for his / her alarms in Advanced Filters. One can even
create an alarm portlet that filters for a single user’s assigned alarms.

Date Assigned—The date and time that the alarm was assigned.
Ack Time—The time the alarm was acknowledged.
Cleared By—The user who cleared the alarm.

MIB Text—The alarm’s MIB Text.

Rather than filtering with the pie graph, the expanded portlet lets you either the pick list at the top
left, or create custom filtering by clicking Advanced Filters.
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Menu [,

: ‘p201As7 Unknawr
Right clicking an alarm lets you select from the following - et ’
menu items: = Detals
@ Acknowledoe Alamm

Edit—Access the editors for the Alarm (see Alarm Editor L Jgsion User £ owidmin

on page 131) or Event Definition (see Event JE Clear Alarm L OvMedServer

Definition Editor on page 158). (] Email Alarm 2 owpubic
Details—Open a Details screen for the alarm itself, not the = Aging Policy “24 ;j;em

entity emitting it. (see Equipment Details on page View as PDF D i

r

210 for an example of this type of screen). This
contains information like the MIB text, any Event
Processing Rules invoked, and a Reference Tree for the
alarm.

= Share with User
[[] AddiRemove Calumns

Visualize— Display a topology map that includes the selected alarm(s). See Chapter 7, Display
Strategies for more about these maps.

Acknowledge / Unacknowledge Alarm—Acknowledges the selected Alarm(s). The current date
and time appear in the Ack Time field. Unacknowledges previously acknowledged alarm(s),
and clears the entries in the Ack By and Ack Time fields. The red “unacknowledged” icon
appears in the expanded portlet and turns to a green check “acknowledged” icon the alarm
has been acknowledged.

Assign User—Assign this alarm to one of the users displayed in the sub-menu by selecting that
user. An icon also appears in the expanded portlet indicating the alarm has been assigned to
someone.

Clear Alarm—Clearing the alarm removes the alarm from the default alarm view and marks it as a
candidate for the database archiving process (DAP). Essentially it is an indication to the
system that the alarm has been resolved/addressed. If your system has enabled propagation
policies, clearing recalculates dependent alarms.

Direct Access—Open an SNMP Mib Browser to the device alarmed, a CLI Terminal (Telnet

window) to the device alarmed, or ICMP Ping the device alarmed. Only those available
appear in the subsequent menu.

Email Alarm— E-mail the alarm. Enter a subject an e-

. . . s B a3
mail address to which you want to mail the alarm’s
content, and click the + to add to the list of Ermail Subi
. . ject
addresses (the minus deletes them). Then click Test ?
Send Email. Clicking Cancel ends this operation Email Recipients
without sending e-mail. See SMTP Configuration g
on page 89 for instructions about setting up e-mail test@test com Bl
from Dell OpenManage Network Manager. See =
Alarm Email on page 129 for an example of what
the content looks like. -
Send Email Cancel
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Show Performance—If the equipment is monitored, this displays a performance dashboard for
the alarmed equipment. See Dashboard Views on page 328 for more about these.

Aging Policy—This lets you select a policy that determines how long this alarm remains in the
database. See Redcell > Database Aging Policies (DAP) on page 60 for information about
configuring such policies.

View as PDF—Cireate an Acrobat PDF document containing this portlet’s contents.

E4 NoTE:

To resync alarms—that is, query the device for its alarm state—resync the device.

@ NOTICE

Hover your cursor over the Device IP Address column, and a

tooltip appears with information about the alarm source’s 10.128.2.11 is indeterminate

Model, Vendor, Discovery Date, and a Ping Rate bar graph. Model: s B

This can also include other device-dependent items. For e Te oy G Sy

example: bar graphs to display the % CPU [utilization], % preeovery e gﬂf:ﬁ -

Memory, and Description. ¢ Memory: —T |
Ping Rate (ms): | — T

The convention indicating such tooltips are available is the Description: i

question mark that appears next to the cursor when you DA AP e 4T, RELEASE

hover it over the displayed field. SRR A G ST R i

hittp: o cisco comtechsupport Copyright (o) 1986-2009
by Cisco Systems, Inc. Compiled Mon 19-Oct-09 21:46 by
prod_rel_team &

e

Alarm Snap Panels —————
These include the following:

Alarm Details—The source, Severity, Message, Date Opened, and so on.

MIB Details—The Notification OID, and MIB 'Text for the selected alarm.

Reference Tree—The connection between the alarm and its source in tree form.

Total Occurrences by Date—A graph of the total occurrences of this alarm, by date.

Alarm Email

The e-mail sent by right-clicking an alarm has the subject specified when you send it, and contains
the information within the alarm. For example:

Alarm: monitorIntervalSkip

Alarm Attributes:

Device IP =
Message =

Alarm State = Open
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Severity
Count

Date Opened

Update Date/Time

Entity Name

Entity Type

Entity Description

Equipment
Region
Location
Assigned By
Date Assigned
Assigned User
Acknowledged
Ack By

Ack Time
Cleared By
Date Cleared

MIB Text

constraints.
less frequently.

5 - Major

1

Tue Dec 14 22:01:30 PST 2010
Tue Dec 14 22:01:36 PST 2010

SUPDEMOPartition

OWSystem
Thu Dec 16 10:40:24 PST 2010
gatester

false

Monitor session was skipped due to resource

Typically, this implies one or more monitors should run
This may also be caused by a large number of timeouts

which force executions to take longer to complete than normal.

Advisory Text
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Alarm Editor

If you right-click and select Edit Event from an alarm in the Alarms portlet, this screen appears.

General Details

Event Name

enterprises 8072.4.0.3

Message
Date Opened 41113 1:28 PM
Entity Name QAD07Partition: 10.128.4.154
Alarm State Open
Severity 2 - Indeterminate
\

(Extended Details

Addtional Information

Custom Attributes

Device IP 10.128.4.154
Entity Description

Region QAD0TPartition
Hotes

Ln] Save # Close

These screens contain the following fields:

General Details

Event Name—The event that triggered the alarm.

Message—The event message.

Date Opened—The date the alarm occurred.

Entity Name—The entity emitting this alarm (often within the Equipment).

Alarm State—The state of the alarm (Open / Closed).

Severity—The alarm severity indicated by the color of the leftmost icon. The severity only has
meaning for Alarms and Security Alarms. Informational Alarms get a severity level of
Indeterminate. Closed alarms appear without color.

Extended Details: Additional Information

Equipment—The equipment (not subcomponent) that triggered the alarm.
DevicelP—The IP address of the equipment where the alarm appeared.
Entity Description—A description of the triggering equipment.
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Region—The partition / region for the alarm.

Notes—A field where you can enter text.

Extended Details: Historic Information

This panel contains primarily read-only fields describing the alarm, including whether it was
Acknowledged, Ack by, Ack Time, Count and so on.

Extended Details: Custom Fields

If you have created any Custom Fields for Alarms, this panel appears in the editor. See Edit
Custom Attributes on page 112 for instructions about these.

Audible Alerts

Audible Alerts produce a sound when a new alarm arrives in the (summary, not expanded) Alarms
Portlet. The sound occurs when Dell OpenManage Network Manager’s auto-refresh controller polls
for state changes. If you enable Audible Alerts and new table rows appear in the view, then the
preferred sound occurs.

If changes clear alarms, then no sound occurs. Only new Alarms added to the view trigger an
audible alert during auto-refresh. To cut down on audio clutter, only a single Audible Alert sounds
no matter how many alarms occur during an auto-refresh cycle.

Web Browsers and Sound

Each browser supports sound differently because of licensing for various sound formats. Audible
alarm support exists for most browsers, so if issues occur with a particular browser the workaround
is either to upgrade or use Chrome.

Browsers support MP3 the most, so this is the only format supported for Audible Alerts. Firefox
only support OGG format natively and Internet Explorer has issues with most sounds. To support
those browsers Dell OpenManage Network Manager plays the MP3 through a Flash Object, so
browsers need no special plugins.

Turning on Audible Alerts

To turn on Audible Alerts, navigate to a page containing Alarms Portlet. The portlet must be on a
page without Container View or other context broadcasting that can dynamically change the
Alarms portlet’s context. Auto refresh does not run when in this environment so as a result the
Audible Alerts are not exposed. (See Display Rules on page 241.)

1 Click the Settings (Wrench Icon).
2 The settings popup appears. In the Audible Alerts section, by default, alerts are off.
3 Click the Enable Audible Alerts checkbox.
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4 Select a desired sound to play with the up/down arrows. A play button appears next to the
available alerts so you can preview the current selected sound.

By default Dell OpenManage Network Manager ships with four standard Sound Alerts: Alert,
Bell, Chord and Ding. See Adding Custom MP3 Sounds below for the way to add custom
sounds.

Click Apply and this Alarms Portlet instance on this page now has Audible Alerts enabled.

Adding Custom MP3 Sounds

To add custom MP3 sounds, follow these steps:
1 In Control Panel, click on the Documents and Media section.
2 Click the Add button and Select Basic Document.
3 Under the File section click Choose File and pick an MP3 file to upload.

Since this interface lets you add any type of media, no validation of the file occurs, however
Audible Alerts only displays audio/MP3 mime-types.

4 Give the new MP3 a short title. For example, if you upload cowsound.mp3, call it Cow Sound
5 Click Publish.

If you Navigate back to the Alarms Portlet and click the Settings button again you should now see
your new Alert to select.
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Event History

Not all events appear as alarms. Event History preserves all event information for your system.

= Event History P4 X

0 i Settings @ g *Refresh : Search

Receive Time~ Entity Hame Device IP Event Hame
A 85511 10:07 &M ¢ GA-KP-004Partition:1... 10201137 hopBackuwa...
A G551 10:07 Ak ¢ GA-KP-004Partition:1... 10201157 hopBackuwa...
A 85511 10:07 &M ¢ GA-KP-004Partition:1... 10201137 hopBackuwa...
A G551 10:07 Ak ¢ GA-KP-004Partition:1... 10201157 hopBackuwa...
A 85511 10:06 Ak ¢ GA-KP-004Partition:1... 10201137 hopBackuwa...
A G55M1 10:06 Ak ¢ GA-KP-004Partition:1... 10201157 hopBackuwa...

o@Dz 2 4 »m

The initial portlet view displays an icon whose color reflects any alarm state associated with the
event. It also displays the Receive Time, Entity Name, Device IP, and Event Name. You can right-

click to Share with User in this screen.

@ NOTICE

Hovering the cursor over the DevicelP column
produces a tooltip that lets you know the device's
current state (up / down) and that contains Model,
Vendor, Discovery Date, Ping Rate (ms), and the

device's Description information.

The default filter for this portlet displays only recent
events. If you do not see events, expand the period

for which they appear.
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10.0.20.31 is up

Model: & 1710n
Vendor: Dell Inc.
Discovery Date: 060940 04:34 PM
Ping Rate (ms): | YT
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Dell Lazer Printer 17100




Expanded Event History Portlet

Clicking the plus (+) in the upper right corer of the initial portlet view displays the expanded
Event History. As in other expanded portlets, you can use the filtering capabilities at the top of the
screen to further limit the default view of all events.

=, Event History 42 Return to previous
@ ~| Bl : Fitter: © ‘ Default Eventt History Fitter ;l © Advanced © Quick Search |l Export
Receive Time Entity Name Event Hame Entity Type Device IP Message Protocol
412612 3:08 PM L ] Router.yourdomai...  sysloghotification Managed Exuip. 10128214 (23) 5314 %IP_SNMP-4-...  Syslog
412642 305 PM (] Router yourdomsi.. sysloghotification Managed Equip. 10128211 (23) 5313 %ALL-3-BAD. Syslog
42612 305 PM €9 Router yourdomai... | sysloghotification Managed Equip 10128.2.11 (23) 5312 %BSYS-5-CON_. | Syslog
4126012 3:04 PM ¥ Router yourdomsi...  sysloghlotification Managed Equip. 101258211 (23) 5311: ®AAL-3-BAD... Syslog
412612 303 PM €3 Router yourdomai... | syslogotification Managed Equip 10128211 (23) 5310 %IP_SHMP-4- Sysing
412612 303 PM [+ Router yourdomsi.. sysloghlotification Managed Equip. 10428211 (23) 5309 %AAL-3-BAD. Syslog
412642 303 PM (] Router yourdomai.. syslogMotification Managed Equip. 10128211 (23) 5308 WSYS-5-COM...  Sysiog
412612 2:35 PM 145 JuniperM5-10128...  adsptiveCLRunSuccess...  Managed Equip. 10128315 Success: Juniper JUNOS...  System
14itemis) returned WAz
) widgets
) Reference Tree Bindings MIB Details
syslogCategory.0: fSfzSteciedSiafceli4acte  Motification OID: 1.3.6.1.4.1.3477. 1.7.5.6
¢ 2012-04-26 15:08:20 sysloghotification syslogSeverity.0: 4 MIB Text: Syslog message from the device
sysUpTime.0: 58 mins, 55 secs
syslogFacility.D: 23
syslogText.0: 5314: %IP_SHMP-4-NOTRAF
SMMP trap source ATMOJO(D
address

redcellDevicelPAddress.0: 10,125,211
snmpTrap0ID.0: 1,361.4.1.3477.1.7.5.6

1] | 2

This screen has columns described in Alarms on page 123 or Expanded Alarm Portlet on page 126.
Conlfigure these as visible or hidden by clicking Settings. The following are some additional
columns available.

Receive Time—The date the event was received.

Event Name—The event identifier.

Location—The location of the equipment emitting the event.
SubType—A classification for the event. For example: Trap.

Protocol—The protocol that delivered the event. Frequently: System, indicating Dell
OpenManage Network Manager itself delivered it.

Notification OID—The object identifier (OID) for the event type.

Instance ID—The instance identifier for the event.
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Event History Snap Panels

Click a listed alarm to display its details in the Snap Panels. The Reference 'Tree displays the event’s
relationship to any alarms, and to the source device. Click the plus (+) next to an item in the tree
to unpack it.

The Bindings Snap Panel displays the event’s varbind information, including the trap OID, the
device’s IP address, and other event-specific information.

The MIB Details Snap Panel includes MIB information like the Notification OID and MIB Text.

You can right-click the listed events and Share with User (sec Sharing on page 110), or (How to:)
Show / Hide / Reorder Columns.

Event Processing Rules

This portlet manages Dell OpenManage

Network Manager’s response to events. By
default it appears with seeded rules, but ‘@
you can create your own (New), copy or e r— —" ——g—
modify (Copy or Open) or delete (Delete) B — A

iz Event Processing Rules F o+ X

i Settings @ g¥Refresh @ Search

d d

existing rules by right-clicking in the swSsnsrscnvz Automaton [7] 7]
portlet. You can also Import and Export swFCPanScan2 Automtion 7] 7]
rules to ﬁ]eS. swhallty'2 Atomation u u
- . . swFabricWatchTrapy'2 Autamation [V} [V}

The Rule Type column indicates whether P Aot a a

rules are Pre-Processing (Correlation) or W@ :
Post-Processing (Automation). )

I 4 P H

@ NOTICE

In this version, you can make a pre-processing Event Processing Rule that sets an event as service-
affecting. These rules override the default service affecting field, which would otherwise be entirely
determined by the notification type.

Icons in the Enabled and System columns indicate whether the rule is enabled—green is enabled,
red is not—and whether it is a System rule, or a non-system (user-created) rule.

Modifying or creating rules opens Rule Editor. See How to: Create Event Processing Rules for steps
to create these rules.

When you Copy an event processing rule, Dell OpenManage Network Manager generates a new
name, but you must change that name before you save the event processing rule.
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Expanded Event Processing Rules Portlet

The expanded portlet displays additional columns. Details about selected rules appear in the snap-
in panels at the bottom of this screen.

ic; Event Processing Rules

42 Return to previous

e & | K@t | i Filter: = |Deiaun Ewent Processing Rule Fitter ;I s Advanced L8] Ouick Search Ln] Export
Rule Hame « Rule Type Enabled System
Add newy equipment to heartbest Automation

Automation

Backup and Change Determination Process
Cigco User Logged In

Cisco User Login Failed

Configuration Change

Database Free Space Low

Dell Poweerconnect Login Failed

Dell Powerconnect Lser Logged In

27 item(s) returned
() Widgets

Reference Tree
/"9 Add new equipment to heartbeat

Evertt Correlation
Evert Correlation
Automation

Evert Correlation
Event Correlation

Evertt Correlation

ua@ 224

Rule Actions
Name Description

Add to defaul: Heartbeat .

CocoEERO

Event Filter Summary
] T|;_,,»E\ND (Makch All of the Following)

Event Mame is redcelEquipmentDiscoveryHotifical

The Reference Tree panel displays the selected rule’s connection to events. The Rule Actions list
any configured actions associated with the rule. The Event Filter Summary summarizes any
configured filter(s) for the selected rule.

X How To:

Create Event Processing Rules

To create a rule in this portlet, follow these steps:

1 Right-click and select New, then select a rule type. These can be Pre-Processing (correlation)
or Post-Processing (automation) rules.

If Pre-Processing is your selection, Device Access, Frequency Throttle, Reject Event, Set
Severity, Set Service Affecting (overrides event’s settings), State Flutter, Suppress Alarm, and
Syslog are the types available. See Filtering / Settings on page 141, Syslog Escalation Criteria
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on page 144, and Actions on page 145 for more about the differences available between rule
types.
For this example, we select Pre-Processing > Device Access. The Rule Editor screen appears.

Enter a Name to identify the rule, an optional Description, and check Enabled if you want
this rule to begin working immediately.

3 Click Next to open the Filtering / Settings tab.

[ General Settings J
P ~
Spec|fy Event(s) Add | Remove All
Event Definition MIE Hame Hotification OID Action |
redcel EquipmertLoginMatification Redcel-Inventory 1361413477245 &
p “\
Filter Conditions Cleagiater
and ]| & [Devicer =] [is =] 192 . 188 . 1 L s
©
+ Previous = Hext @ Cancel

Specify Event Filtering

In this panel select the Event Definition. Click pick list to find available events. Typing a
letter goes to that letter in the list. You can then click to select from the pick list.

Click Add Filter to further filter the selected events. See Filter Expanded Portlet Displays on
page 108 for more about this feature.

Specify Settings for: [Selected Rule Type]

This panel’s appearance depends on the type of rule you selected when you clicked New.
When you are editing an existing rule, it defaults to that rule’s screen. For more about the
available alternatives, see Filtering / Settings on page 141.

The Device Access example creates a specific device access event for user login, logout, login
failure or configuration change. Select the Access Type (Config Change, Login Failure, User
Login, User Logout) from the pick list for that field.

Enter the User Name Variable and/or User Name Regkx match string in those fields. This
confines rule response to the selected users.
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6 Check Suppress Correlated events if you do not want to see events correlated with this one.

7 Click Save to preserve the event processing rule.

Rule Editor

After you select between pre- and post-processing rules for new rules, the following screens manage
the event processing described in brief in the Create Event Processing Rules on page 137. The
following screens and fields appear in this editor.

*  General

* Filtering / Settings

*  Syslog Escalation Criteria (for pre-processing Syslog rules)

*  Actions (for post-processing, automation rules)

Rules Referring to Subcomponents

Subcomponent names must cache on the server if you want to refer to them in rules. For example,
if you want e-mail whenever a linkDown occurs on a port, then you must cache subcomponents. If
you cache subcomponents, it impacts performance, which is why such caching is disabled by
default.

To enable caching, set the following property in installed.properties:
com.dorado.redcell. inventory.equipment.subcomponent.cache=true

...then restart application server.
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The following sections describe editing rules in more detail.

General

The General screen is common to all rule types.

Fitter

Settings

’Specify Rule Properties

Hame

TestDeviceAccess > Unique Rule Name

Desecription

Enabled
[¥ Checkto enable processing of this event le

=+ Hext o Cancel

[t contains the following fields:
Name—A text identifier for the rule.
Description—An optional text description of the rule

Alarm Only—This is visible only in post-processing rules. Check this to enable the rule only if an
alarm is generated, not suppressed.

Enabled—Check this to enable the rule.
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Filtering / Settings

For all rule types, select the Event Definition. Click Add to open a screen where you can select
events to include in the event you are creating. This incudes a filter at the top that you can use to
search for specific events. For example: Event Name Contains . You can then click Add
Selection to include selected items in this filter, or Add All to include all displayed events. After you
finish event selection, click Done at the bottom of this selection screen.

General w Actions
Specify Event(s) Add | Remove All
Event Definition MIE Hame Hotification OID Action
taExporterDowen TratficAnalyzerslarms 1.361.41347717.2010 L4
taExporterUnregistered TrafficAnalyzerdlarms 13614134771 7.2042 _J
Filter Conditions Clear Fitter
& Device P x| s x| 192,188, 1 . o4
s ;I ° Severity LI is ;I 3 - Warning ;I
+ Previous = Hext Q Cancel

Click Add Filter to further filter the selected events. See Filter Expanded Portlet Displays on page
108 for more about this feature. After you Add Filter the button changes to Clear Filter so you can
remove any filter from the event rule.

@ NOTICE

Dell OpenManage Network Manager supports multiple IP addresses per resource. During event
processing, filters thatinclude IP address criteria may behave incorrectly when Dell OpenManage
Network Manager evaluates the filter. Best practice is using resource name(s) instead of IP addresses.

The following are processing rule types, and a description of their properties.

Pre-Processing—These rules either override the event definition, change the behavior of an event
or generate another event. The following are the different subtypes. These are also called

Correlation rules. See the descriptions below for additional information about the available
types.

Post-Processing—Also called Automation rules, these execute specified actions for the rule after
the event processing occurs.

The following are Pre-Processing/ Correlation rule subtypes:
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Device Access—The Device Access example creates a specific device access event for user login,
logout, login failure or configuration change. Select the Access Type (Config Change, Login
Failure, User Login, User Logout) from the pick list for that field.

|' Specify Settings for: Device Access |
Access Type User Lagin ;l

User Hame Variable

User Hame RegEx

Suppress Correlated I
Creates a specific device access event for user login, logout, login failure or configuration change

Enter the User Name Variable and/or User Name Reglix match string in those fields. This
confines rule response to the selected users.

Check Suppress Correlated events if you do not want to see events correlated with this one.

Frequency Throttle—This rule type changes event behavior based on the frequency of the
selected event.

|:.Spec:ify Settings for: Frequency Throttle

Time Period specified in seconds 5

events to | ish within time period 2
Event action to take when throttle exceeded Reject (¢ Suppress
Publish frequency start and stop notifications -

Changes event behavior based on occurrence frequency

Enter the Time Period (seconds) and Maximum events to publish within time period for the
event, then select an Event Action to take when throttle exceeded (Reject or Suppress the
event) and check Publish frequency start and stop notifications if you want it to register for
Dell OpenManage Network Manager. If you Reject an event, it does not appear in Event
history; if you Publish it, however, listeners for that event will “hear” it.

Reject Event—This screen presents the Specify Event Filtering portion of the screen without any
Settings in the lower screen. Specify events to reject with this selection and filtering.

Set Severity— This rule overrides the default alarm severity of an event selected and filtered in the
upper screen.

Specify Settings for: Set Severity

Set Severity Cleared LI

Owemides the defaul severty of the event

Set Service Affecting—Activate this by checking the checkbox in the Settings screen. This
overrides any default service-affecting settings for the impacted event.
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State Flutter—This type of rule changes event behavior on transient state change events like a
series of LinkUp and LinkDown events for the same interface.

Specify Settings for: State Flutter

Interval )
Action Reject (* Suppress
Publish Event r

Changes event behawvior on transient state change events such as a seres of link Down and linkUp events for same interface

After you select the event and filtering, enter the Interval (seconds), the Action (Reject or
Suppress the event) and check Publish Event if you want it to register for Dell OpenManage
Network Manager. If you Reject an event, it does not appear in Event history; if you Publish
it, however, listeners for that event will “hear” it.

Suppress Alarm—This screen presents the Specify Event Filtering portion of the screen without
any Settings in the lower screen. Specify events/alarms to suppress with this selection and
filtering.

Syslog—This screen presents the Specify Event Filtering portion of the screen without any
Settings in the lower screen. Specify events to select. Then click Next to go to the Escalation
tab.

Post-processing (automation) rules let you modify the Specify Event Filtering portion of the screen
without any Settings in the lower screen. Specify events to select. Then click Next to go to the
Actions tab. See Actions on page 145 for more about that feature.
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Syslog Escalation Criteria

This tab of Syslog Event Rules lets you manage events based on matching text, and configure
messages in response to such matches.

Criteria

’Syslog Match Text

Match Any
Testhatch ;I El I_ Match any or all entries in the Match Text List

Syslog Event Setup

Category
Test syslagCategony var bind value

Event Severity
|Indeterminate LI syslagSeverity var bind value

Message Pattern

* Regex pattern for formatting syslog messages (optional)

Message Template

TestTemplate Template for composing syslogText value (optianal)

+ Apply || @ cancel

Criteria: Syslog Match Text

In this tab, enter the Syslog Match Text. Click the plus to add matching text to the list below the
Message Match Text tield. Check the Match Any to match any or all of the entered match text,
rather than one or more specific strings.

Criteria: Syslog Event Setup

This portion of the Criteria screen sets up the event emitted when matching occurs. Here are the

fields:
Category—The syslog category varbind value.
Event Severity—Select the alarm severity of the event emitted when a match occurs.

Message Pattern—An optional regular expression for the text to retrieve and transmit in the
created event’s message.
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Message Template—The configuration of the message when sent. For example: the template %1
occurred on %3 for %2 creates a message with the first message pattern retrieved,
followed by the third, then the second within the specified text.

Message Test

This screen lets you test your message against the pattern and/or template. Click the Test button to
the right of the top field to activate this testing.

Test Message—Enter a message to test.

Test Message Result—The text extracted for the event as it appears in the template after you click
the Test button.

Click Apply to accept these escalation criteria, or Cancel to abandon them without saving.

Actions

This screen catalogs the actions configured for the Post-Processing (Automation) rule you have
configured in previous screens.

[ General Filtering
Specify Actions = Add Action Remove All
Hame Deseription Target Entity Type Actions
<3¢ Forward Morthhound Forwards event northbound as £ 414
3¢ Send Email ZSends an Email notification [
o Resyno Device Resync Equipmenthanacer [l
+~ Previous ‘ Lnl Save | 0 Cancel |

Click Add Action to create a new action in the editor. The Actions column lets you revise (Edit this
entry) or Delete entries in this table. Click Save to preserve the action(s) configured here, or Cancel
to abandon any edits.

Clicking Add Action lets you select from the following:

e Custom
¢ TForward Northbound
¢ Fmail
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Click Apply to accept configured actions, or Cancel to abandon their editor and return to this
screen.

@ NOTICE

Actions available here are like those for Discovery Profiles on page 181. You can also use actions to
Execute Proscan. See Chapter 12, Change Management/ ProScan.

Custom

This screen lets you configure Action based on Adaptive CLI actions available in the system. Notice
that you can select by most common or by keyword search, depending on which of the links in the
upper right corner of the screen you select.

Select an Action 1o add to the Rule

Action Juniper MPLS L2 ELAN LDP WPLS Backup Ne\glﬂ |_'ﬁ]’/| (Find Actions By: most common | keyword search)
Target ;I 0 | (Evert ertity will be used ss default target if no target is selected)
.
pELSHamE E=lRLS Facket Switched Network (PSN)
Remote lleighbor IP 10.10.2040 e R 2
the remate PE
Backup Heighbor IP 10402011 -
PSH Tunnel Endpoint | I

Community Hame
Community Target

Standby (|

o Apply ‘ ® cancel |

The most common actions include those you have used most recently. To search for actions, either
enter a keyword, or click the search icon (the magnifying glass) to produce a pick list below the
Action field. Select an action by clicking on its appearance in that list.

Select the device target of the custom action by selecting from the Target pick list. If you do not
specify an explicit target, Dell OpenManage Network Manager uses the default entity for the event
as the target.

If you want to select an action with additional parameters, those parameters appear in the screen
below the larget field. To see definitions for such parameters, hover the cursor over the field and a
tooltip describing the field appears.

You can specify parameter variables, dependent on the specifics of the event, rule, and selected
targets. Do this with either NOTIFICATION or VARBIND.
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The following are valid attributes to use in a phrase like [[NOTIFICATION: <attr name>1]:
*  TypeOID
*  AlarmOID
*  EntityOID
*  EquipMgrOID
e DevicelP
e SourcelP

@ NOTICE

Consult the relevant portlet to find and verify an OID. For example, Event Definitions portlet has an OID
column, and the varbind OIDs appear in the Message Template screen of the event editor.

Correct spelling is mandatory, and these are case sensitive. NOTIFICATION and VARBIND must
be all caps, and within double brackets. The colon and space after the key word are also required.

Dell OpenManage Network Manager converts anything that conforms to these rules and then
passes the converted information into the action before execution. Anything outside the double
square brackets passes verbatim.

For example, the string:

This is the alarm OID [[NOTIFICATION: AlarmOID]] of notification type
[ [NOTIFICATION: TypeOID]] having variable binding [[VARBIND: 1.3.4.5.3]]

becomes something like...

This is the alarm OID 10iE92tUjl13G03 of notification type
1.3.6.1.4.1.3477.1.27.20.7 having variable binding 151.

Click Apply to accept your edits, or Cancel to abandon them.
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Email

Email actions configure destinations and messages for e-mail and SMS recipients. You can include
ficlds that are part of the event by using the variables described in Email Action Variables on page

152.

Description

TestEmal 7 Uniquely identifies this email action configuration

Hotify Associated Contact
l_ EmailfShtS will be sent using the asseciated Contact record if available, othenwise recipient addresses specified here will be used.

B

.Conﬂgure Email

Recipients
test@test. com ;I &
E
Subject
Thiz iz atest

Email Header

Testing1,2,3

Email Footer

Ely'e‘|

ﬂ Dicd you knowe that variables from the event can be substituted into the Subject, Header or Footer using {} For example: {Mame} event
= with severity {Severity} was received at {RecvTime]. Refer to help for & complete list of available varishles.

o Apply | @ cancel

Notice that below the Description of the e-mail action, you can check to send this mail (and/or
SMS) to associated Contacts, if any are available, even if you specify no mail address destination.
The SMS tab is similar to the e-mail tab, but limits the number of characters you can enter with a
field at its bottom. You must send SMS to the destination phone carrier’s e-mail-to-SMS address.
For example sending text to 916-555-1212 when Verizon is the carrier means the destination
address is 9165551212 @vtext.com.

When enabled, notification emails go to the Contact associated with the Managed Equipment for
the notification event. For the contact's email address, mail goes to the first specified address from
either the Work Email, Home Email or Other Email fields in the Contact editor. SMS messages go
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to the Pager Email field for the contact. If a Contact was not found or the required addresses are
not specified for the Contact, then Dell OpenManage Network Manager uses the Recipient
addresses configured in the Email Action.

@ NOTICE

Programs other than Dell OpenManage Network Manager let you manipulate mail outside the scope of
OpenManage Network Manager. For example IFTTT (If This Then That) lets you send SMS in countries
whose providers do not provide e-mail equivalents to SMS addressing. You can also use such
applications to save mail attachments like reports to Dropbox accounts.

This screen has the following fields:

Recipient Addresses—Enter an e-mail address in the field below this label, then click the plus (+)
sign to add it to the list of recipients. The minus (-) removes selected recipients.

Subject—The e-mail subject.
Email Header / Footer—The e-mail’s heading and footing.
SMS Body—The e-mail contents to be sent as text.

SMS Max Length—The maximum number of characters to send in the SMS. Typically this is
140, but the default is 0, so be sure to set to your carrier’s maximum before saving.

Here is what Email looks like when it arrives:
Sent: Wednesday, March 02, 2011 2:37 PM
To: techpubs@doradosoftware.com
Subject: Web Test
Notification: redcellInventoryAttribChangeNotification

Notification Attributes:

sysUpTime. 0 = 5 hours, 16 mins, 43 secs
snmpTrapOID. 0 =1.3.6.1.4.1.3477.2.2.1
redcellInventoryAttrName. 0 = RedCell.Config.EquipmentManager_Notes

redcellInventoryAttrChangedBy.0 = admin
redcellInventoryAttrNewValue.0 = hello
world

severity

auto

redcellInventoryAttrOldvalue.0 = hello
world

severity
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Forward Northbound

When you want to forward an SNMP v2 event (trap) to another host, then configure automation in
this screen to do that.

Adding New Northbound Forwarding Action

Settings for Northbound Forwarding as SNMPv2

Destination Address
192,188, 1,128 | F

Destination Port
162 z

Community String
public

Send as Proxy

o Apply @© cancel

Enter the following fields:

Destination Address—The IP address of the northbound destination.

Destination Port—The port on the northbound destination.

Community String—The SNMP community string for the northbound destination.

Send as Proxy— When checked, this sends the IP address of the application server as the source of
the event. Unchecked, it sends the [P address of the source device. (See Send as Proxy on
page 151 for more.)

For details of the Trap Forwarding Process, sce the next section.
Trap Forwarding Process

SNMPv1 and SNMPv3 traps become SNMPv2 Traps

SNMPv! traps are converted according to REC 1908. SNMPv3 traps are already in SNMPv2 format
and the application simply does not use SNMPv3 security when sending these northbound. The
following is the relevant snippet from RFC 1908:

3.1.2. SNMPy1 -> SNMPv2

When converting responses received from a SNMPv] entity acting in an agent role into
responses sent to a SNMPv2 entity acting in a manager role:
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(1) ..

(2) If a Trap-PDU is received, then it is mapped into a SNMPv2-Trap-PDU. This is done by
prepending onto the variable-bindings field two new bindings: sysUpTime.0 [6], which takes
its value from the timestamp field of the Trap-PDU; and, snmpTrapOID.0 [6], which is
calculated as follows: if the value of generic-trap field is enterpriseSpecific, then the
value used is the concatenation of the enterprise field from the Trap-PDU with two additional
sub- identifiers, ‘0", and the value of the specific-trap field; otherwise, the value of the
corresponding trap defined in [6] is used. (For example, if the value of the generic-trap field is
coldstart, then the application uses the coldStart trap [6]) Then, one new binding is
appended onto the variable-bindings field: snmpTrapEnterprise.0 [6], which takes its value
from the enterprise field of the Trap-PDU. The destinations for the SNMPv2-Trap-PDU are
determined in an implementation-dependent fashion by the proxy agent.

Despite this description, many vendors defined a trap for SNMPv2 and then had to support
sending as SNMPv1 protocol. The assembly of v2 OID from v1 enterprise and specific is supposed
to include an extra ‘0'; enterpriseOID.0.specific. However, if a v2 trap is defined that has no '0"in it,
so it cannot be sent as vl and converted back following the specifications

Send as Proxy

This application can forward a trap as though it came from device (sourcelP spoofing) or act as an
agent proxy according to the SNMP-COMMUNITY-MIB.

If not sending as proxy, we forward trap from application server cluster as an SNMPv2 notification
as though it is coming directly from the originating agent (device). This is a common and desired

behavior. Some operating systems prevent packet spoofing as a security measure so this behavior is
necessarily optional.

If sending as proxy, the trap is forwarded from application server using the application server IP as
sourcelP. The relevant snippet from SNMP-COMMUNITY-MIB is the following:

-- The snmpTrapAddress and snmpTrapCommunity objects are included
-- in notifications that are forwarded by a proxy, which were

-- originally received as SNMPvl Trap messages.

snmpTrapAddress OBJECT-TYPE
SYNTAX IpAddress
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
"The value of the agent-addr field of a Trap PDU which
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is forwarded by a proxy forwarder application using

an SNMP version other than SNMPvl. The value of this
object SHOULD contain the value of the agent-addr field
from the original Trap PDU as generated by an SNMPv1l
agent. "

--1.3.6.1.6.3.18.1.3 -- ::= { snmpCommunityMIBObjects 3 }

snmpTrapCommunity OBJECT-TYPE

SYNTAX OCTET STRING

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION
"The value of the community string field of an SNMPvl
message containing a Trap PDU which is forwarded by a
a proxy forwarder application using an SNMP version
other than SNMPvl. The value of this object SHOULD
contain the value of the community string field from
the original SNMPvl message containing a Trap PDU as
generated by an SNMPvl agent."

--1.3.6.1.6.3.18.1.4 -- ::= { snmpCommunityMIBObjects 4 }

Dell OpenManage Network Manager always adds snmpTrapAddress to every trap forwarded as
proxy, (never adding snmpTrapCommunity). It does not keep track of the community string on
the traps received.

Email Action Variables

The following are the Email Action variables you can use in customizing the content of action e-
mail. These appear classified as follows:

Basic Variables

Managed Equipment Variables

Entity Type: Port

Entity Type: Interface, Logical interface

To successtully retrieve Custom attributes in e-mail, you must first create them. See Edit Custom
Attributes on page 112.
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You can also configure more limited variables that are slightly more efficient in performance, if not
as detailed as those described in the following section.

For example, you can retrieve the following attributes:

{RedCell
{RedCell
{RedCell
{RedCell
{RedCell

K4 NoTE:

.Config
.Config
.Config
.Config

.Config

.EquipmentManager_Customl}
.EquipmentManager_Custom2}
.EquipmentManager_LastBackup}
.EquipmentManager_LastConfigChange} and

.EquipmentManager_HealthStatus}

If the entity does not contain/return these values, then the message [No data for <attribute name>]
appears in the email instead.
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Basic Variables

Attribute
Name
Message
Entity Name

Equipment Manager
Name

Device IP address
Entity Type
Instance ID
Protocol Type
Protocol Sub Type
Receive Time
Region

Severity

Source IP address

Attribute

Custom 1

Custom 2
Custom 3
Custom 4

Custom 5

Description
The event / alarm name
Description from the event

The entity (interface, card...) name

The name of the equipment, parent or chassis.

the IP of the device in alarm

Type of entity (Router, and so on)

An identifier for the event

Of originating alarm (SNMP, syslog, etc.)

Inform, Trap, [blank] (for internal events)

The mediation server partition name.
0 - cleared, through 6 - critical, from Alarm
Definition

The IP of the component sending the alarm

Managed Equipment Variables

Description

Note that although you
can re-name any Custom | stoml}
attribute, you must use

the variable’s original

name. For example here,

that is

{RedCell.Config.Equipm
entManager_Custom1}

Email Action Variable
{Name}

{Message}
{EntityName}
{EquipMgrName}

{DevicelP}
{EntityType}
{InstancelD}
{ProtocolType}
{ProtocolSubType}
{Recvlime}
{Region}
{Severity}

{SourcelP}

The following section describe variables whose use may have a performance impact.

Email Action Variable
{RedCell.Config.EquipmentManager_Cu

{RedCell.Contfig.EquipmentManager Cu

stom2}

{RedCell.Contfig.EquipmentManager_Cu

stom3}

{RedCell.Contfig.EquipmentManager Cu

stom4}

{RedCell.Config.EquipmentManager_Cu

stom5}
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Attribute
Custom 6

Custom 7
Custom 8
Custom 9
Custom 10
Custom 11
Custom 12
Custom 13
Description

DNS Hostname
Equipment Type
Firmware Version
Hardware Version
Last Backup

Last Configuration
Change

Last Modified
Model

Name

Network Status

Notes

Description

Description of the
equipment

Hostname of equipment
Equipment Type

Version of the
equipment’s firmware

Version of the
equipment’s hardware

Last Backup

Last Configuration
Change

Timestamp of Last

Modified
Model number of the

equipment
Component name

Network Status

Equipment Notes

Email Action Variable
{RedCell.Contfig.EquipmentManager_Cu
stom6}
{RedCell.Contfig.EquipmentManager_Cu
stom7}
{RedCell.Contfig.EquipmentManager_Cu
stom8}
{RedCell.Config.EquipmentManager_Cu
stom9}
{RedCell.Config.EquipmentManager_Cu
stom10}
{RedCell.Config.EquipmentManager_Cu
stoml1}
{RedCell.Contfig.EquipmentManager_Cu
stoml12}
{RedCell.Contfig.EquipmentManager_Cu
stoml13}
{RedCell.Contig.EquipmentManager_De
viceDescription}
{RedCell.Config.EquipmentManager_Ho
stname}
{RedCell.Config.EquipmentManager_Co
mmonType}
{RedCell.Config.EquipmentManager_Fir
mwareVersion }
{RedCell.Config.EquipmentManager_Har
dwareVersion}
{RedCell.Config.EquipmentManager_Las
tBackup}
{RedCell.Contfig.EquipmentManager_Las
tConfigChange}
{RedCell.Config.EquipmentManager_Las
tModified}
{RedCell.Config.EquipmentManager_Mo
del}
{RedCell.Config.EquipmentManager_Na
me}
{RedCell.Config.EquipmentManager_He
althStatus}

{RedCell.Config.EquipmentManager_Not
es}
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Attribute
OSVersion

Serial Number
Software Version

System Object Id

Entity Type: Port

Attribute

Custom 1

Custom 2
Custom 3
Custom 4
Encapsulation

Hardware Version

If Index
MAC Address

Model
MTU

Name
Notes
Port Description

Description Email Action Variable

OSVersion {RedCell.Contfig.EquipmentManager_OS
Version}

Unique identifier for the |{RedCell.Config.EquipmentManager_Seri
equipment alNumber}

Version of the {RedCell.Config.EquipmentManager_Sof
equipment’s software twareVersion}

SNMP based system {RedCell.Config.EquipmentManager_Sys
object identifier ObjectID}

Description Email Action Variable

Note that although you can
re-name any Custom
attribute, you must use the
variable’s original name. For
example here, that is
{RedCell.Config.Equipment
Manager_Custom1}

Encapsulation

Version of the port’s
hardware

SNMP If Index

“Typically a MAC Address,
with the octets separated by
a space, colon or dash
depending upon the device.
Note that the separator is
relative when used as part of
a query.”

Model number of the port
Maximum Transmission
Unit

Port name

Port Notes

Description of the port
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{RedCell.Config.Port_Custom!}

{RedCell.Config.Port_Custom2}
{RedCell.Contfig.Port_Custom3}
{RedCell.Config.Port_Custom4}
{RedCell.Contig.Port_Encapsulation}

{RedCell.Contfig.Port_HardwareVersion
}

{RedCell.Config.Port_IfIndex}
{RedCell.Config.Port_UniqueAddress}

{RedCell.Contfig.Port_Model}
{RedCell.Config.Port_Mtu}

{RedCell.Config.Port_Name}
{RedCell.Contfig.Port_Notes}

{RedCell.Contfig.Port_DeviceDescriptio
n}



Attribute
Port Number
Slot Number
Speed
Subnet Mask

Attribute

Custom 1

Custom 2
Custom 3
Custom 4
Encapsulation
IfIndex

Interface Description

Interface Number

Interface Type
MTU

Name
Notes
Port Number
Slot Number
Subnet Mask

Description
Port Number
Slot Number
Speed
SubMask

Entity Type: Interface, Logical interface

Description

Note that although you
can re-name any Custom
attribute, you must use
the variable’s original
name. For example here,

that is

{RedCell.Config.Equipm
entManager_Custom]}

Encapsulation

SNMP Interface Index
Description of the

Interface

Interface Number

Common Interface Type

Maximum Transmission

Unit

Interface name
Interface Notes
Port Number
Slot Number

Subnet Mask of the

Interface

Email Action Variable
{RedCell.Contig.Port_PortNumber}
{RedCell.Contig.Port_SlotNumber}
{RedCell.Config.Port_Speed}
{RedCell.Contig.Port_SubMask}

Redcell Email Action variable
{RedCell.Contig.Interface_Custom1}

{RedCell.Contig.Interface_Custom2}
{RedCell.Config.Interface_Custom3}
{RedCell.Contig.Interface_Custom4}
{RedCell.Config.Interface_Encapsulation}
{RedCell.Config.Interface_IfIndex}

{RedCell.Contig.Interface_DeviceDescripti
on}

{RedCell.Contig.Interface_InterfaceNumbe
r}
{RedCell.Config.Interface_CommonType}
{RedCell.Config.Interface_Mtu}

{RedCell.Contig.Interface_Name}
{RedCell.Config.Interface_Notes}
{RedCell.Config.Interface_PortNumber}
{RedCell.Contig.Interface_SlotNumber}
{RedCell.Contig.Interface_SubMask}

Best practice is to clarify such attributes by combining them with others that spell out their source.
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Event Definitions

You can define how the Dell OpenManage
Network Manager treats messages (events)
coming into the system. Administrators 'Q  Settings | K¥Refresh
can deflne event behavlor deCIdlng MIE Hame Event Hame Notification ... Severity Default Beh...
whether it is SUPPI’CSSC‘C], rejected or WMlAlarns-MB | wmiAlamsCi. 13614134, SENGEEETRTTES Alarm
generates an Alarm. Manage the WLSH-TRAP-.. wisxPortEntr.. 13614114, WG] Suppress

deﬁnitions Of events in thls Port]et. WLEH-TRAP-.. | wisxSwitchLi.. | 1.361.47.14.. &
WLSH-TRAP- wlsx APERtry 13614114

/+ Event Definitions P4 ox

i Search

Suppress

Suppress

In this screen, you can configure events

WLEN-TRAP- ... | wisxAPRadio.. 13614114, K& Suppress

that, when correlated as described in Event P [ S——— ppp —
Processing Rules on page 136, trigger Wo@ize e m
actions. )

Columns include the MIB Name, Event Name, Notification OID, Severity for associated alarms,
and Default Behavior. See Event Definition Editor for how to alter these. Right-click a selected
event definition for the following menu items:

Edit—Either open the selected event in Event Definition Editor, or open a details panel for the
underlying equipment.

Set Behavior—This lets you select from the following options.
Reject—Lvery received message is rejected.
Suppress—The message is tracked in Event History and then ignored.

Alarm-The message is tracked in Event History and then processed, with Correlated events
and Event Processing Rules of any type other than Syslog.

Set Severity—Set the alarm severity for the selected event.
MIB—This lets you upload a new MIB to your event definitions.

You can also configure an Aging Policy and View events as PDF in this menu. See Redcell >
Database Aging Policies (DAP) on page 60, and View as PDF on page 113 for more about those
options.

To see an event’s propagation policy, you can view the editor panel described below. See also Alarm
Propagation to Services and Customers: What Happens on page 167.

Event Definition Editor

This editor lets you modify event definitions in the following tabs:

*  General
*  Message Template
*  Correlations

Click Save to preserve any modifications you have made, or Cancel to abandon them.
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General

This tab manages basics for Event Definitions.

Message Template Correlations. Extensions l

|. General Properties |

Event Name Severity
rogueApDetectionNotification 3 - Warning ;I
Hotification OID Default Behavior
1361.414526100.7.10.17.1.1 Suppress ;I
MIB Name Resource Propagation
WNDAP350 Default =

Service Affecting
[T Event sffects services

Advisory Text

|l save @® cancel

It has the following fields:
Event Name—A text identifier for the event.
Notification OID—The object ID.

Severity—The severity of any associated alarm. If a new alarm is a clearing severity, then it closes
any existing alarm to which it correlates. Otherwise, if a new alarm severity does not match
the existing severity then the existing alarm is closed and a new alarm opened for the new

severity.

MIB Name—The MIB with which this event is associated.

Default Behavior—The options for behavior (Undefined, Alarm, Suppress, Reject). Alarm means:
Process at the mediation server, generate event history and an alarm. Suppress means: Process
at the mediation server and generate an event (not an alarm). Reject means: Reject at the
mediation server (do not process)

Resource Propagation—The hierarchical resource propagation behavior for any alarm based on
this event definition (either Default, Impacts subcomponents, or Impacts top level). (See also
Alarm Propagation to Services and Customers: What Happens on page 167 for more about
how this impacts services and customers.)

An event definition configures “Resource Propagation” (distinct from “Alarm propagation”)
based on the event type. Do alarms based on this event definition impact the overall device
(Impacts top level), subcomponents (Impacts subcomponents), or just the correlated
inventory entity (Default)?
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Service Affecting— Check this if the event has an impact on services. Indicates whether the alarm
has an impact on services. If this is checked then alarms based on this event definition
propagate calculated alarm states across services and customers that depend on the (directly)
alarmed resource.

For example: If a resource has a service affecting alarm, then Dell OpenManage Network
Manager propagates the severity of this alarm across all associated services and customers. If
the resource alarm is “clear” then all services depending on this resource are “clear” too. If the
resource alarm is “critical,” then all services depending on that resource are “critical” too.

K nNotE:

Alarms imported from previous versions appear as not service affecting, regardless of severity.

For more about propagation, see Alarm Propagation to Services and Customers: What
Happens on page 167.

Advisory Text—The Advisory Text appears with the event. Configure it in the text box here.

Message Template

This panel lets you view or alter MIB Text, Bindings and the Message Template for the event
selected.

[ General Template Correlations Extensions

(MIB Text

Adaptive CLI Execution Failure

/Bindings in Event

Binding Object Hame ol

redcelEquipmertContact 1361413477234
redcelEquipmertLocation 1361413477235
redeellEquipmerntyendar 1361413477236
redcellEquipmertHostname 1361413477237

}Message Template

1361413477311 3}

0 Thiz iz & template for messages that accompany this event. Specifying an OID from the event bindings within curly braces {}inthe
= template acts as & tag which replaces the OID with its MIB value. For example: Interface: {1 361 2.1 2.2.1 1} left the down state

el save || @ cancel
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This contains three sections:
MIB Text—A read-only reminder of the MIB contents for this OID.

Bindings in Event—A read-only reminder of the MIB bindings for this event. This displays the
varbind contents of the event, matching the Binding Object Name and the OID (object
identifier).

Message Template—A template for messages that accompany this event. Specifying an OID

within the curly braces {} in the template acts as a tag which replaces the OID with its MIB
value. For example: Interface: {1.3.6.1.2.1.2.2.1.1} left the down state.

You can also add optional messages surrounded by double brackets [[ ]]. if the event
definition has the message “aindex: {1.2.3}[[, bindex: {1.2.4}]]” and {1.2.3} is defined as say
“1” but {1.2.4} is not defined then this resolves to “aindex: 1". If they are both defined (say
{1.2.4} is “2”) then this resolves to “aindex: 1, bindex: 2"

If a message template exists for an existing, correlated alarm and the generated text does not
match the original alarm, then Dell OpenManage Network Manager closes the existing alarm,
and generates a new one. Leaving this blank transmits the original message.

@ NOTICE

Putting an OID in curly brackets amounts to a tag replaced by the MIB text for that OID. Look for OIDs and
messages in the MIB browser (as described in MIB Browser on page 214).
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Correlations

This screen lets you configure Correlated Events and Correlation Key Bindings. For example, a link
down event could correlate with a link up event, or an alarm with a clear alarm event.

[ General Message Template

-
Correlated Events kL Remova il
Event Definition MIE Hame Action ‘
chalarmStackPortlinkDown F10-5-SERIES-CHASSIS-MIB

’Correlation Key Bindings

Available Variables Key Variables
chalsrmvarinteger ;I D chalsrmyarsiot ;I
chalsrmyarstring Q chalsrmyarPort
b
K
[| [|

led Save | @ cancel

In the Correlated Events panel, click Add to display a selector (with filter) to find events to
correlate with the one you are editing.

In Correlation Key Bindings, use the right/left arrows to select Key Variables from Available
Variables. The variables considered keys for correlation are the key bindings for the target alarm in
the correlation process. This means that if event A is defined to include event B as a correlated
event, comparison of the key bindings defined for event B is also considered when comparing a new
alarm for event A to an existing alarm for event B.

Notification OID—As with parent event definitions, this is the object ID. Dell OpenManage
Network Manager automatically generates this based on the Notification OID of the parent
and key binding values entered. For example, if the parent event definition has a Notification
OID of “1.2.3.4” and the key binding values of the extended definition are 5 and 6 (the parent
must have previously been configured to have two extension bindings available) then the
resulting Notification OID for this new extended event definition will be “1.2.3.4::5:67.
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Fine-Tuning Event Correlations

Dell OpenManage Network Manager’s eventdefs . xml files configure event definitions that
originate in installed MIBs. Dell OpenManage Network Manager’s editor is typically a more
convenient to configure them further.

No edit screen currently exists to configure variable binding objects. If you need to configure
CorrelationType, you can do so by editing the /owareapps/redcell/server/conf/
bindobjectdefs.xml file.

If an event definition does not correlate correctly for your system—for example the falling alarm
does not clear the initial raising alarm—then you can use one or more of the OIDs for the binding
objects on the Message Template tab, not the OID of the event definition itself, and create entries
for them in this file. The technical help desk may assist in this process.

To customize Dell OpenManage Network Manager’s standard bindings, edit the file. Here is an
example of what appears in that file:

<?xml version="1.0" standalone="yes"?>

<ow:owdata xmlns:ow="urn:doradosoftware" xmlns:tns="urn:com/dorado/
redcell/notifications" xmlns:xsi="http://www.w3.org/2001/XMLSchema-
instance">

<!-- ** Notification binding object definitions **

This feature was added to allow for different ways of correlating
notifications when the key bindings are structured differently.

CorrelationType

0 = On value, where all bindings have both an 0ID and a value, the value
is used to correlate (this is default)

1 = On index, e.g. OID of 1.4.5.3.4389.334 where no binding object
exists with this exact OID but 1.3.5.3 does exist

and is configured this way will use the remainder of the string
(4389.334 in this example) to correlate

-—>

<!-- mplsTunnelAdminStatus -->
<bean xsi:type="tns:NotificationObjectDefNP">
<ObjectOID>1.3.6.1.2.1.10.166.3.2.2.1.34</0bjectOID>
<CorrelationType>l</CorrelationType>

</bean>

<!-- mplsLdpSessionState -->

<bean xsi:type="tns:NotificationObjectDefNP">
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<ObjectOID>1.3.6.1.2.1.10.166.4.1.3.3.1.2</0bject0OID>
<CorrelationType>l</CorrelationType>

</bean>

<!-- mplsTunnelAdminStatus -->
<bean xsi:type="tns:NotificationObjectDefNP">
<ObjectOID>1.3.6.1.3.95.2.2.1.34</0bjectOID>
<CorrelationType>l</CorrelationType>

</bean>

</ow:owdata>

Event and Alarm Lifecycles

The following outline the logic Dell OpenManage Network Manager uses when processing events
and alarms.
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Events

SHMP trap received

C RCirtemal trap occured >—a Creates New Event (Notification) %

TR-063 Inform received

Syslog message received

Satisfies filker
condtions?
(EPR)

Apply evert comelation
for device access
(=PR)

Apphy Event Defirition
avemide mappings

Includes:

> Set Severity,
Sat Sarvice Affecting,
Set Behavior
(EPR)

Apply pattern detection rules

Frequency Threshdd
(EPR)

Pemist event to DB [

Perform
alam comelation
{separate document]

|

Exeaute post-processing
automation adions
(EPR)

|

Exeaute device driver
proc:Essing
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Alarms

Scurce entity under
alarm suppression?
(scheduled or
inoefinit=)

Marked =5
sLppress?
(EFR}

No

Alarm correlation

Event persists but
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Opered
correlated alerms
=it?

Severty is
sy set b
clezre®?

Open new alarm
2nd persigt to 08

Alzrm propegetion

Clezr open correlzted alzrms
(creates no new slzrm)

Propegete o

assoxizted links

Comeleted zlzrm bes
the seme severity

2nd memeage?

Service
affecting?

No

Exzbts/de-escaizte
alarm to new ety
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Increment
slarm count

Propagete slerm etz to deployed
terget services and cugomers

Clear extra
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Clezr zlerm recuest Database Propagation
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Alarm Propagation to Services and Customers: What
Happens

The following describes the use cases where you Alarm Propagation to services and customers
occurs. This describes the sequence of events / alarms.

Alarm state must propagate to associated entities for each step and might take some time to reach
all of them, so matching mentioned below may not be instantancous, depending on the complexity
of the associations. This propagation to services and customers occurs through a background
process, running on regular intervals.

A resource can have several levels of services that depend on it, and then customers can depend on
them, and so on. Potentially, several levels of dependency and a large database full of services and
customers to propagate alarm states can exist, so propagation processing occurs in the background.
By default, this process runs every 30 seconds, but you can configure this interval by setting the
com.dorado.assure.propagation.AlarmPropagationInterval property. This value
is in milliseconds. The following...

com.dorado.assure.propagation.AlarmPropagationInterval=60000

sets the interval at 60 seconds. Best practice is to put this property in
\owareapps\installprops\lib\installed.properties, so upgrading your Dell
OpenManage Network Manager package does not overwrite any change you make. After changing
this property, you must restart the application server for the change to take effect.

E4 NoTE:

Only services associated with the alarmed subcomponents are affected by alarms on the subcomponent,
not services connected to the rest of the device. You can also override default service affecting alarm
behavior with an Event Processing Rule. See Event Processing Rules on page 136 for more about them.

A New Alarm Arrives, then...

Service Affecting Alarm Changes Source Alarm State: The new alarm changes the alarm state
(higher or lower) of the resource that is its source.

Dependencies: If this resource has services or customers that depend on it, the alarm state
matches for all such deployed, dependent services and their associated customers. Without
such dependencies, no alarm state changes, besides that of the source.

Parent Resources: The alarm changes the alarm state of a child of the source and the alarm's
Resource Propagation value is Impacts Subcomponents.

Dependencies: Child equipment matches the top level’s alarm state. All deployed services
and their related customers depending on this particular resource component match the
resource component’s alarm state.

Child Resources: The alarm changes the alarm state of parent of the source and the alarm's
Resource Propagation value is Impacts Top Level.
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Dependencies: Parent equipment matches the child entities alarm state. All deployed
services and associated customers depending on only this resource’s alarmed component have
their alarm state match the resource’s component.

No Change to Alarm State: The new alarm does not change the alarm state of its source, so no
services or customers have their alarm state changed

Alarm not Service Affecting: The new alarm is not service affecting. The result is that no change
occurs to services’ or customers’ alarm state.

Cleared Existing Alarm

Clearing Service Affecting Existing Alarm Changes Alarm State: This changes the alarm state
(higher or lower) of a resource.

Dependencies: All deployed services and associated customers depending on this resource
have their alarm state match the resource.

No Dependencies: No services or customers change their alarm state

Clearing Non-Service Affecting Existing Alarm: No services or customers have their alarm state

changed

User Actions

Resync the resource’s alarm state: if the resource’s displayed alarm state was incorrect, perhaps
because it is a parent or child of a resource whose alarm state has changed, then this corrects it.

If this action changes the alarm state and this resource’s most severe alarm is service affecting, then
resync makes alarm states propagate to any associated services and customers. If the deployed
services have the incorrect alarm state, then resync corrects that inaccuracy.

Viewing alarms associated with a service:

e If the service is deployed, and the target resource has open service affecting alarms, all open
service affecting alarms for the target resource appear.

e If the service is deployed, but the target resource has only cleared or non-service affecting
alarms against it, no alarms appear.

e If the service is deployed, and the target resource does not have open service affecting alarms,
but at least one descendent entity of this resource has open service affecting alarms against it,
those alarms propagate up to the resource. All open service affecting alarms that propagate up
(Resource Propagation is Impacts top level) for the target resource’s descendants appear

* If the target resource does not have service affecting alarms, and neither do any service
affecting alarms exist for its descendent entities, no alarms appear.

o If the service is undeployed, no alarms appear.

Viewing alarms associated with a given customer:

e Ifatleast one service associated with the customer has open, service affecting alarms, all open
service affecting alarms for all services associated with this customer appear.
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* If none of the services associated with this customer have open, service affecting alarms, so

alarms appear

User views the services impacted by a particular alarm:

* If the alarmed resource has at least one deployed service that depends on it, all deployed
services depending on the alarmed resource appear.
e If the alarmed resource does not have any deployed services that depend on it, no services

appear.

Deploying a service whose target resource has service affecting alarms:

*  Before deploying, no alarms appear for the service. After deploying, all open, service affecting

alarms for the target resource appear.

Undeploying a service whose target resource has service affecting alarms:

*  Before undeploying, all open, service affecting alarms for the target resource should appear.

After undeploying, no alarms appear.

Editing a deployed service to change the target from one resource to another:

e If the original resource has service affecting alarms but the new one does not, all open service
affecting alarms for the original target resource should appear before the edit. After the edit,

no alarms appear.

e If the original resource does not have service affecting alarms but the new one does, before
editing, no alarms appear. After editing, all open service affecting alarms for the new target

resource appear.

Contacts

The contact portlet displays available
contacts for your system. There is no
expanded version of this portlet, but you can
Ctrl+click to multi-select.

You can right-click to act on the the selected
contact with the following menu items.

New / Open —Displays the Contacts
Editor, where you can create new
contacts or alter existing ones.

Details— Displays a screen with contact-
associated alarms, and the information
entered in Contacts Editor.

i i Contacts £ X
@  settings ; iMRefresh : Search
Contact i~ Company First Hame Last Hame Work Phone #
2 USA Juni.. | Juniper Netwo..  Juniper Metwo...  USA 1-888-314-JTAC
2| Phil ext1 087
L JTACUS Juniper Metwa Juniper Techni JTAC USA 1-888-314-JTAC
2| it@dorad...
2 | EXTRTAC.. ExtremeMetw .. Estreme Tech.. EWTRTAC-US 855 257 3000
& | CISCOTA..  Cisco TAC 1 800 553 2447

] 2 rH

Visualize— Displays a mapping of the selected contact’s association to devices. See Chapter 7,

Display Strategies.

Delete—Displays a mapping of the selected contact’s association to devices.
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Visualize— Displays a mapping of the selected contact’s association to devices.

Dell OpenManage Network Manager only retrieves Contact and Location information on initial
discovery. You can modify these once the resource is under management, however doing so will not
modify any system information on the device.

Contacts Editor

This editor has two panels where
you can enter contact
information (Name, Address,
Phone, and so on). Click the tabs
at the top of this screen to move
between the panels. The Contact
ID, a unique identifier for the
contact in your system, is a
required field at the top of the
first page.

Click Save to preserve your new
or modified contact information.
Click Cancel to leave the contact
unmodified.
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Locations

In its summary form, the locations portlet displays
configured locations in your system.

You can right-click to create, modify or remove
(New, Open, Delete) the selected location. See
Location Editor description below for more about
editing or creating locations.

If you select Visualize, a map of the selected
location’s connection to equipment appears. See
Chapter 7, Display Strategies for more.

The Tag option lets you record a location’s
longitude and latitude. See Tag on page 173 for

more.

This screen has the following columns:
[Icon] —The icon for this location.
Name—The name for this location.
Details—A description for this location.

Type—A designated type for the location.

Location Editor

& Locations

9 f T i Search

Hame > Details
(&) Folzom Lab

(&) fol=om

@ 8o

@67

(&) austin

Type
ather
ather
ather
ather

ather

When you click New or Open, an editor
appears. The Name field is mandatory.

Name—A unique name for the Location. If
you alter the name of an existing location
already in use by existing equipment, the
editor creates a new location. If you
change the name of a location, this
change may take a short period to
percolate to all managed objects that use
it. You can do this, though.

Parent —The “parent” of this location (the
location to which this location is
subordinate). Select a Parent Location
from the pick list. The maximum
number of levels supported is 15.

General Location Information

Hame Folsom Laks 2
Parent e —

Details

Type area hub |

Postal Address

Street

City/State

Zip

Additional

md Save | @ cancel

Details—A text description of the location.
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Type—Type of location, as selected from the drop-down menu. Available types are: Area Hub,
Customer, National Hub, Other, Provider, Regional Hub, and State.

Postal Address—The Street, City/State, Zip address of the location.
Additional—Any optional notes.

Click Save save the Location, or any modifications you have made.

Expanded Location Portlet

The location portlet displays a list of all locations, with Snap Panels to display a selected location’s
connection to the network and details.

7| Locations <= Return to previous

© ~| Bl : Firer: @ [Defaut Location Fiter =] © advanced © Quick Search led Export
Hame Details Type

(@) austin ather

(©) MyOffice other

@) Lab area hub

(&) Folsom ather

(&) Bobs_Deii other

5 item(s) returned

() widgets
() Reference Tree Location Details
Location Name:  Falsom
> (@ Folsom Location Details:
= U Lab Location Type:  other
Parent Location:
Location bo Equipment Street:
City/State:
Zip:
Additional:

The New menu option appears in the expanded location portlet. Click Settings to change the
column appearance (see Show / Iide / Reorder Columns on page 107). This has the same columns
as Locations on page 171.

Locations Snap Panels

Selecting a location row displays the Reference Tree Snap Panel, with that location’s connection to
containers (see Container View on page 247) and equipment. Click the plus (+) icons to expand
the tree. The Location Details panel displays what has been configured in the Location Editor.
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Tag

When creating a location, Dell OpenManage Network Manager automatically selects the latitude
and longitude of the address entered for a location. Tag a location by right-clicking it in the

Locations portlet.

Search for a general area below. Click on the Map to relocate the marker
- Search |
E = = [—
4 P =
= o % Ly M\ﬂ“‘z
< > — | 7
P
o ;‘ LT
— £ Sehoo g,
* = s Or e
ot et
Wilow Creek o =
fTown Center &
"a,. Shopping Center
4 i H
5 s, / Mercy Hospital
EM'BV.‘Q.- of Folsom
: § 5 e,/
nia Hills
borhood g & 8.
ark L
crossing Way) g =L
Blue Ravine, ~‘-{'9 T .
Oaks' f ‘ni S_% e
0 3 S
o Dk o, PCTI Bentley Wy
imag®™ g@ K et 5 Square West
EY |
3 ek po g /
-3 e, 2 i
2 Cir or g £ Be
; ? | § Brown E-u\fali; Uu-dk"(‘m ] & g Squs
= WA L 5 Wiap data 22011 Boogle - Terms of Use
o Apply | = Delete Tag ‘ 0 Cancel

The location created by default is the address entered in the Locations editor. You can also enter
the address in the Search field, or click and drag the marker that appears on this screen. Click Apply
to accept the re-location. A Delete Tag button appears when you have created a tag, and lets you
remove it. Cancel closes the screen.

@ NOTICE

You can zoom in or out on the displayed map with the + and - buttons in the upper left corner of this

screen.
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Vendors

In its summary form, this portlet displays the available vendors for network resources.

=/ Vendors F+ X
9 i Settings @ g *Refresh : Search
Hame~ Enterprise Humber
T Merox 253
A Mware Inc. 6876
P Unknown 0
1 SUSE Linux AG Inc. 07
- Samsung Electronics Co., LTD. ih!
" Ricoh Printing Systems, Ltd. 22163
o@Dz 2 4 »m

Right-clicking a row lets you do the following:
New / Edit—Opens the Vendor Editor where you can configure or re-configure a vendor.

Details—Displays a panel showing the alarms, registered models, and identifiers for the selected
vendor.

Visualize—See a topology of the network filtered to display only the selected vendor, see Chapter
7, Display Strategies

Import / Export—Common menu capabilities described in Import / Export on page 109.
This screen has the following columns:

Vendor Icon—The icon for this vendor.

Enterprise Number—The enterprise number for this vendor.

Vendor Name—The name for this vendor.
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Vendor Editor
This editor configures (or re-configures) vendors.
It has the following fields:

General
Vendor Name—A text identifier for the vendor.
Enterprise —A numeric identifier for the vendor.

Vendor Icon— Select an icon from the pick list.

Contact

Click the Add button to select from contacts in Dell
OpenManage Network Manager to associate with
this vendor. See Contacts on page 169 for
instructions about configuring contacts.

w Yendo

m Contact

|’Vendor Details

Vendor Hame
Enterprise Humber

Vendor lcon

Test Vendor kS

123

Lil

.

L;_.] Save | % Close

Vendors | Key Portlets

175



Expanded Vendor Portlet

When you expand the Vendor portlet, besides sharing you can also click Settings to configure the
columns that appear here (see Show / Hide / Reorder Columns on page 107). This screen has the
same columns available as the summary screen.

i Vendors <= Return to previous
e é,.i W | i Filter: O | Default Vendor Fitter ;I  Advanced ¥ Quick Search [n] Export
Hame = Enterprise Humber
= Covaro Metwarks, Inc 16022
B8 Delline: 574
i Dorado Software 3477
A DoremiLabs, inc 24331
% EMC Corporation, Inc 1981
) Erterasys Networks 5624
e Extreme Networks 1916
if F5 Labs, Inc. 3375
38 item(s) returned H 4 1 a 24 5 N
) Widgets
Reference Tree Registered Models
o B el I, Model = SysObjectID ﬂ
 Wendor to Equipment Latitude C400 1.5.6.1.4,1,3477. WML LATITUDEC400
) () 6224 Jannick_73.10.20.1.73 Latitude €500 1.3,6,1,4,1,3477 WMI,LATITUDECS0O
Latitude CEO0 1.3.6.1.4.1.3477 WML LATITUDECE0D
Latitude C510 1.3.6.1.4.1. 3477 WML LATITUDECS10
Latitude C610 1.3.6.1.4.1. 3477, WML LATITUDECA10
Latibude C540 1.3.6.1.4.1.3477 WML LATITUDECS40
Latitude C&40 1.3.6.1.4.1.3477 WML LATITUDECE40
Latitude CE00 1.3.6.1.4.1.3477 WML LATITUDECS00 LI

Vendors Snap Panel

The snap panel displays the icon for the selected vendor.
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Resource Management and Reports

The Resource management portlets let you manage devices you have discovered or created on your
network. Optional applications and device drivers may increase the basic functionality described
here, so your screens may not exactly match those appearing on the following pages.

Resource Management portlets let you view device-specific information, both general (name, type,
location, contact) and technical (vendor, subcomponents, and so on).

This chapter contains information about the following portlets:
* Authentication
* Discovery Profiles
*  Managed Resources
* Ports
*  Reports

Authentication

The authentication summary screen displays credentials used to communicate with and manage
devices.

£ Authentication &+ X
0 i Settings @ x¥Refresh : Search
Hame~ Designated for EMS  Type
WM [V} ERC
testipmi Q ]
tests [V} ERC
test [V} Telnet/S5H
TELMET _Akiris Demo 0 Telnet!S5H
Telnet-Cizco MDS [V} Telnet!S5H
o@Dz 2 4 »m

This portlet displays credentials used in discovery and communication with network resources. The
Name column identifies the set of credentials, Designated for EMS means it is available for all
users, and Type indicates the protocol for that authentication.
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Functions common to many menus, in addition to the Import / Export and Sharing, include the
following actions are available in the right-click menu:

New / Edit—Opens Authentication Editor, where you can create a new authentication or edit the
selected authentication. You cannot change the Authentication Type when you edit an
existing authentication.

Details— Displays a reference tree, associated equipment, and the configuration created or altered
in Authentication Editor.

Audit—Opens an audit trail viewer for the selected authentication.

Delete—Deletes the selected authentication. If it is in use, an error message appears saying that
deletion is not allowed.

Import / Export—Imports or exports authentications to your Dell OpenManage Network
Manager system.
Authentication Editor

You can right-click and select New or Open to create or modify credentials for your system. You can
also Delete and Share with User from that right-click menu.

Equipment User Groups

 General Authentication Parameters
11} mysnmpy3 z
Use for EMS r
Authentication Type ’WLI
User ID gatester
Security Level ’Wﬂ
User Password =000 sssssssssssssssssssssssessss
Authentication Protocol ’MDSill
Privacy Key

[,n] Save ® Close
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The fields that appear in this editor vary, depending on the type of authentication. The ID (name)
for the authentication is mandatory. If you Add an existing authentication, for example to
Discovery Profiles, you can also configure the Management Interface Parameters like Timeout,
Retries, and Port used. If you have an authentication that works for multiple protocols (for example
SSH or Telnet), you can also select the Protocol Type.

@ NOTICE

Discovery can fail because of network latency / timeout issues. Increasing the timeout or retries for Dell
OpenManage Network Manager authentications can circumvent that.

/\  CAUTION:

If you do not get access to the deepest level of authentication—for example the “enable” user's—you
cannot access all of Dell OpenManage Network Manager’s functionality. Also: many devices require
more than one authentication—for example SNMP and Telnet/ SSH.

When attempting to access a device configured with SNMP v3, if you see an error message like
unable to read device serial number for selected credential, discovery fails.
This indicates the SNMP v3 credential is faulty. Correct it, and discovery and other access should
be available.

4 NoTE:

The standard for SNMP v3 passwords is eight characters or larger. Some devices may accept shorter
passwords, but Dell OpenManage Network Manager requires eight characters or longer.

Use the Equipment and User Groups tabs to associate the authentication you configure here to
devices or groups of users.
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Expanded Authentication Portlet

The Settings button in the expanded Authentication portlet lets you configure column appearance
(see Show / Hide / Reorder Columns on page 107). This offers the same column setup as the
summary screen.

2 Authentication < Return to previous
e ,—’ W | i Filter: O ‘Default Authertication Fiter ;I  Advanced { Quick Search [ﬂ] Export
Hame~ Designated for EMS Type
gapublic [V ] SHMPy fv2e
My Snmp¥3 0 ShMPY3
B Q TelnetissH
ciscoadmincoracdo 0 Telnet!SSH
ciscol38 Q TelnetissH
admindoradoenablesnable [V} TelnetrSSH
admin/DOradoll [V ] Telnet/S5H
a Q TelnetissH
13 itemys) returned H 4 n 2z rH
) Widgets

Reference Tree Associated Equipment

* I qapublic Name IP Address™ DNS Hostname  ¥endor =

Resource Profils D Router. 1921, 192,168.1.135 5 Cisco Systems

This Authentication is associated with the following Equipment 145 JnperME-10... 10.128.3.15 m Juniper Metw..

- CiscoME3400...  10,128.2,31 e CisCo Systems

“ Router.yourd 10.128.2.11 e Ciso Systems

B Dellskres0.1. 10.20.1.167 [ Juniper tietw

SBX Dellsrizzoh .. 10.20.1.166 [ Juniper Metw..
=) 6224 lnnick...  10.20.1.73 mDE" Inc. s
=

Authentication Snap Panel

When you select a listed authentication the Reference Tree Snap Panel displays a tree of that
authentication’s connections to Discovery profiles and equipment.

Resource Discovery

The following explains and demonstrates the features included in Resource Discovery. The guide
assumes you have full access to all the features (full license) included in the web portal.
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% How To:

Discover Resources
Here are the steps:

1 Set up Discovery Profiles for the resources you want to discover.

E4 NoTE:

Dell OpenManage Network Manager must be authorized to set CLI session parameters; permissions-
related timeouts may occur during device access if it is not. For example, Cisco CLI access requires the
command set terminal length O.

2 Execute the profile

3 View the results in the Managed Resources portlet.

@ NOTICE

Quick Discovery executes the basics of the selected discovery profile without any following actions.

Discovery Profiles

The discovery profiles set up equipment discovery for Dell OpenManage Network Manager.

& Discovery Profiles &+ X

e f T i Search

Hame~ Description Default Scheduled Hext Execution Date

& tmjuniper Q Mo

& wEBM Q Mo

Q QA FTP_T... | Shared FTRIT... 0 Mo

Q Printers Dizcaver Prirt... 0 [{s]

& Metscreen 0 [{a]

& MMICLab MIMIC simulsti... € Mo

ez = »o

The summary view displays the Name, Description, Default (the green check indicates the default
profile), whether the profile is Scheduled and Next Execution Date for scheduled discovery.

When Dell OpenManage Network Manager discovers unknown devices, it examines the RFC1213
MIB for hints of the device's capabilities, determining if it looks similar to a layer 3 router or a layer
2 switch. Since some device can do both, Dell OpenManage Network Manager classifies such
ambiguous devices as routers.
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Menu Options

When you right-click a profile, the following menu options appear (in addition to the Common
Menu [tems):

New—Opens Discovery Profile Editor in new profile mode. (see General on page 183)

a Bl

; Edit o
T : Copy |4 New (Specified Site} —
5 Execute
_| 4 Inspect
42 Quick Discovery
~| (& Schedule
& Audit

EMS Type
SNMPVINZE

[ L Delete

1ol ImportExport b

15 Share with User

SNMPv1ivZe

SHMPv1NZe

Edit— Opens Discovery Profile Editor.

Copy— Opens Discovery Profile Editor, and renames the selected profile as “CopyOf|Original
Name]”.

Execute—FExecutes a discovery profile. This also produces an Audit trail (see Audit Trail / Jobs

Screen on page 114). A message appears indicating the success or failure of discovery
execution.

Discovery execution continues in the background even when you close the audit trail / jobs

screen, but the message indicating success / failure still appears when the discovery process is
done.

Inspect—Validate the profile’s credentials, and that the device pings, and is licensed for discovery.
Described in Inspection on page 188.

Quick Discovery—Opens discovery wizard displaying network and authentications, but without
the Actions and Inspection panels. Quick Discovery does not execute actions, either. Click the
Execute button once you open this screen to quickly discover equipment. (See Network on
page 185 for more about the screen this displays.)

Schedule—Opens schedule editor where you can create and/or modify the schedule for a discovery
profile’s execution.

Audit—Displays audit trails for the selected profile. See Audit Trail / Jobs Screen on page 114.

Delete—Deletes a discovery profile, after you confirm deletion. A notification message appears
when deletion is completed on the application server.
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The remaining menu items include Import, Export Selection, Export All and (if other users exist in
the system) Share with User.

E4 NoTE:

Dell OpenManage Network Manager discovers Aruba Access points through the controllers to which
they connect, discovery does not find stand-alone access points.

Discovery Profile Editor

This editor lets you create or modify profiles. It has the following sub-sections:

¢ General
¢ Network
e Actions

* Inspection
*  Results

% How To:

Edit Discovery Profiles

Here are the steps that appear in Discovery Profile Editor:

General

The General Panel collects all required data for a discovery profile. Dell OpenManage Network
Manager validates each field, one at a time. Hints and tooltips appear if you hover your cursor near

a field or label.
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1

General Parameters—Set the Name, Description and a checkbox to indicate whether this
profile is the discovery default.

Inspection Results

[ Genetal Metwark Actions

.1. Set Discovery Profile General Parameters

Hame Use as Discovery Default

Discaver Dell 2 Ery unigue name [T use as Baseline Default

Description
Al Lab Dell devices optional

.2. Set Discovery Profile Options

Discovery Options Filtering Options {Not Applicable to Inspection)

Device Haming Format Filter by Location

Sysname and IP Address ;I

Manage by

IP Address ;I

Resolve Hostname(s)
[T Attemptto resolve Hostname to IF Address

ICMP Ping Device(s)
[¥ Ping devices before authentication

# Click to Select

Filter by Vendor
# Click to Select
Filter by Device Type
=

Manage ICMP-only Device(s)
[T Wanage devices that only respand to Fing

Manage Unclassified Device(s)
[ Manage device(simith no registerad software installzd

= lext Ln] Save +* Inspect 2 Execute ® Close

2 Profile Options—Select the Device Naming Format (how the device appears in lists, once

discovered), whether to Manage by IP address or hostname, and check whether to Resolve
Hostname(s), ICMP Ping Device(s), Manage ICMP-only Device(s), or Manage Unclassified
Device(s). This last checkbox determines whether OpenManage Network Manager attempts
to manage devices that have no OpenManage Network Manager device driver installed. If
your system’s license permits it, such management may be possible, but more limited than for
devices with drivers installed.

If your license limits the number of devices you manage, discovering such “generic” devices
may count against that limit.

The Filters (by Location, Vendor, or Device Type) let you narrow the list of devices discovered
by the selected item(s). As the screen says, this filtering will not have any impact on the
processing that occurs during the Inspection step.

K nNotE:

Fields like Location query the database for current information, so even though its field may appear
empty, Locations may exist. Click the Search button to the right of this field to populate it. Keeping such
fields empty until you use them enhances performance.
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The buttons at the bottom of the Profile Editor let you navigate through this series of panels.
Previous / Next move back and forth between screens, Save lets you preserve whatever stage
you have configured, and close the editor, Inspect moves directly to the Inspection screen
(described below), and Execute triggers the discovery profile and opens the Results panel,
displaying message traffic between Dell OpenManage Network Manager and the device(s).
Click the “X” in the top right corner of these screens to close them without saving.

If you discover devices without retrieving their hostnames, and need that hostname later, you
can re-run discovery after checking Resolve DNS Hostnames. This fetches the DNS hostname

and resyncs the device.

Network

The Network Panel collects the network (IP range, hosts, and so on) and the authentication

information for the discovery profile.

3 Atfter you click Next, the Network panel appears.

Network Type and Addresses— Select the type of entry in the pick list (IP Address(es),

CIDR Address, Hostname, SNMP Broadcast, Subnet).

Actions Inzspection Results

’3. Select Network Type and Address(es)

IP Address(es) -

Enter IP Address(es), IP Range{s) andior Hetwork(s)
\

17220712

4. Select Authentication

5
Create Hew | Choose Existing |

Hame Type

Parameters ‘ Actions |

TELMET

R«

Timeout: 10, Retries: 1, Port: 23

GE+

Ti 4z b

<

Authentication Hame

Protocol Type

Select Management Interface Parameters
Timeout

Retries

Port

« Apply || @ cancel

| HTTHHTTPSWEBEM - Defauit HTTE nserid=admin password=passwara ;I

=

+ Previous | =+ Hext ‘ [l save | < Inspect | s Execute | ® Close ‘
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The tooltips in the data entry field tell what valid entries look like.

E4 NoTE:

Dell OpenManage Network Manager now discovers all IP addresses in a specified range, regardless of
the specified base IP address is (middle, starting IP, or last in the range). IP addresses outside of range
will not be discovered. You can use the CIDR specification of the network to discover rather that the
subnet ID.

Authentication—You can create new, or add existing authentications. See Authentication on
page 177 for the way to create such authentications outside the discovery process.

/\  CAUTION:

If a device or its driver requires two authentications and you only enter one, it may not appear in
inventory after discovery. To correct this, enter both authentications in the Discovery Profile or in Quick
Discovery. If you discover a device partially with only one authentication—typically the SNMP
community—you can re-discover with the correct authentications later, or Editthe resource to add that
correct authentication andthe management interface for it.

Notice that authentications appear with Edit / Delete icons and Up / Down arrows on their
right. The Edit icon opens the authentication editor. Click the arrows to arrange the order in
which the application tries credentials (top first). Ordering only applies when two credentials
are of the same type.

If you have imported a discovery profile without importing or creating the authentications it
uses, editing its authentications is not possible. If you cannot import authentications, or have
not created them when you do attempt to edit them, the easiest solution is to delete the un-
imported un-created authentication the profile refers to and create a new one.

If two similar authentications include one with a “deeper,” enable login, and a “shallower”
one without that additional login, arrange to try the deeper login first. If the device rejects it,
discovery still tries the shallower one later.
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Actions

5 When you click Next, the Actions panel appears.

Resulis ]
5. Selected Discovery Actions (Listed in Execution Order) Add Action | Remove Al |
Action Hame | Action ‘
i Resync E 3
+= Previous = Hext | hﬂ] Save | « Inspect | 45 Execute ® Close

You can simply accept the default actions that appear here (like Resyne, and Learned MAC

discovery) by clicking Next to the Inspection portion of discovery, or you can do the following:

Add Action—This opens a screen with a selection list of available actions. Click Apply to
select an action to add to the list for this profile.

Action: [ DiscaverLinksForDevice =T (Find Actions By. most common | keyword search)
-

Createl2Links Discover FibreChannel Links

7

CreateL3Links Discover ISCSILinks

g r

DiscoveryOption Discover Ethernet Links

IgnoreLinksWithincompleteEndPoi ;I 72

Discover BGP Links

Discover OSPF Links

Discover ISIS Links

A

Discover ATM Links

A

Discover SOHET Links

=

Discover IPROUTE Links

=

Discover RIP? Links

a

-

o Apply ‘ 0 Cancel | Please Wait...

Notice the default for this screen displays the most common actions, but you
can also click keyword search in the top right corner to display a search field
instead of a pick list with the most common actions. The search results
appear in the pick list. When you select an item, if it has parameters, they
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appear listed below that item. Use the checkbox(es) or pick list to configure
these parameters, then click Apply to select this action as part of the profile.
See Actions on page 145 for more about these.

Edit, Delete, Move—These icons appear to the right of each action. If you Edit a profile
with parameters, you can change them. The screen looks like the one that appears when
you Add actions. Deleting actions removes them from the list, and the Move arrows
help arrange the order in which actions appear listed, and are executed. The list of
actions the profile executes goes from top-to-bottom.

Inspection

Using the Inspection Panel is an optional step. If you want to execute the profile after entering the
required information on the General and Network panels, you can skip this step, and just click
Lxecute at the bottom of the panel.

6 Inspection—This screen lets you preview the discovery profile’s actions and access to
devices. If you clicked Next rather than Inspect at the bottom of the previous screen, click
Start Inspection in the top right corner of this screen to begin the inspection process that
validates the device’s credentials.

. 5
6. Inspect Network using current settings (optional) | Actions: 7| stop nspection

Discover IP Address/ Hostname/Auth Hame Vendor/Auth Params Status a Pinged Licensed ‘
Protocol Type

A 10.125.4.32 50 Pending & &

K 10.128.4.30 57 Pending & )

A 10125425 “5r Pending & &

w~ 10125422 457 Pending & @

A 10128.4.23 0 Pending & V)
10.128.4 46 (@ Mo Response =] =]
10.125.4 49 (@ Mo Response e —)
10.126.4.46 (@) No Response =] =
101284 28 (@) Mo Responze =] =)
10125.4.47 @) No Response =] =
10.125.4 44 (@ Mo Response e —)
10.128.4.26 Mo Respanse =] =]
10.125.4 45 (@ Mo Response e —)
10.125.4 27 (&) Mo Response (-] —]

W« @izl(z)(4 (5 (8|(7/[s](a]»
Inspection Status: ¥ Ping: 96 / 210 : Hostname: Pending : Auths: Pending
+ Previous L,—_.] Save % Close

Notice that the Inspection Status fields at the bottom of the screen indicate the success or
failure of Ping, Ilostname resolution, and Authentications, and the Status column displays
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whether a valid authentication exists, whether it has been tested, and whether the test is
successful.

When authentications are unsuccessful, click the icons to their right to remove or edit them.
You can also click the wrench / screwdriver “fix it” icon in the Discover column to open an
editor where you can revise the authentications for that device.

Device Auth Tests: 10.128.2.10 Test Device | Create Hew | Choose Existing | Close
Select Auth Hame Protocol Type Auth Params Status Actions
— admin/D0rackll Telnet Timeout: 10, Retries: 1, Port: 23 i Timeout waiting for respon.. | 4 &
|| admindoradoenablesnable =EH Timeout: 10, Retries: 1, Port: 22 _2 Timeout waiting for respon.. |4 ;
= gapublic SMhP1 Timeout: 5, Retrizs: 2, Port: 161 3 Success & ;
|
|
Device Auth Requirements
Status Communication Type Required Auth Used Protocol Used
@ Success SMMP Ves T gapublic ShMPY1
/i Missing Ll Mo
|
Auth Test Status: Auths: 4 Ready to Discover ‘

Clicking Create New lets you create new authentications, Choose Existing lets you select
from existing authentications, Test Device lets you try out the authentications you have
selected, and Close closes this screen. Notice that you can configure new or existing
authentications’ port, retry and timeout settings before you click Apply (or Cancel) in the
authentication editor that appears after clicking the “Fix it” button.

7 Save—Click Save to preserve the profile. You can then right-click it to select Execute. If you
select Execute from the profile editor, Dell OpenManage Network Manager does not save the
profile to execute later.

Results

8 Execute—Clicking Execute begins discovery, and the message traffic between Dell
OpenManage Network Manager and the device appears on the Results screen.

This produces a standard Audit Trail / Jobs Screen screen displaying the message traffic. See
also Audit Trail / Jobs Screen on page 114 for more about retrieving archives of such screens.

9 A message (Discovery Profile Execute is complete) appears in the Messages at the bottom left
of the status bar.

10  Click the X in the top right corner of the discovery profile editor to close it.
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Discovery Profiles Expanded

This larger view offers a Reference Tree snap panel where you can see the connection between a
selected profile and the authentications and discovery tasks it includes.

&) Discovery Profiles <= Return to previous
(7] 4| V| i Filter: o | Default Resource Profile Fiter j © Advanced © Ouick Search lml Export
Hame ~ Description Default Scheduled Hext Execution Date
g Discover Wbl WMl devices + switch(s) needed for ethernet lin... 0 Mo
g Digcover Procurve LA&B Procurve Devices 0 Mo
Q Discover Metgear AllLAB netgesr Devices 0 Mo
' Digcover IPMI - DISCOVER (Meed snimp disc ... Meedto 1- discover a3 snmp 2- add IPMIMGMT | 0 Mo
@ Discover Del AllLab Del devices Q N
Q Discover Cisco AllLAB cizco Devices 0 Mo
Y Discover VWEBM Linux RH 0 Mo
& Brocade_Foundry Brocade/Foundry 0 Plo
AT item(s) returned H 4 1 e RN |
) widgets

Reference Tree
+ & Discover Dell

? 'y Buthentications
| gapublic

2 Tasks
i Learned MAC

iz Resync

In addition to the right-click available in the summary screen, you can also click Settings to
configure columns.

Managed Resource Groups

These groups make acting on several
devices at once more convenient, making £l Managed Resource Groups # 4
management of groups of devices possible.
The summary screen displays columns

(7] Pl i Search

. Hame~ Type Category
describing the group Name, Type, and Icon. Fa— R
You can also right-click to do the following: e S —

!'l duniper JUMOS Driver D Dynamic: Groug

New— Lets you make either a Static
Group (one in which you select
decheS) ora Dynamic G.roup (one in S r— e tvoup
which a filter selects devices). See W@ :
details of these screens below.

!i Juniper ERX Driver Devi...  Dynamic Groug

I| Diszaover Del Static Group

3 4. r H

Edit—This opens the same editors as New, populated with the information for the selected group.
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Edit Resources— Lets you edit resources associated with the selected group like its location,
contact, or whether to manage it by hostname.

Visualize— Displays a topology map of the selected group. See Chapter 7, Display Strategies for

more.
Actions—Select from a sub-menu of actions available for the group.
Adaptive CLI—Select from a sub-menu of Adaptive CLI

File Management > Backup, Restore, Deploy— Lets you call on Dell OpenManage Network
Manager’s NetConfig configuration file backup, restore and deploy capabilities. See Backup
Conlfigurations on page 274 for an example of the steps this follows. See also File
Management on page 271 and more about deploying updates to the OS for the selected
resource group. See Deploy Firmware on page 287 for details.

Specify Backup Options

File Name DefaultConiy z Update user label

Description Email Settings add email

Select Targets for Backup Add Equipment | | Add Groups || Remove All
lName Last Backup Results Last Backup Date  Action

B Storage Group

'Device Options

Aruba0s Brocade RX Series Device Driver Dell Force10 Dell PowerConnect Device Driver JuHos

Configuration running-canfig =

[*] Add Schedule | 5 Execute x Close

When you select a group backup, and the group contains devices of several types, the Device
Options panel displays a tab for each device type. Select the backup parameters there before
executing or scheduling backup.

Link Discovery—Discover links between members of the selected group, and others. See New
Link on page 207 and Link Discovery on page 208 for details.

Resync Resources— Queries the devices in the group to update Dell OpenManage Network
Manager’s database. Resyncing also resyncs alarms on the selected device.
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Delete—Remove the selected group from inventory. The devices remain in inventory, but this
removes the grouping.

Import / Export—Lets you import from or export to file the group configuration.
Share with User— Share the group with another user. See Sharing on page 110.

Dell OpenManage Network Manager does not supports static groups that include members
retrieved by (dynamic) filters. You can configure membership with dynamic resource groups that
include group memberships as filter criteria. For example you can create a filter for members of
ResourceGroupABC or members of ResourceGroupXYZ.

Expanded Managed Resource Groups

The expanded Managed Resource Groups screen lets you see the summary screen’s groups with a
Reference Tree snap panel that displays a selected group’s connection to its devices and any
assigned monitors.

Static Group

Selecting Static Group as the
type to create displays a

selector screen where you can
Name and select a Category (Resource Group Parameters
for the group, then search for

Seneral

. . . Hame Category
available resources with a filter. e S Dptional
Click Apply Filter after you ) :
1 1 1 & Add | = R Al
have configured it, and a list of | | Current resource members e emove
de\/ices f]ttlng ltS Criteria Resource Hame IP Address~ Vendor Common Type Action
N ForceS4810P_11.10125...  10.125.6.11 m Dell Inc. Switch |

appears. Select device(s) and
Cllck Add Selected, or S]Inply NFDI’CESBD_USJUJES.BS 1012569 “DEH Inc. Swwitch il

click Add All to add the entire ‘
list to your static group. Notice |
that you can continue to re-use Group By: (¥ None (" Vendor  (~ Comman Type
this filter to list devices, and ;
continue to select them.

e,

Lnl Save 0 Cancel

When you select a device, it
no longer appears listed.
When you click Done the
subsequent screen displays all devices you have selected. You can click Add on this screen to return
to the previous screen (or Remove All to delete the listed devices from the group). At the bottom of
this screen, you can also elect to group devices by None, Vendor or Common Type (Switch, Router,
and so on). These last two create “trees” with nodes for each vendor or type. You can also click the
magnifying glass to search through listed devices. Clicking Remove All removes all devices in the
group.
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Click Save to preserve the group you have configured.
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Dynamic Group

In contrast to Static
Groups, Dynamic Groups .
do not let you select S

individual equipment. You |Resource Group Parameters )
simply configure a filter, and tame category o
OpenManage Network Lass e R
Manager creates the group  Specify Resource Filter Copy bxistng | |
on the fly. After you enter (Fitter Criteria Ada Group | | Detete Group |
the Name and Category for Ty — -
the group, create the filter. e

To see what the group Ve s eToeeR :
would look like, click e I 7
Preview Group. This opens Hetwork St s Fesponding )
the Preview tab, concealing [ Criteria Group THatch ANl @ Watch Any pr——— |
the General tab. To return B copmenivare. (S]] conars ] [om Gy

to General, click that at the [g Ve Ll [ (o tercesn (o) J

top of the screen. Click Save

to preserve the group A /|
configuration, or Cancel to & swve | [ PreviewGroup | | @ cancel

exit without saving.

Preview |

Dynamic Resource Group Membership Preview

lNetwork Status  Hame~ IP Address Vendor Wodel Type

@ Responding N TurbolronTx24_17 10204177 u Dell Inc: PowerConnect B-TI24 Switch

| Responcing {4 PCTB024_221.102..  10.20.1.221 28 el inc: PowerConnect 8024 Switch

@ Responding N PCTAS46_ 173102 10201173 n Dell Inc: PowerConnect 5548 Switch

| Responcing R PCTES4BR 17240, 0204 172 B Dell e FowerConnect 5545F Switch

(& Responding {9 PCTSS24P_171.10.... 10204171 8 pell nc: PowerConnect 5524P Switch

€ Mot Respording @ PCMB024K 24210 10204 242 B Dell e FowsrConnect ME024k  Switch

[ Responcing {4 PC7045_179.10.20.. | 10.201 179 8 pellinc: PowerConnect 7048 Switch

| Responcing R PCTOMER 162102 10204 162 B Dell e FowerConnect 7045F Switch

(& Responding {9 PCTO24P_181 102 10204181 8 pell nc: PowerConnect 7024P Switch

| Responcing R PCTOZF A7EA0 2. 0204178 B Dell e FowerConnect 7024F Switch

[ Responcing {4 PeB224P_79.10.20... | 10.201 79 8 pellinc: PowerConnect 6224p Switch

| Responcing <5 Netiron MLX-4 Rou... 10128521 B Dell e PowsrConnect B-MLXe-4  SwitchRouter
[ Responcing i MB024_Criffin_210... | 10.20.1 210 8 pellinc: PowrerConnect Ma024 Switch

@ Responding N ME220_Randall_20_ 10201 205 u Dell Inc: PowerConnect MEZ20 Switch

(& Responding Mg 14P105 10.128.31 20 8 pell nc: PowerConnect Wl8P-..  Switch

| Responcing & 14P33 10.128.31 21 B Dell e FowerConnect WAF-83  Switch

(& Responding K FCXE24S-1020.0 .. | 10201174 8 pell nc: PowerConnect BFCK-...  SwitchiRouter

N ]

led Save | O Preview Group | @ Cancel
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Managed Resources

The Managed Resources summary portlet displays the discovered devices on your network, their
Network Status, Severity (of their highest recent alarm), Equipment Name, IP Address, and Vendor

Name.
_f Managed Resources &+ X
&) @ 4
@] 2| &y ¢ search B
Hetwork Status Name~ IP Address Vendor Model Firmware Version Software Version
[ Resnaning [E) erx310-0.211.192.168.0... | 192.168.0211 Juniper Metwarks, Inc. Juniper E-series 310
[ Respanding €9 ciscoldD2435,10.128.250 10128250 Cisco Systems 24350ecEF xS
[ Resnaning € Rauter. com.... 10128211 Cisco Systems 3845 12.4(2472 12.4(2472
[ Respanding €9 Router 1921681 138 12.4(3) 12.4(3)
[ Resnaning M5 Juniperhts-10,128.3.15... Modelk: =) PowerConnect 6224 Router 1.4R2 1.4R2
&4 Responding SRE DellSRKES0.10.20.1 167 Vendor: [0 el ine ce Gateway 10.0R3 10.0R3
i : 42012119 P
[ Resnaning $8% DellSRK220n_186.10.20... fiszoueniate ice Galeway 103R1 103R1
- Description:

[ Respanding CiscoE400-10128231 . PO S R, D 410, O 60 Mot Available 12.2(55)5E
[ Resnaning =) 6224 _innick_73.10.20.. 7 ftE224

Hovering the cursor over a listed device’s [P address produces a popup with its alarm status in the
headline (both severity name and color), the % CPU, % Memory, and Ping. See the Managed
Resources Expanded section for a description of columns and additional capabilities in that version
of the portlet. Icons that appear next to the equipment name have some significance. For example:

Icon | Device Type

Switch
W

j— |Router or Switch/

Router

Wireless Virtual

Controller

Wireless Access Point

<

You can schedule actions selected here in addition to executing them immediately. See How to:
Schedule Actions on page 118 for more. Right-clicking a listed resource can display the following

menu items:
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See General > Entity Change Settings on page 60 for the way to set the summary portlet refresh
interval. The default is 40 seconds. If this portlet is on the same page as the Container View
portlet, or if it is in expanded mode, refresh does not occur automatically, but you can manually
refresh it.

K nNotE:
A small clock icon in the upper right corner of the portlet indicates that auto refresh is enabled.

New—You can create a new device without discovering it with this menu item. Select the device
vendor, model and type in the next screen, then fill in the information about the device in the

editor that appears after that selection.

ew Resource

Select a Resource Model below:

Vendors
American Power Conversion Corp.
Aruba Networks Inc.
Avaya
Barco BCI
Brocade Communications Systems, Inc
Cisco Systems
Covaro Networks, Inc.
Dell inc
Doremilabs, inc.
EMC Corporation, Inc
Enterasys Networks
Extreme Metworks
F5 Labs, Inc.
Hewlett Packard
Juniper Networks, Inc.
Lexmark International
NETGEAR
Northern Telecom, Ltd
Red Hat Inc.
SUSE Linux AG Inc.
Sim Tek Inc

% Create @ Cancel

Types
| | PC/Workstation
Printer
Server
Storage Array

Unknown

B

Models

3024

3043

3248

3324

3348
Force10 C150
Force10 C300
Force10 E1200
Force10 E12001
Force10 E300
Forcel0 ES00
Force10 ES00

Fo 0 0cP

Forcell 525N
Forcell 525P-AC
Forcell 525P-DC
Forcell 525V
Forcell 54810
Forcel0 S50
Forcel0 SS0E

The editor description appears below.

Edit—This lets you use the following screens:

¢ General
¢ Authentication

* Management Interface

* Custom Attributes—This tab appears only if you have configured custom attributes. See

Redcell > Data Configuration on page 57 for more about them.

Click Save to preserve any changes made in these screens to Dell OpenManage Network
Manager’s database, or Close to abandon any changes made in editor screens. Unless the
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device is a printer, changes to these screens typically make database changes, not changes on
the device.

o

NOTICE

You can edit fields like Notes and Description in subcomponent cards by right-clicking them in the
resource tree.

General

This screen may vary for different kinds of devices. Its General Details panel displays the
Name, Description, Vendor, Location, Contact, and Equipment Icon for the selected device.

Management Interface

Authertication

General Details

Equipment Name
Description

Vendeor
Location
Contact

Equipment lcon

Service Tag

Asset Tag

6224 _kinnick_73.10.20.1 73 *
PowverConnect 6224, 3.3.1 .10, ViWorks 6.5

Delling. | &| =

(@) Bobs_Deli & | =

1| Silk Contact 608 | & | =

)
e e

|Extended Details

Metwork Properties Settings

Custom Attributes

IP Address

DHS Hostname
Manage By Hostname

Hetwork Status

1020173 E

r
Responding ;I

Ln] Save ¥ Close

The Extended Details panel includes Network, Properties and Settings tabs. These let you
view or alter things like IP Address, DNS Hostname, Manage by Hostname, Network Status,
Model and Equipment 'Iype, Serial Number, Software Version Firmware and Hardware
versions. The Settings tab lists the System Object ID, Date created (the date this managed
device entered the database), Creator (the user who discovered or created the device), Install
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Date, Administrative State (sce the Manage > Administrative State menu below),
Operational State, and any Notes about the device.

K4 NotE:

Changing fields in the Editor screens like Network Status, Administrative State, Operational State (and
MAC address for ports) do not change the device; they change only the Dell OpenManage Network
Manager database. You can alter these fields to take notes or set aspirational values, but no change
goes to the device, and resync eradicates changes made if the device has conflicting values.

Management Interface

This lists the management interfaces for the selected device, including the IP Address, Port,
Retries, and Timeout.

[ General Management Interface Lithertication

Vianagement Interface ltems e
Enabled IP Address~ Protocol Type Port Retries Timeowut

u 1020173 SHMP 161 2 s L4 &

u 10201 73 Telnet 23 1 10

u 1020473 ICHP [1} 3 10

Ln] Save ¥ Close

You can Add interfaces with the button in the upper right corner, delete them with the icon to
the right of the listed interface.

@ NOTICE

If an operation produces an error saying the device lacks authentications, if none exists that
corresponds to the authentication type, make sure that you add a management interface as well as
authentication to remedy that problem.

Authentication

This lists the authentications for the selected device. You can Add authentications with the
button in the upper right corner, delete them with the icon to the right of the listed
authentication. These originate in the portlet described in Authentication on page 177.

Details—Displays several tabs with detailed resource information. A reminder of the selected

device’s name appears above the tab bar. See Equipment Details on page 210 for more
information about this screen.
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Manage > Maintenance Log— View the maintenance log for the selected device. See Equipment
Details on page 210 for more about maintenance logging capabilities.

Manage > Management State—This lets you select from the following alternatives:

Normal—The device is unconstrained by the other Administrative States. Changing from
Suspended to Normal stops alarm suppression. Standard access, and inclusion in right-to-
manage count.

Decommissioned— While this device is in inventory, it is not active. No device access allowed,
no Monitor associations, no event processing, no Management Interfaces, no Authentication,
no links, and no services are permitted.

Suspended—All device-related activities are suspended. No device access allowed,
Monitoring Suspended, No event processing, Counts against right-to-manage.

Planned—Planned device. No device access allowed, no monitor associations, and no event
processing.

Maintenance—Neither alarms or polling apply to the device. Does allow resync and Adaptive
CLI. Standard device access.

E4 NoTE:

Write functional permissions control whether the Management State menu item appears in this menu.

Visualize—Create a topology map of the selected resources. See Chapter 7, Display Strategies for
more about such maps.
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Actions—Actions you can initiate here can include
things Adaptive CLI Actions (sce Chapter 14,

. . . SHOW MAHAGE
Actions and Adaptive CLI), and other actions =3
specific to the selected device. DellForce10 Add Cranns! ort

Actions (including Adaptive CLI) appear in SHOW, petforesty fadlp Aaress
CONFIG and in some cases MANAGE categories.

|»

Dell Force10 Add Interface to tagged VLAN

Dell Force10 Add Interface to untagged WVLAN

The list that appears depends on the device sl Force10 Banner Setings
selected. You can also open search field by clicking DallForce10 Enable Port Channal
the magnifying glass at the bottom of this screen. Del Force10 Enable Swich Por

Dell Force10 Enable Tagged VLAN

Using that field, the list narrows to actions
matching your search string. Select one, and click
Load Selected to run it manually.

Dell Force10 Enable Tagged VLAN on Port Channel
Dell Force10 Enable Untagged VLAN

Dell Force10 Enable Untagged WLAN on Pert Channel

Dell Force10 NoShutdown Interface

See Actions Portlet on page 397 for more about o
. . .. Dell Force10 Remove Channel Port
configuring activities.

Dell Force10 Remove IP Address

Dell Force10 Remove Port Channel

When you schedule an action (clicking the Add
Schedule button) through these screens, click Apply
to accept the schedule. Finally, you must click Save =

in the Action Selection screen after confirming the % Close
schedule, or no schedule applies.

E4 NoTE:

Since menu items appear in alphabetical order, this may be in a different location, depending on the
device vendor name.

Nell Faree10 Remave Switch Port =

Change Management — Select from Change Determination to run that process (see Change
Determination Process on page 377), Lixecute Proscan, to execute any Proscan policies
connected to the selected device, or Execute Proscan Policy to execute any Proscan. See
ProScan Portlet on page 358 for more about these.

Adaptive CLI—This displays Adaptive CLlIs related to the selected device, and opens with a
screen where you can enter any relevant parameters for those commands. See the previous
Action menu item’s description, and Chapter 14, Actions and Adaptive CLI for more about
these.
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Direct Access—This opens a sub-menu where you can select the type of available direct cut-

through access to the selected device, or ICMP ping that device. See MIB Browser on page

214 and Terminal on page 216 for more the about the available direct access options.

E4 NoTE:

The client must have Java installed (and updated) for direct access to function correctly.

@ NOTICE

Your ability to open a telnet session with a device depends on having the correct telnet authentication. If

you have only partially discovered a device with SNMP, but without telnet, then direct access telnet

connection will not work, nor will Adaptive CLIs. To repair such partial discoveries, edit the device and

add the correct telnet authentication and a telnet management interface.

Event Management—This lets you suppress or update alarms related to the selected resource.
You can Start Alarm Suppression (Stop appears, once you have started suppression), Stop All
Alarm Suppression, Schedule Alarm Suppression, View Active Suppression(s), and Resync

Alarms (corrects Dell OpenManage Network Manager’s display to match the latest
information from the device already in the database; device resync does this too, for the

selected device). Alarms resync for all devices. This corrects the display when the alarm color

displayed, either here or in topologies, does not match the highest severity alarm for the

device in the alarm portlet. Dell OpenManage Network Manager issues no alerts when resync

occurs.

When you Start alarm suppression, first enter a description in a subsequent screen, then a

Success / Failure message appears confirming suppression has started.

Schedule displays a Parameters screen where you can describe the scheduled suppression and
select a duration and any additional suppression targets. The Schedule tab on this screen lets

you start suppression at a specific time and configure any recurrence, and termination

(Stopping on) for the scheduled suppression. The termination can either be a date, a number

of occurrences or Never.
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Deleting, stopping or disabling a schedule does not interrupt suppression, once it has started.
You must right click selected devices and select Stop All Alarm Suppression. You can also
delete suppressions after you select Event Management > View Active Suppression(s).

A ;
; .
| Current Resources being Suppressed |

Resource Description User

B et e ar(SMP22451 10128441 10128 441 | test netgear i

B et e arGEMT 3525210128430 10128 4 30 test? netgear i

® Close

The viewer lists devices for which alarm suppression is active, their description and
configuring user. Click the Stop Suppression icon to the right of listed devices to terminate
their alarm suppression.

Suppressed events / alarms do not appear in the Alarm display, but, unlike rejected events, the
Event History screen can display a record of them.

File Management— View a current configuration file, compare it to previous backups, backup,
restore, import or export a configuration file. You can also deploy firmware to devices from
this menu.

If you go to the Configuration Files portlet, you can also edit backed up configuration files.
See File Management on page 271 for details.

Links—Create a new link or discover links between members of the selected group, and others.
See New Link on page 207 and Link Discovery on page 208 for details.
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Performance—Select from the following options:

Show Performance—"This displays a dashboard with various performance metrics for the
selected device. These can include packet counts, RT'T (round-trip time) measure-
ments, and CPU/ Memory utilization graphs.

Performance Dashboard for 192.168.0.244 (%)

R
9
7

20
5
3

2.9
1

T T T T 1 T T T T T
01:08 0:08 11:08 16:08 21:08 26:08 01:08 0:08 11:08 16:08 21:08 2608
PacketCount (pkts) MInRTT fms]

9 9
7 7
S S
3 3
1 1

T T T T T 1 T T T T T 1
01:08 08:08 11:08 16:08 21:08 26:08 01:08 08:08 11:08 16:08 21:08 26:08

AYeRTT (ms) MaxRTT ms)

See Dashboard Views on page 328 and Show Performance Templates on page
339 for more about re-using and managing these capabilities.

Show Top Talkers—This displays a Top Talkers Dashboard of performance metrics for the
selected resource. Use the icon in the top right corner to re-configure the default dis-
play. See Dashboard Views on page 328 and Top N [Assets] on page 327 for more infor-

mation.

Show Key Metrics—"This lets you see available key metrics for the selected resource, and con-
figure their display.

Resource Groups—This lets you add the selected device to new Dynamic or Static groups, or to
existing groups. See for Managed Resource Groups on page 190 more about this.

Resync—This re-queries the device for more current information, including alarms.

Traffic Analyzer—Register configures the selected device to appear in the Traffic Flows displays
(see Chapter 11, Traffic Flow Analyzer).

Show Traffic displays the traffic flow information for registered devices in an expanded Traffic
Flow portlet. This displays Traffic Flow Analysis data that contains the endpoint for the
selected device IP (if available) whether or not it is a Registered exporter.

Services—If you have the Service Center option installed, sub-menus let you Redeploy and
Undeploy services for the device. A subsequent selector screen lets you pick the service.
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Traffic Analyzer—Register or Unregister the selected resource for traffic analysis. You can also
select Show Traffic to see a screen with traffic for the selected device. See Chapter 11, Traffic
Flow Analyzer for more about Traffic Flow.

o

NOTICE

You can also display a Registered column in the Managed Resource portlet, and click the heading to sort
the Flow exporters to the top of the display.

Delete—Remove the selected device from inventory.

View as PDF—Displays the selected device as an Acrobat pdf. See View as PDF on page 113.

Managed Resources Expanded

If you click the plus (+) in the upper right corner of the summary screen, this expanded screen

appears. As in all such screens, you can limit what appears listed with the filters at the top of the
screen. Select the filter from default, seeded filters with the pick list at the top left corner of the
screen. You can also create your own custom filter by clicking Advanced Filter to the right of this
pick list (see Filter Expanded Portlet Displays on page 108 for more).

L Managed Resources

< Return to previous

(7] 4| B | ¢ Filer: (o] | Detautt Resource Fiter ;I © Advanced  Quick Search |l Export
Hame ¥ IP Address Vendor Model Type Frmware Software Last Backup Location Hardware
Version Version WVersion
u rﬂ erx310-... 1821650211 Juniper Met... | Juniper E-s. Swyitch/Router \J Falzam
u ¥ ciscola 101282 50 Cisco Syste: 2438ac8F s Router
V] S Router... 10123211 Cisco Syste.. | 3845 Router 124024172 124024972 412012 1:55 PM \_) austin W01
(V] VS Router... 1921681138 Cisco Syste..  T206VXR Router 12.403) 12.4(3) 42412 256 AM NiA,
[ V] M8 Juniper 10128315 Juriper Met M5 CoreiEl Router 11.1R2 114R2 412312 314 PM \_} Folzom
[V} R DellSRX.. 10.201.167 Juniper Met...  SRXE50Ze... Swich/Router 10.0R3 10.0R3 42312 314 PM U Folsom
u & DSk 10201 166 Juniper Met SRH 220 Se Switch/Router | 10.3R1 103R1 412312 314 PM U My Office
(V] 2 CiscoM... 10123231 Cisco Syste..  3400-24TS A Switch ot Available  12.2(55)SE ot Available
(V] Bl G224 K. 1020173 DellInc. PowerConn...  Switch 33110 33110 O Bohs_Deli
9 item(s) returned
) widgets
() Reference Tree Utilization Summary Bandwidth Utilization
- -
o —{ Top |10 'I Interfaces —
/(@) 6224 _Kinmick_73.10,20.1.73 322 "
8 Slat 1.0 Sms Interface Bandwidth~
3ms
' &+ Equipment bo Conkact ims
* @ Equipmen to Location S46 5m16 04l Z0i2
' W% Equipment to vendar
b % CPY WD dsts 5 svatiatie to disisy
* Y This Equipment has these Authentication(s)
% Disk Iy
) s Monitor Status
%o Memary. - —
Ping R.ate (ms ;I ;I

() Details
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The Settings button lets you configure the displayed columns and their order.

@ NOTICE

You can select multiple devices by Ctrl+clicking them in the expanded portlet. This lets you do these
same tasks on more than one device. You can also perform such tasks on multiple devices with managed
resource groups. See Managed Resource Groups on page 190.

The following are available columns:

Network Status—The network status of the device.
Alarm Severity— The highest open alarm for the device.
Equipment Name—The name of the device.

IP Address—The IP address of the device.

Vendor Name—The vendor for this device.
Model—The model of the device.

Equipment Type—The type of equipment.

Firmware Version— The firmware version of the device.
Software Version—The software version of the device.
Last Backup—The device’s last backup date.

Location Name—The device’s location.

Hardware Version—The hardware version for the device.
Backup Result—The result the device’s last backup.
Restore Result—The result the device’s last restoration.

This screen has several snap panels, some compressed “windowshade” style. Click the title bar for
these snap panels to toggle expand / collapse. These display information about the device selected
in the list at the top of the panel.

Reference Tree

This displays the device and connected components, tree style.

General: Details

This includes information about the Equipment Name, Vendor, Location, Contact, Icon, and its
Last Modified and Discovery Date.

General: Properties

This tab includes the IP Address, DNS Hostname, Firmware Version, Hardware Version, Model,
Serial Number, Software Version, Managed by Hostname (if active, this resolves a DNS name
rather than use an IP address to manage this resources), and Equipment Type information.
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General: Settings

This includes the system Object Id, Date Created (that is, discovered), Creator (the user who
performed discovery), Install Date, Administrative State (Locked [Device use is prohibited]
Shutting Down [Only existing users can use the device] Unlocked [Normal use of device is
permitted]), Operational State (Disabled [Inoperable because of a fault, or resources are
unavailable| Enabled [Operable and available for use] Active [Device is operable and currently in
use with operating capacity available to support further services] Busy [Operable and currently in
use with no operating capacity to spare])OpenManage Network Manager.

Network Details

This displays network information like VLAN(s) by ID, VLAN(s) by Port and STP Data. Use the
pick list in the upper right corer of this snap panel to select which to display.

Utilization Summary

A graph of the device utilization, typically for CPU, Disk I/O, Memory and ping rate.

Bandwidth Utilization

A graph of the device’s bandwidth utilization. Notice that you can change the number of top
interfaces graphed, when this is applicable.

Links

The links portlet displays discovered or

created links in your system. If informationis =" AL

truncated, hover the cursor over a column to 5[] i Searen

see the contents of that column as a tooltip. T —— — YT Pr—

The expanded portlet dlsplavs link contents in 1821681138 .. | IP Next Hop Link @@ Router 192 TF loopbackl .

a Reference Tree snap pane], 19248014438 . IP Mext Hop Link @@ Router192.. | T laophacki

By right-clicking, you can create a New link, :z::z:zz : :2 :m e .:ﬁ Foter152.. | J bopbact
e o ) xt Hop Link 3 Router 182 TF loopbackt

b‘dlt an ex1st1ng, SeleCted one, or DZSCOV@T 10428241 - 1. IP Mext Hop Link €3 Router you... | TF Ioopback!.

links for specified devices. See New Link T e—— @ oo you | TF boopoci

below, and Link Discovery on page 208 for

more about creating, editing and discovering

links.
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New Link

When you create a new link or edit
an existing one, the Link Details
screen appears where you can
configure the link.

This screen has the following

fields:

Link Name—A text identifier for
the link.

Link Type—Select the type of
link from the pick list.

A End Point Resource /
Address —Click the plus (+)

Link Details

A End Point Resource

A End Point Address

Z End Point Resource

ZEnd Point Address

Link Hame Testlink k4
Link Type Logical Link ;l

R PCTSS24P_171.10201 171 | % =
10201471

# Click to Select

[u—_|| Save # Close

to select a resource for one end of the link. When you right-click a selected resource, it
automatically appears here. Click the minus (-) to remove it.

7. ¥nd Point Resource / Address—Click the plus (+) to select a resource for one end of the link.
When you have selected two resources, they automatically appear as A and Z endpoints.
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Link Discovery

This is an automated network link discovery feature that you can initiate from individual devices in
the Managed Resources portlet, or with the Link Discovery button on the home screen. See Link
Discovery Prerequisites on page 209 for a list of device features that provide link information. Links
discovered can also appear in the screen described in Links in Visualization on page 267.

[ Job Viewer J

Metwork Link Discovery

Metwork Link Discovery will collect data from network devices allowing it to determine what types of links exist between them.

Layer 3 J

Collects information from the Link Layer consisting of the Data Link Layer (Layer 2) and the Physical Layer (Layer 1)

Select the link types to collect. Refresh will retrieve newvy data from the devices. All | Hone

Type Refresh Collected Data
ATM r I
Ethernet r '
Fibre Channel Il I
SONET r I

Advanced Options
[~ Archive Data The selection of data archiving will archive off current data before data collection and link crestion occurs.

F_:'] Add Schedule i5¢ Execute ® Close

When you elect to discover links from a right-click menu, the Network Link Discovery screen
appears. Check the type of links you want to discover or from which you want to refresh collected
data. Other options available on this screen include the following:

Layer 2 / Layer 3 [checkboxes] —Select the layer for which you want to discover links. Depending
on the layer selected, the available types appear as checkboxes below this tab selection.

@ NOTICE

Click All/ None to select all or none of the displayed types for each layer. Remember, selecting more link
types consumes more time and processing power.

208 | Links | Resource Management and Reports



Advanced Options

Archive Data— Checking this archives current data before collecting information about and
discovering links.

E4 NoTE:

Links with incomplete endpoint information are not discovered

Click Add Schedule to schedule link discovery, or Execute to run it now (and confirm you are
willing to wait for results in a subsequent screen). The Job Viewer tab in the link discovery screen
displays the message traffic between Dell OpenManage Network Manager and the device(s). See
Audit Trail Portlet on page 116 for more about Job Viewer screens.

Link Discovery Prerequisites

Although Dell OpenManage Network Manager automates link discovery, you must enable the
sources for link discovery information on the devices where you do such discovery.

Supported data sources used to derive links appear listed below.

* [EEE Link Layer Discovery Protocol (LLDP) support
*  Cisco Discovery Protocol (CDP) support

Search by IP or Mac Address

This portlet lets you find Managed Equipment, Ports and Interfaces for the IP or MAC address
entered.

=] Search by IP or Mac Address F R

Search by IP or Mac Address:

10.128.6.30 4+ Search G Reset

Managed Resources

Network Status Name~ IP Address Vendor Model
Indeterminate T DellS6000_30.10.128.6.30 10.128.6.30 Dellinc. Force10 S6000
Interface
Name~ Interface Type IP Address State
W Vlan 6 (DellS6000_30.10.128.6 30 : VLANS) Other 10.128.6.30 u

-

The same right-click menus as appear in Managed Resources, Ports or Interfaces portlets appear in
the search results. The display confines those results to what is found; if only ports satisfy the
search criteria, then Managed Equipment and Interface do not appear.
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Equipment Details

This screen lets you “drill down” to display equipment details for resources. You can see it by
selecting Details in the right-click menu for the Managed Resources portlet. You can also install an
Equipment Details portlet on a page and use the Container View portlet to select individual
devices that appear in it. In that case, you must select an individual device before it displays data.

% Nt
L Details

f B224_kinnick_7310.201.73

< Returnto previous

Metwork | Alarms | History | Performance | Logs

Quick Actions: [ 5 52 ¢ |

GENERAL

Equipment Name: 6224 _kinnick_7310.20.1.73
IP Address: 1020173

Vendor: [ oel ine. @

Model: PowerConnect 6224

Equipment Type: Switch
DHS Hostname:

Wanage By .
& False
Hostname:
Firmware
33140
Version:

Software Version:3.3.1.10

Description:
Viihiorks B.5

HEALTH
Alarm Severity:
Network Status: [ Responding

FowerConnect 5224, 33110,

Performance Indicators

CPU Utlization

Monitor Status Summary

Reference Tree

=} w) 6224 _kinnick_73.10.201.73
[ siot1.0
i) Equipment to Cortact
(@ Equipment ta Location

i Eaipment to Yendor

[, This Equipment has these Authertication(s)

& onitor Status

Authentication

LOCATION & CONTACT <« [Monitor |Target | LastPolled Hame ~ Designated for EM5 | Type
Location: (@ Bobs_Deii @ ; .
ocation: EeReS @ [EDet.  B2in. 405/27:21 AM gapublic [V} SHMPY1 fv2e
Contact: &Sk Contact 508 ©
- acminDoracol | [ Telet/ssH

IDENTIFICATION
System Object Id: 136141 674 108853010

Serial Humber:

Service Tag:
Asset Tag:

TIMELINE

Date created: 0472020121319
Creator: admin
Discovery Date: 420112 1:19PM
Last Modified: 4724112 7:29 &M
Last Backup:

Last Configuration

Change:

Details screens are available for a variety of things besides equipment, too. Here are some highlights
of the Equipment Details screen (and others):

The Quick Actions panel in the General tab also displays icons.
Quick Actions: B “5 L2 & |
Click them direct access to the device (Terminal, MIB Browser, Ping (ICMP) or HT'TP / HTTPS),

or to the Edit screens described above.
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Click the tab name to see the following:

General-In addition to Quick Action icons, this includes details about the selected equipment.
This screen also includes performance indicators to report on the device’s CPU, memory and
disk utilization (flash memory) both currently and for the last 30 minutes (click the links
above the panel), a Monitor Status Summary, and Reference Tree, and a list of the
Authentications connected to the device. If disk utilization is less than one percent, an
indication that the device is still active may appear in that graph.

Network—This screen lists the Ports and Interfaces for the selected device (some devices have one,
but not the other), VLANs and links associated with the device.

Alarms—Displays the alarms and events associated with the selected device.

History—Includes audit trails connected to the device, and any backed up configurations. Right-
click to view or otherwise act on these.

Performance-This screen contains two links at its top. One displays a performance dashboard
(template) related to the selected device. See Show Performance Templates on page 339 for

how to configure these. The other displays any configured Top Talkers for the device. See Top
N [Assets] on page 327.

Logs—Displays maintenance logs connected to the device to users with permissions to see this tab.
Right-click to create or edit these.

lSeIect Maintenance Category and Type

Maintenance Category Maintenance Type

RepairReplace ;I Installed unit ;I
Aszset Changed configuration
Configure Metwork configuration
Custodial Cther
Consumatle ;I ;I
.
Log Details
Technician Maintenance Date
Test Entry * 412512 7:50 M = ke
Comments

This is a test entry |

Il Save | @ cancel

Notice that you can right-click listed interfaces, configuration files, and so on to perform
more actions, or to see additional Detail screens.
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You can also right-click to open further Details screens about some subcomponents like Interfaces
and Ports. These display a Reference Tree (like Widgets / Snap Panels (Reference Tree) on page 108)
too. You can even right-click nodes in that reference tree to drill down to additional details.

i ForceS4810P _11.10.128.6.11 ¢ ManagementEthernet 000 ¢ ManagementEthernet 14

@ NOTICE

Notice the breadcrumb trail at the top of the Equipment Detail panel tracks the levels through which you
drill down. You can click a level that appears in this trail to return to a previous screen. If you click Return
to previous in the upper right corner of the screen, you will return to the original screen from which you
selected the basic equipment.

Some fields may be truncated onscreen. Workaround: hover the cursor over the truncated field so
the text appears as a tooltip or drill down to see the detail.

Some devices populate the ports panel, but not the interfaces panel. This panel is empty for such
devices. Interfaces may appear for Forcel0. Force 10 devices interfaces details can display Port

Channels (LAGs), VLANs (SVIs) and Loopbacks.

If the Ports portlet is on the same page as the Managed Resources portlet, selecting a device in
Managed Resources makes its ports appear in the Ports portlet. The display can also get out of sync,
but clicking the browser’s Refresh restores the correspondence between a selected device and the
ports displayed. To resync a port, resync the device that contains it.

Field Definitions

The meaning of most fields that appear in details screens are self-evident. Here is a little more
information about some of them:

Operational State—One of following possible values describing the availability of the resource.
Disabled—Inoperable because of a fault, or resources are unavailable.
Enabled—Operable and available for use.

Active—Device is operable and currently in use with operating capacity available to support
further services.

Busy—Operable and currently in use with no operating capacity to spare.
Administrative State—One of the following values:

Locked—Device use is prohibited.

Shutting Down—Only existing users can use the device.

Unlocked—Normal use of device is permitted.
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Network Status—The status of the resource in the network. For example: Responding means this

application can, via some network protocol, get the device to respond. Not Responding means
the device does not respond to the protocol. Indeterminate means the monitoring software
has not tried to reach the device or there was some other error which prevented us from
determining one of the other two statuses.

The appearance of Network Status depends on the default ICMP monitor (see Resource
Monitors on page 295. If you exclude this equipment from the monitor or disable it (for
example, for performance reasons) then a status may appear, but it is not meaningful.

Direct Access

Direct access provides less-mediated access to the device in the following ways:

MIB Browser
Terminal

Ping (ICMP)
HTTP/HTTPS

The following sections describe those direct options in more detail.
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MIB Browser

As part of the Direct Access menu, the MIB Browser lets you examine SNMP data available about

devices.
TR MIB Informeation ]
EhCisiendard s =l |[Results for ifTable
5
= ©-BRDGE-MB _I ifindexa ifDescr ifType ifvitu ifSpeed ifPhysAddress j
[F] RrEAn2 1 Urit 1 Skt 0 Port... | sthemetCsmacd(8) | 1515 0 001800 00 01 fb
[E] RFCA215 2 Unit 1 Siot: 0Port... | sthemetCsmacd(8) 1515 0 001130000 01 fb
(] RFCT155-St 3 Unit 1 Sit 0 Port... | sthermetCemacd(8) | 1515 0 00130000 01 fb
(F] RECT213-ME 4 Unit 1 Slt: 0Port... | sthermetCemacd(E) | 1515 100,000,000 00130000 0f th
(F] RFCT243-ME I (NS Unit 1 Sict: 0 Port... | ethemetCemacd(e) | 1515 0 00150000 01 1o
E] RFC1414-MB Lll|s Unit: 1 Slot 0 Part...  ethernetCsmacd(B) 1518 0 001800 00 0f b
[E] RPv2-MB = 7 Unit: 1 Slot: 0 Part... | ethernetCsmacdiB) | 1518 0 001800 00 0f fb
o ] REC1213-MB 8 Unit: 1 Slot: 0 Part...  ethernetCsmace(s) 1518 0 0011500 00 0f b
) [ Nocles 9 Unit: 1 Slot: 0 Port... | ethernetCsmacdi®) 1518 0 00180000 0 fb
> 18l ’“"?’2 10 Unit 1 Slet: 0Port... | sthemetCemacd(8) 1515 0 001130000 01 fb
L T_IStfem 14 Unit 1 Slt 0 Port... | sthermetCemacd(E) | 1515 0 00150000 01 1o
e ‘::fzz:w 12 Unit: 1 Slot: 0 Part...  ethernetCsmacd(s) 1518 0 0011500 00 01 th
 FlirTablo 13 Unit 1 Sick 0Fart. | ethernetCsmacd(§) | 1518 0 001800 00 01 1b
T’ _-' \'Emry :j Hmit 1 St 11 Pt AthernetTsman il R 15187 n nn 18 nnnn nt 'h_’lll
(s} ifineex |l Export | [y Refresh
|@| ifDescr |
.E; ifType ;I )

The screen that opens when you select this option displays MIBs available in Dell OpenManage
Network Manager in a tree on the left. Notice that a pick list at the top of the left column narrows
what appears in the tree. A progress bar at the bottom of this screen indicates a query for the
selected information is in progress.

Click Load MIB at the top left corner of the screen to load a new MIB. A file selection dialog opens
after you click Load MIB. Click the Refresh button at the bottom of the browser to re-query the
device for new information. Click the Export button at the bottom of the browser to export the
screen contents to a spreadsheet (Excel-format) file.

Use the Load MIB button in the upper right corner, or the menu described in Event Definitions on
page 158 for loading new MIBs.
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Select a MIB and expand it to see the contents for a selected node appear on the right. In addition
to the Device Results tab, which displays what the currently selected device uses from the MIB, the
MIB Information tab displays the parameters available for the selected node.

RFC Standard MBs

= RFC-1215
RFC1155-5M
=
l_; RFC1213-MB
| RFC1243-MIB
=
|| RFCA414-mIB
| RIPv2-MIB
=
|| RRfOM-MIE
|| RMOMZ-MIB
L __‘ RFC1213-MIB
© | Modes
< @ mib-2

! @ system

e g

& @ interfaces
(@) ifthumber

@ [ ifTahle

ifEnitry

|@| findex
|@| ifDescr
|®| ifType

@] ifhtu

@) IfSpeed

=

Device Results MIB Information

>>ifindex (1.3.6.1.2.1.2.2.1.1)
Hame
ifinciex

01D
1361212211

Type
OBJECT-TYPE

m Comments Hotification Variables Valid Values

A unique value for each interface. s value
ranges between 4 and the value of ifHumber. The
walug for eash interface must remain constant at
leastfram one re-initialization of the entity's
netmod management system to the next re-
initialization

Status
manciatary

Syntax
INTEGER

Access
resd-only

Notice that the Description, Comments, Notification Variables, and Valid Values tabs appear at

the bottom of this screen.
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Terminal

This opens a terminal shell connected to the selected device.

File Edit Terminal

User Access Verification |

Username: admin
Password:

Default domain is not set
Name faddress lookup uses domain serwice
Name serwers are 255.255.255.255 T

Port Flags Address(es)
rm, 100.10 oo

100.

100.

100.

hostzZ005

hostzZ006 2006 (perm, OK) ** IF 100.100.100.126

hostz007 2007  (perm, OK) ** IF 100.100.100.126 |
hostzZ008 2008 (perm, OK) ** IF 100.100.100.126 . |
192.168.0.154 © Online

A green icon in the lower right corner indicates the device is online, while the IP address of the
device appears in title bar. The IP address of Dell OpenManage Network Manager’s server also
appears in the lower left corner, when the connection is active.

The following menus appear for your terminal session:
File—This menu lets you Connect or Disconnect to the device.

Edit—This menu lets you Copy or Paste text within the terminal session. Click and drag to select
text.

Terminal—This menu lets you set Foreground and Background colors, as well as configuring the
Font and Buffer sizes. Reset Terminal restores the defaults.

Terminal is an applet that requires a Java Runtime Environment be installed and associated to
the browser as a plug-in on the client machine.

@ NOTICE
You can cut and paste from the Direct Access terminal.

Telnet sessions are synchronous. You cannot interrupt a command in progress with another
command you send, unless you have enabled something that periodically prompts for additional
commands (for example enabling line continuation prompts).

216 | Direct Access | Resource Management and Reports



Logging Terminal Sessions

You can log terminal sessions if you like. Do the following:

1 Enable Java Console on the client. For Windows, do this in Control Panel. On Linux you
must navigate to the install location of your JRE and run the Console script. Select the
Advanced tab and change the Java Console setting to show the console.

Java Control Panel > General tab > Settings displays the location where the logs are stored.

2 Open a Direct Access > 'lerminal session by right-clicking a device. The Java Console

appears.

3 Configure the level of logging in the Terminal menu of the direct access screen. Levels, in
increasing order of detail, include None, Info, Debug, and Trace, which echoes keystrokes.

Ping (ICMP)

Response

Time

64 bytes from 10.20.1.73: icmp_seq=0
64 biytes from 10.20.1.73: icmp_seg=1
64 bytes from 10,201 73: iomp_sen=2
64 btes from 10.201.73: iemp_sen=3

64 bytes from 10.201.73: iemp_sex=d

64 kytes from 10.20.1.73: icmp_seg=5

=1ms

=1ms

=1ims

=ims

<ims

=1ms

® Close

HTTP /HTTPS

Selecting this menu item opens the default browser,
connected to the selected device.

Select this option from the Direct Access menu to initiate
ICMP ping, and to display a list of the selected device’s ping

responscs.

Alternatively, an error message can appear describing the
device’s lack of response.

When ping responds in less than one millisecond, results
appear in a table with <lms entries.

An intervening dlalog appears advising you about the NOTE: In order for HTTR/HTTPS cut-thru to work you must be on

required network conditions for a successful

connection.

the same accessible network as the resource. Popup Blocking must
be enabled or an exception rule added for this server. Some
browsers may close the window instantly if the device fails to
respond.

« LaunchHTTP | | @ Cancel |
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Ports

This summary portlet displays discovered device ports.

== Ports

Context: 10.123.3.15 [ NE NS 4

© | B i search

Hame

g at-0d0in
at-0/0/1
cel1-0/0/0
dio
ds-0/0/0:1:1

L]
L)
L
=
L)
-
] ds-0/0j0:1:2

U+ RENEEY

4

»

Port Type

ATM Port

ATM Port
Channelized E1 Port
Unknown

Unknown

Unknown

Name:

cel1-0/0/0

Port Type: Channelized E1 Port
Operational State: o Enabled
Domain Id: RC Synergy

This displays a list of ports, with columns for Port Icon, Equipment Name, Name, Type and
Encapsulation. Hover the cursor over the State column, and a popup appears to display the port’s
Name, Type and Operational State information. Right-clicking offers a subset of the actions listed
in Managed Resources on page 195. You can also create links. See Links on page 206. See Port

Editor on page 221 for details of the editor specifically for ports.

If the Ports summary portlet appears on the same page as the Managed Resources portlet, then a
selection made in Managed Resources makes the Ports portlet display only ports for the selected
resource. This “filter” through Managed Resources disables filters configured through the settings
menu. See Display Rules on page 241 and Context on page 242 for more about this feature and the

Context icon that appears with the portlet when it applies.
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Port Details

This screen displays all the port’s settings that have been retrieved, including a Reference Tree of
logical interfaces below the port, a Learned MAC Address panel, Alarms related to the port, and
other Details.

# Serial2/3 (Router192.168.1.138 : PA Slot 2 : module 2-41)

Alarms | Performance |

GENERAL Netweork Details Reference Tree
Hame: Sefial23 wyLAN 8 Serial2e
Port Description:

Port Type: Ethernet Port

Learned MAC Address Associated Link(s)
MAC Address:
IP Address: 1202020138 Learned MAC Addr... | ID Last Observed Link H: | Link Type AE.. ZEn..
Subnet Mask: 255.255.2550
Leamed MAC o data is available to display
Addr Count:
Model: No data is available to display
Hardware
Version:
CHARACTERISTICS
Speed: ™
MTU: 1500
Encapsulation: 23 Monitor Status Summary

Operation Type:  Routed

. - - Monitor | Target Last Polled
Switch Mode: Mot Applicable

Duplex: Auto

HEALTH

Administrative

State: Mo data is available to display
Operational State: Up

IDENTIFICATION

CLIHame: Serial2/3

If Index: 4

Port Humber: 3

Slot Humber: 2

TIMELINE

Date created: Fri Apr 20 13:18:09 FDT 2012
Creator: Cisco Device Driver

Install Date: Mot Available

This screen displays the following tabs, accessed by clicking their name in the top of the screen.
Just above their names, a reminder appears of the name of the selected port.

General—In this tab, fields appear describing attributes for the selected port. For example Date
Created (typically, this is the date discovered).

Alarms—This tab displays alarms and the Event History connected to the selected port. See
Alarms on page 123 and Event History on page 134 for more about that information.

Performance— Displays monitor information connected to the selected port.

See also Equipment Details on page 210 and Managed Resources Expanded on page 204 for an
explanation of some of these fields.
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Ports Expanded

Clicking the plus (+) in the upper right corner of the summary screen displays this expanded view
of available ports.

== Ports

<= Return to previous

(7] # | W@ | i Filter: ® ‘ Default Port Filter ;I  Advanced " Quick Search led Export
Hame~ Equipment Port Type Encapsulation IP Address Subnet Mask State Port Description | Date created

E xe-073H @ Junipertds-1... 10 Gigabit Ethernet Op .. Mon &pr 23 09:2...
B xe-00203 M8 Juniperh5-1... 10 Gigabit Ethernet Op...  flexible-sthernet... for Training use Mon Apr 23 09:2..
E xe-0i2/2 & Junipertds-1... 10 Gigabit Ethernet Op... flexible-ethernst... far Training use Mon &pr 23 0902
) we-0020 ME Juniperhts-1 10 Gigabit Ethernet Op for Training use Mon Apr 23 09:2
E xe-0i210 48, Junipertts-1... | 10 Gigabit Ethernet Op... for Training use Mon Apr 23092,
) xe-00i 1 M5 Junipertis-1 10 Gigabit Ethernet Op created by Sally Mon Apr 23 09:2
18 xe-000/10 M8 Juniperhts-1... 10 Gigabit Ethernet Op...  flexible-sthernet... Mon Apr 23092,
g xe-008 g Junipertds-1... 10 Gigabit Ethernet Op... ethernet-coc Mon Apr 23 09:2...

50 item{s) returned [limit reached]

) Widgets

) Reference Tree

o 8 xe-0/010
TF xe-0f0j10.10
TF xe-0ioj10.11
TF xe-0ioj10.12
TF xe-0/0/10.13

Walzlzl=

Model
Name: xe-0J0010
Model: Zx OC-3 ATM, MM

MAC Address:

Learned MAC Address
Learned MAC Addr... ID  Last Observed

ND Giats f5 avaistis to dispisy

The Settings button lets you configure columns that appear and their order. The available columns
for this view include many related to the attributes that appear in Port Details on page 219, above.
This screen also includes a Reference Tree displaying a tree of the selected port’s relationship to

logical interfaces and monitors.
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Port Editor

When you right-click a port, and select
Edit this screen appears.

It has the following fields:

General Details
Name—An identifier for the port.

Port Description—A text description for
the port.

Install Date—The date this port was
installed.

Model—The port’s model.
Date created—The date this port was

created.

Port Details - Properties

IP Address—The IP address for the port.

MAC Address—The port’s Media
Access Control (MAC) address.

Hardware Version— The port’s hardware
Version.

Port Type—The type of port.

General Details

Hame 1044
Port Deseription ToCiscoME3400@E1 72.20.13 Svisfali3
Install Date:

Model

Date created

Creator

'Port Details

Propetties Settings

IP Address

MAC Address 00:18:00:00:0f: fh

Hardware Version

Port Type ’Wﬂ
Administrative State .|

Operational State ’UrJi;l

Hotes

| Save ® Close

Administrative State—One of three descriptive values. The options are:

Locked—Device use is prohibited.

Shutting Down—Only existing users can use the device.

Unlocked—Normal use of device is permitted.

Operational State—One of the following values:

Down—Inoperable because of a fault, or resources are unavailable.

Dormant—The port is dormant.

Not Present—The port is absent.

Up—COperable and available for use.

Unknown—Status is unknown.

Testing—Status is testing.

Notes—Any notes recorded about the device.
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Port Details - Settings

Encapsulation—An identifier for the port.

MTU—The size of the maximum transmission unit.
Speed—The port’s speed.

Subnet Mask—Any subnet mask associated with the port.
In Use —Checked if the port is in use.

IF Index—The port’s SNMP If Index number.

E4 NoTE:

Changing fields in the Editor screens like Network Status, Administrative State, Operational State and
MAC address do not change the device; they change only the Dell OpenManage Network Manager
database. You can alter these fields to take notes or set aspirational values, but no change goes to the
device, and resync eradicates changes made if the device has conflicting values.

Interfaces

This portlet, like Ports, displays subcomponents of discovered resources. Unlike Ports, however, it is
not driven by a Managed Resources portlet selection on the same page where it appears. Also,
unlike Ports, it does not display snap panels in its expanded form, just more columns.

TF Interfaces F X

# ||| i Search

Name~ Interface Type State
'|,T Serial2/1.523 (Routerdorado.192.16... = Ethernet (6), Interface
'|,T Serial2/1.50 (Routerdorade.192.168.... Ethernet (6), Interface
'H' Serial2/1.23 (Routerdorado.192.168. Ethernet (6), Interface
Tf Serial2/1.13 (Routerdorade.192.168.... Ethernet (6}, Interface
Tf Serial2/1.10 (Routerdeorade.192.168....  Ethernet (6), Interface

'|,T Serial2/0.10 (Routerdorade.192.168.... Ethernet (6), Interface

Wa@z 2/ »H

Right-clicking lets you use the following menu items: Details, Visualize, Domain Access Control,
Actions, Event Management, Links and Show Performance. See Managed Resources on page 195
for details about what those menu items do.
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Report Templates

Report Templates are the

basis of reports. This [ Report Tempiates £t ox
portlet displays the o 2@ ¢ =
Template Name, —

. . Template Hame Deseription Type
Descrlptlon7 Inventory Subnet Template Defautt Template for Subnets Tahle
Entlty7 and T}’Pe mn Software Invertory Change Template Default Template for Software Invertor...  Table
COlumHS. Port Template Default Template for Ports Tahle

. . . . . Pool Template Pool Statisti Tahl
Right-clicking in this = == =
Pool Allocation Template Allocation Repart Template Tahle
port]et lets you create a '
4 , Metconfig Backup Template Default MetConfig Backup Template Tahle
New template, Edit a
] 203 4 b M

selected template (see
Report Template Editors
for information about subsequent screens), view Details or Delete a sclected template. You can also
Import / Export report templates to files.

The expanded Report Templates portlet also includes a Reference Tree snap panel displaying a tree
for selected templates connecting them to Report Groups and specific reports.

% How To:

Create a Report Template

The following steps create a report template:
1 In the Report Templates portlet, right-click and select New Table template.
2 Name the template (for example: Test Amigopod Report)

3 In the Source tab, select an inventory source (for example: Inventory resources [A - DD]
Amigopod).

4 Select Inventory Columns by clicking the arrow(s) between Available and Selected columns.
(for example: Amigopod: Administrative State, Amigopod: DNS Hostname, Amigopod:
Equipment Name, Amigopod:IP Address)

5 In the Layout tab, configure the column order (top is first, bottom is last).

6 Notice you can also configure the font size, color, alignment, and so on when you select a
column in this tab.

7 Click Save. You have successfully created a template.
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Report Template Editors

Dell OpenManage Network Manager has several report template editors. Creating a New template,
can make Comparison, lable and Trend templates.

Source Layout

'1. General Settings

Hame ?
Description
Chart Type Column Series Eakd

Summarize By Group r

‘2. Advanced Settin,

Orientation Wﬂ r
Include Chart Details I3
Report Summary r
Row Separator |
Page Header Position [Mone |
Auto Column Split |

Group On First Attribute |

Lﬂ] Save ‘ # Close |
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Table reports simply report the configured data in tabular form as you have configured the
columns. Comparison reports display selected attributes comparing reporting devices, for example
a summary graph then a list of devices” ICMP monitor RT'T in the following pages.

I NOCAL Domain: TesLeompansonRepoari kD 22 110 11040 PS 1 201200 HREport: 0
m
Test comparison
dorado
s of some stuff
Created By: admin Run At Fri Feb 22 11:11:52 PST 2013 Data Collected: Fri Feb 22 11-11.48 PST 2013

Filter Summary: Match AN of the following:

AvgRTT (ms)
W C2811.10.128.2.10 M CiscoCal6000-10128220.10.128.2.20 7 CiscoME3400-10128230.10.128.2.30
CiscoME3400-10128231.owara.net.10.128.2.31 M DellEX420024F-10201153.10.20.1.153 © DellEX4200_152.10.20.1.162
Dell EX4500-401 10.20 1 165 M DellEXB216-10201154 10 201 154 10201 154 M DellSRX210POE 1020 1. 157
W DellSRX240-POE-10201155.10.20.1.155 M FCXE245-10.20.1.174.10.20.1.174 M M5.10.128.3.15 M PC7048P_182.10.20.1.182
B PCT048R_RA_183.10.20.1.183 MPCTS548P_172.10.20.1.172 MPCT5548_173.10.20.1.173 M Router yourdomain.com.10.128 2 13
Router12413.dorado. 192.168.1.138  Router2 11 yourdomain.com. 10,128 2 11 B SRX10.20.1.167.10.20.1.167 | c3825.10.128 217

-
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A Trend Report displays a data graph with data reported over a polled period.

dor Trend Report
\a.d.-.;ou. Test Trend Report

Created By: admin Run At Tue Jen 31 12:38:34 PST 2012
Flter Summary: No Flter Specifies

Data Collectsd: Tue Jan 31 12:38:33 PST 2012

15.0

AvgRTT (ms)
o ow BB
5 b o5 i

e
n

0.0

12000 1400 16:00 18:00 20:00 22:00 00:00 0200 0400 0600 08:00 10:00 12:00
Polled Date/Time
1 CiscoB509-10128221 oware net 10.128.2.21 Il CiscoCat2848G-13-10128233.10.128.2 33 [ CiscoCats000-10128220.10.128.2 20
CiscoME3400-10128230.10.128.2.30 1 CiscoME3400-10128231 oware.nel. 10.128.2.31 | Juniperh5-10.128.3.15.10,128.3.15
Router.10.128.2.135  Router.192.168.1.138 B Router.yourdomain.com.10.128.2.11 B ciscolAD2435.10.128.2.50

=

You can now select more than one attribute for trend reports. Chart generation depends on the
number of attributes selected and the number of targets:

1 target, n attributes produces 1 chart with all attributes (line series graph only)
* ntargets, | attribute produces 1 chart with all the targets
* x targets, n attributes produces n charts with x targets on each

This editor has General, Source, and Layout tabs.

You can edit any but pre-existing templates, whether they have reports attached to them or not.
Consider this example:

Template T has three columns; A, B and C. Someone creates a report R against Template T,

exccutes the report, saves the data as a historical report H1. Two wecks later, someone modifies the
Template T, removing column C, adding column D.

When executing report R against the revised Template T, the report now shows columns A, B and

D. User saves the report as historical report H2. Here, H1 only has data for columns A, B and C. H2
has data for columns A, B and D.
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If you view HI you see Template T is in use and this template creates a report with columns A, B
and D. Unfortunately, H] only has data for columns A, B and C, so the report created has data for
columns A and B only. Column D is empty. When viewing H2 you can see Template T is in use
and can create a report with columns A, B and D. H2 has data for columns A, B and D, so all data
appears.

General

The following are fields that appear on these screens. Not all screens have all
fields.

General Settings

Name—An identifier for the template.

Description—An optional description of the template.

Chart Type—Select from the available alternatives (column, line).

Summarize by Group— Group similar results together.

Advanced Settings

Orientation—Select from Portrait and Landscape
Include Chart Details—Enables the following fields
Report Summary—Enable a report summary

Row Separator— Display a row separator.

Page Header Position— Select none, top, bottom or both.

Auto Column Split—Enable automatic column splitting. This automatically aligns the columns
equally on the report providing the column widths that are most proportional.

Group on First Attribute—Create a report that groups rows based on the first reported attribute.
This creates groups of items in the report whenever the left most column’s value changes.

For example, with disabled, a report looks like this:

Device Name  Gig/e Port Name  Iealth Status

M5 ge/0/0/1 Up

M5 ge/0/0/2 Down
M5 ge/0/0/3 Up

M5 ge/0/0/4 Unknown
M18 ge/0/1/1 Up

M18 ge/0/1/2 Starting
M18 ge/0/1/3 Up
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M18 ge/0/1/4 Down
The same report looks like this with Group on First Attribute enabled:
Device Name  Gig/e Port Name ~ Health Status

M5
ge/0/0/1 Up
ge/0/0/2 Down
ge/0/0/3 Up
ge/0/0/4 Unknown
M18
ge/0/1/1 Up
ge/0/1/2 Starting
ge/0/1/3 Up
ge/0/1/4 Down

The Source and Layout tabs are common to all editors.
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Source

Select the source inventory for a report, and its data types in this screen.

B At N R EB e e e

a
Layout ]
3. Select your inventory source ...
Active Monitoring | Partition ;I
Application Services Pool
Change Management Pool Allocation
Event Setvice: Pool Definition
4. Select your inventory columns ...

Selected Type Available Columns Selected Columns

;I Alsrm Suppression Description ;I |>
Alsrm Suppression Mode

Re=zource Profile

Related Alarm Data: Alarm Severty ;I

b
H

[ | [ -| |

ol Save | = Close |

Click the green plus (+) to select the Inventory Type. The types of data available for that inventory
type appear in the leftmost column in this screen. Click on a Selected Type to see its Available

Columns. Click the arrows to move columns from Available to Selected. The Selected Columns
appear in the template’s report.
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Layout

This tab outlines the column layout for the template.

5. Customize your layout ...
Hame Font Size Herizontal Alignment Sort Priority Column Title Actions
Description 10 Certer 1 Description &
Alarm Suppression Mode 10 Certer 1 Alarm Suppression Mode (f Q,
Mame 10 Center 1 Mame i &+
Alarm Suppression Descrigtion 10 Center 1 Alarm Suppression Description ¢ 4
Default 10 Center 1 Detauft i ¥
Alarm Severity 10 Center 1 Alarm Severity i &
Mext Execution Date 10 Certer 1 Mext Execution Date i ¥
Scheduled 10 Center 1 Scheduled i
Name
Column Text Maime Font Size 10
Horizontal Alignment [Certer  =| Font Color 000000
Column Width a Background Color IW
Sort Priority 1 Calculation Type a

| Save ® Close

Click on the up/down arrows on the right of each row to re-order data columns. Click to select a
row, and the editor panel at the bottom of the screen appears. It has the following fields:

Column Text—The column label.
Horizontal Alignment—Right, Left, Center (the default).
Column Width—The column width in characters.

Sort Priority— Configures report sorting. Define the attribute sort order here. You can sort within
a sort, so you can sort on Name and then by Location and then by IP Address, and so on. The
number configures the sort group, so 1 sorts, then 2 within 1, then 3, and so on.

Font Size—The data’s font size.

Font / Background Color—The color for the text/background. Click the field to open a color
chooser.

Calculation Type—How to calculate for summarizing the numeric data. Select from the available
options (Average, High, Low, Sum).

Click Save to preserve any template you have configured, or Close to close the editor screens
without saving.
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Reports

This portlet’s summary screen lists the available reports that you can run with Dell OpenManage
Network Manager.

Reports F+ X
e f T i Search
Report Hame = Report Template Title
Software Change Report Software Invertory Change Templ...  Software Inventory Change Report
Juniper 1515 Information Juniper 1515 Template 1515
Juniper Boaotp Interfaces Juniper Bootp Interface Template Bootp Interfaces
Juniper Bootp Juniper Bootp Template Bootp Servers
Juniper BGP Information Juniper BGP Template BGP
Juniper BGP Groups Juniper BGP Group Template BGP Groups
a2z 24 »m

The report Icon, Name, lemplate, and Subtitle appear in the columns in this summary screen.
Generally speaking, the report selects the target equipment, and the template configures the layout
and attributes reported. If the Interface details panel is empty, then the Interface reports will have
no contents. Some devices have ports, but no interfaces. Use the Ports report for such devices.

Dell OpenManage Network Manager generates reports with only the first 5,000 records by default.
Larger reports warn that they have reached the maximum, and have only those first 5,000 records.

You can change the maximum with the property
com.dorado.redcell .reports.max.report.query.size=5000

Larger numbers have an impact on the performance of the report and database.

E4 NoTE:
You must have Adobe’s Acrobat reader installed to view reports.
Right-click a selected report to do the following:

New / Edit / Copy — This opens the Report Editor, described below, to configure a new report,
edit or copy an existing, selected report. Copy automatically renames the selected report.

New Group— Creates a collection of reports. See Group Reports on page 238 for details about
how to configure these.

Schedule— Opens a scheduler screen to automate report creation.
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Execute Report— When you execute
a report, a numbered message
notification appears, and a link

to the report appears in the

Messages panel to notify you the
report is ready for viewing. Click
the magnifying glass to the right
of the notification to view either

the audit trail or the report.
Lengthy Reports may take a

some time to appear onscreen
without much indication that
they are in process. This is an
artifact of the Acrobat plug-in, and outside the scope of Dell OpenManage Network Manager
to influence. Acrobat also produces an error if a report has too much data to display

meaningfully.

e

My AlertiAction History

Archived

‘ | Datea | Details ‘ |

i) 05/15/12 09:40 AN a Discovery Profile Execute is complete.
05/15/12 09:40 AM a Discovery Profile Execute is complete. p

=

il 05/15M2 08:51 AM '& Resync has been completed

My Alerts N2l iETN

Execute Report (Advanced) —Also lets you schedule configure a few other things with reports.

e
Job Viewer J
ReportTaskPoperties Details
Report Email Export Type PDF =
Overwrite Existing r
Save r
Hotify r
Email
Ells)
=
|
Export Directories
Bl
=
[|
B Add Schedule i Execute # Close

When you View or Execute Report (Advanced), by right clicking either a listed report or a
historical instance of that report, a configuration screen appears that lets you select several

parameters.

These include the following:
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Report Email / Export Type—Select the export file type from the pick list. Options include
CSV, HTML, PDE XLS, and XLSM.

@ NOTICE

Programs other than Dell OpenManage Network Manager let you manipulate mail outside the scope of
OpenManage Network Manager. For example IFTTT (If This Then That) could save mail attachments like
reports to Dropbox accounts.

Opverwrite Lxisting—Check to activate overwriting any existing report.
Save—Check to activate saving the report to the database.
Notify—Check to activate emitting a notification event.

Email Address—Enter an e-mail destination for the generated report, and click the plus (+)
to list it. You can enter several such e-mails.

Export Directory— Enter directory destinations for saved reports as you would e-mail desti-
nations.x

Click Add Schedule to schedule the report for future or repeated execution, Execute to run
the report immediately, or Save to preserve this report’s configuration. The Job Viewer tab
displays the report’s progress if you click Execute.

/\  CAUTION:

Reports can be large. Typically the limitations on e-mail within your system are what limit the size of
deliverable reports. Best practice is to use filters and a limited number of targets to make reports
succinct rather than comprehensive.

Aging Policy—If you automate report generation, you may also want to configure a Database
Aging Policy to insure the volume of reports does not overwhelm your storage capacity. See
Redcell > Database Aging Policies (DAP) on page 60 for more about doing that.

Delete—Removes the selected report from the list display
Delete History— Removes the selected report’s history.

To change reports” appearance and contents, you must configure their Report Templates. Also, see
Branding Reports on page 237 for instructions about changing the default report logo.
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Expanded Reports Portlet

Clicking the plus (+) icon displays the expanded portlet. the expanded portlet adds Add / Remove
Column to the menu options available in the summary screen.

Reports 4= Return to previous
@ | Bl : Fiter: © | Default Repart Fiter ;l © advanced  Quick Search [ Export
Report Hame > Report Template Title
Wirtual Storage Extent Report || wirtual Storage Extent Template “irtual Storage Extent Report
Yitual Processor Repart | ] Wirtual Processor Template “irtual Processor Report
Virtual Metwork SAdaptor Report || Wirtusl Metwork Template “irtual Metweork Adaptor Report
Yirtual Memory Report || wirtual Memary Template “irtual Memory Report
Yirtual Host Report || Wirtusl Host Template “irtual Host Report
Subnet Report || Subnet Template: Subnet Report
Storage Virtusl Disk Report || Storagedrray Virtual Disks Report Templste wirtual Disks Report
Starage Summary Capacity Repart || StorageArray Summary Capacity Report Template Storage Capacity Summary
50 tem(s) returned [limit reached] Mo 2 (3/(a][s]» m
) widgets
Reference Tree Report History
= B virtual Storage Extent Report =
. Run Date ™ Row Count User Yersion
@ ] Virtual Storage Extent Template
4/24/12 1:52 PM 0 2 admin 2
Report Group
4{24/12 1:52 FM i L admin 1

4 Repork History Group
_] 04/24/2012 at 13:52:40 by admin
] 04/24/2012 ak 13:52:51 by admin

|

Available columns are the same as the summary screen’s. The Reference Tree snap panel displays
the selected report’s connection to devices, historical reports and any report template. Right-click
to view the reports in the Historical Reports node.

Reports Snap Panels

The Snap Panels for reports display a Reference Tree of connections between the selected report
and target equipment, and between the report and any Report Template.

The Report History Snap Panel displays the selected report’s Run Date, Row Count and the User
who ran the report. Right-click a row in this panel, and you can Delete, Print (the report history) or
Export (the report history), View (the report) or View (Advanced). If you View the report, a
message with a link to the report appears in the bottom left of the screen.
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% How To:

Generate a Report

The following steps configure, then generate, a report.

1

2
3
4

O o0 9

10
11
12

In the Reports portlet, right-click and select New.
Name the report (for example: Test Juniper Router Report)
Enter a title / subtitle for the report (“Juniper Routers”)

Select a template for the report in the pick list. (For example, the template configured in How
to: Create a Report Template.)

@ NOTICE

If you create a template, the first report you create after making that template automatically selects the
newly created template.

In the Filters tab, you can create a filter to confine the reports input to certain devices,
locations, and so on. (Iere, select the existing All Juniper Routers filter)

Click Save.

Locate the newly created report in the Reports portlet.

Right-click and select Execute.

Click the My Alerts panel in the lower left corner of the portal.

Click the magnifying glass icon to the right of the Report is now ready for viewing message.
The report appears onscreen.

Hover your cursor over the lower right corner of the report to
see a sct of icons that let you expand, zoom out and in, save,
or print the report.

For an example of a standard system report, see User Login Report on page 239.

Report Editor

This editor configures reports, and their targets. It has the following screens and fields:

General
Filter

Reports | Resource Management and Reports

235



General

This screen configures the Name, Title
(displayed text in the report), Subtitle, and
lets you select the Report Template for the
report (see Report Templates on page 223 for

bout th /General Settings
more about them) . N )
Title Test Card Report
Subtitle Test
Report Template ] Cord Template |+

Ln] Save ® Close

Filter

This screen configures a

. . . Creating lew Filter
filter to retrieve devices

Hame Entity Type
that are the source of g s o ot (3
the report- Description Shared
. | ) l_ Allow filter to be shared by all users
Click Add Filter in the
filter panel to select an Filter Criteria Add Group | | Delste Group
CXIStIHg flltel’, create a © T, AND (Match &1l of the folowing)
new filter, or copy an Card Type s Ethernet Card

(=} _jé, AHD (Match All of the following)

existing filter. When
you create a new filter,
you must enter a Name
and optionally a
Description for it, select [0 [oparstionaistats =] [ = [actve ;I‘\ff] & Apply
an Entity Type with the -

green plus (+), and
elect whether this filter
is available to other

Operstional State is Active

Criteria Group & Match All {~ Match Any Clear Conditions

el Save | @ cancel

users (Shared). See
How to: Filter
Expanded Portlet Displays on page 108 for instructions about configuring the filter itself in the
lower portion of this screen.
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Once you have configured or selected a filter, the Filter
panel displays its characteristics in tree form. Click Edit to
re-open the editor, or Del to remove the filter. Filters
appear only for the entity type of your Report template.

Branding Reports

Reports come with a default logo, but you can change
that, as is illustrated in the above screen. Put the .png,
.Jpgor .gif graphic file with your desired logo in a
directory on the application server. In the
owareapps\installprops\lib\installed.prop
erties file, alter this property:

[ Seneral ]

|' Filters 7 Edit | = Del |

(=] T&AND [Match Al of the fallowineg)
Card Type is Ethernet Card
(=) TIE> AND (Match All of the: follovwing)

Cperational State is Active

Ln] Save ® Close

redcell.report.branding.image=<filename_here>

For example:

redcell.report.branding.image=C: /Dorado/owareapps/redcell/images/

Doradov3bar50.GIF

Create images that are no taller than 50 pixels, and no wider than 50 pixels. Notice that you must
use the forward-slanting slashes, not backslashes as is typical of Windows, if you specify the path.

Reports | Resource Management and Reports

237



Group Reports

You can print a collection of several reports and generate a table of contents if the collection is large
enough to warrant it.

n ] — un Report
)
‘ General Settings |
Name BGP Test Group 2z
Title This group is a test with BGP reports.
Subtitle Collected BGP reports
Generate Table of Contents o4
Reports # Add Report ||
Hame Title Action ‘
Juniper BGP Information BGP i
Juniper BGP Groups BGP Groups é
J
Lﬂ] Save ‘ ¥ Close |

When you right-click in the Reports portlet, and select New Group, the Group Reports editor
appears. It has the following fields and panels:

Name— Identify the report group.
Title— Optionally provide a title.
Subtitle— Optionally provide a subtitle.

Generate Table of Contents— Check this box to generate a table of contents listing the reports
grouped together by this group.

Reports

Click Add Report (the green plus) to open a selector with the available reports. Select reports to
appear in this group. Each report has an entry in the table of contents, if you elect to generate that.
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User Login Report

In addition to reports about inventory, devices, and so on, Dell OpenManage Network Manager lets
you create a report documenting user logins.

This report can include the following attributes: Login Date, Status [SUCCESS, AUTI FAILURE,
[P RESTRICTION], UserID, User Name, User IP, Proxy IP (if going through a Load Balancer/
Proxy), AppServer IP, Browser [CIIROME, FIREFOX, and so on], Operating System
[WINDOWS, LINUX, MAC, IPHONE, IPAD, and so on.]

The following attributes are available, but not in default seeded report to conserve Column space:
Portal IP and Browser Version.

When authentication fails, this report does not record the IP address from which the user made the
attempt, unless such users are behind a proxy or load balancer.

Browser ID, Version and Client appear only by best effort. Browsers do not always send the user-
agent and can change standard messaging with extra plugins.

@ NOTICE
A Default User Sign-0On Log DAP is seeded which by default keeps the last 30 days.
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Display Strategies

You can display devices and network arrangements in a variety of ways. The following sections
describe those display strategies.

* Container Manager
*  Map Context
*  Visualize My Network
Containers manage what appears in other portlets on the same page, including Visualize and Maps.

If a page with Visualize has no Containers, then clicking a node in Visualize limits other portlets on
that page to only that node’s information (for example Alarms). Maps does similar filtering.

Display Rules

Iere are the rules for how portlets manage each others” displays:

Rule 1—1If Container View is on the Screen its selections drive all portlets that accept context.
If it is not on a Page:

Rule 2—If Visualize My Network portlets is on a page it acts like Container View and drive all
portlets” appearance.

Rule 3—If Rule 1 and 2 are not in effect, then Managed Resources drives Ports and Links portlets’
appearance.

Rule 4—1If Rule 1 is not in effect and Visualizer Views are on the same page as the Visualize My
Network portlet, the selected view appears in the Visualizer.

When a page with a container loads, the container typically loads first and starts polling. If it is on
the same page, Visualizer starts its polling after the page loads, so some lag may occur between the
container and Visualize screens, depending on your settings. Clicking Context or drilling or
expanding nodes in the Visualize screen resets the refresh timer since it may poll different nodes.
This can also offset refresh timing for different page elements. You can change refresh timing (sce
General > Entity Change Settings on page 60 for the way to portlet refresh intervals), but
synchronizing such portlets absolutely is unlikely.

E4 NoTE:

Some portlets may display a selected context without operating as though it was selected. For example if
you put Managed Resources
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Context

When other portlets determine the appearance of a portlets—as spelled out in Display Rules
above—a Context icon often appears in the right corner of the driven portlets.

= Ports Context: DelEX4500-401.10.20.1.165 [P JNU

@ | Bl @ search

Name & Port Type State
L] Unknown (V]
5 med Ethernet Port u
= yian Unknown &
:E xe-0/0/0 10 Gigabit Ethernet Op. u
g xe-0/01 10 Gigabit Ethernet Op.. u
B we-0/0/3 10 Gigabit Ethernet Op... |G

4@z 2 rn

The contents of the icon spell out what is selected in the portlet driving its appearance.

Container Manager

Container manager lets you create, edit and delete Container tree models displayed in Container
Views (described in the next section). These containers filter what appears in other portlets on the
page with the Container View portlet.

The relationship to users and devices appears in Container Manager Expanded.

Right-click to select from a menu with New, Iidit and Delete, and Refresh Members / Alarm State.
Refreshing re-queries the database for members fitting the dynamic filter, or for new alarms for
members. Selecting New, or Edit displays the Container Editor, described below.

You can also Tag containers so Map views reflect container selections. See Tag on page 114 for more
about how that works.
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Container Manager Expanded

The expanded view displays the same information as the summary view, but displays the selected
container’s authorized users, creator, owner, and membership in the Reference Tree snap panel.

& Container Manager < Return to previous
®| /| Fa| i Finer: @ [Root Containers =] © Advanced © ouick Search led Export
Hame~ Description Owner
Test Parent :_Q_’ admin

1 item({s) returned
() Widgets

Reference Tree
& & Test Parent

L&' TestChild

) @ authorized Users and Groups

X How To:

Use Containers

1 Create the containers you would like for filtering views of resources. For example, you can
create a container for each customer or location.

/\  CAUTION:

By default containers are configured without any authorizations. Make sure you configure authorizations
so you can see the container once itis configured, otherwise it will be invisible.

2 Create a page with Managed Resources or other container-filtered portlets (Ports, Alarms and
so on).

3 Add the Container View portlet to that page.
4 Click the container to filter by.

5 Observe the other portlets to see resources assigned to the selected container, for example,
customer or location.
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Container Editor

This editor lets you create and manage containers. You can also associate user authorizations with
container models to specify which groups or users have access to contained items.

Wembership | Authorizations | Visualizer Display J

| Container Details |

© |& TestTopContainer

Hame
TestTopContainer ¥ Container neme

Description

Domain/Site Access
RC S

TestSite1

Owner
Synergy Admin |

/i, Mote: n order to see this container n & Container View, you should be in the authorizations list for this container. f you wish to 6o 50, you can use the
Authorizations panel to add your user name to the authorizations list or click on the apply action below to automatically do it

Update View Authorization: Apply to current container

bl save | ® Close

In this editor, a tree panel on the left lets you build and navigate the container tree. Click Add
Child (or Delete Child) to create (or remove) a node to / from the node you have selected in the
tree. Clicking a node in the tree displays the tabbed panel on the right where you can edit it.

The Container Details panel has the following tabs:

*  General

*  Membership

* Authorizations

*  Visualizer Display

Click the labels at the top of the screen to access these. Alarm states and severities are recalculated
and propagated for containers as they are for Visualize My Network.

General

This panel has the following fields:

Name—The container identifier.
Description—A text description of the container.

Owner— Select an owner for the container. The owner of a container can also change the
ownership of the container
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Update View Authorizations—Clicking the link here automatically includes the creating user in
those authorized to view the container. See Authorizations below for more about them.

Membership

Container membership defines the inventory items that are in a container. You can select cither a
Static membership, which cannot change, or a Dynamic one, based on a filter. When Dell
OpenManage Network Manager evaluates the filter it adds the resulting items as members in the
container.

#Add Child | = Delete Child [[BS I  Autnorizations | Visualizer Display ]

© [ Folsom

Dynamic ]

) | Lab

Static Container Members Add | | Remove Al
Entity Type Action
@ tolsom Location A
@) Lab Location E

Group By: (¥ None  ( Ertity Type

/ Edit | x Close

The sub-tabs at the top of the screen let you edit these types. You can add individual items with the
Static tab, or the results of a Dynamic filter with that tab. See Managed Resource Groups on page
190 for more about the specifics of editing these dynamic groups.

When you add an item or filter to your container, notice that the subsequent screen contains a pick
list Select an entity of the following type. The contents of that list can contain several types of
managed objects, including Contact, Equipment and Subcomponent, Interface, Location,
Managed Equipment, Port, Service, and Vendor. Select the type appropriate for your container.

Click Save to preserve the membership you have configured. If you Group By LEntity Type (at the
bottom of the screen) rather than None, the list of devices appears in a tree, with cach node as an
entity type. Click the plus (+) to the left of the entity label to expand the tree.

Authorizations

This tab configures user or role access to the container you are editing. By default, no authorization
exists to see a container or its contents, so you must permit specified users and roles to have access
before any containers or their contents are visible in Container View.
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Click Add User or Add Role to select the users or groups with permission to access the container
you are configuring. By default containers are accessible to everyone.

¥ oy Ll
General = Membership [EESMUGGFEUWESN  Visualizer Display J
© & Folsom ( N e )
& Container Authorizations Add User | | Add Role
@ |¥Lab
User/Role Hame | Inherited From | Action |
A testuser ZE
£, admin (owner) &
. Power User ZE

Container Management Permissions for: admin (owner)

Permission Setting |

Rllov access to container 2

Alloy to moddity cordainer

==

Allow to run operations on cortainer

Allovy to create child cordainer

5

Allovy to delete container

=

led Save | @ cancel

Each entry in the Container Authorizations list specifies the name of the user or role, and whether
the entry is inherited or not. A child container by default inherits the authorizations from parent
hierarchy, no explicit authorizations for child containers are necessary. Edit any authorizations in
the parent.

When editing a child container, click a listed authorized user or role and its permissions appear in
the panel at the bottom of this screen.

Clicking Save preserves any alterations you have made. Confirm the container is configured as you
like by examining it in a Container View portlet.
Visualizer Display

This tab configures how the container appears in the Visualize My Network portlet.

[ General Membership Autherizations Visualizer Display ]
|V|sua1'|zer Display Settings |
Display Container within Graph as Node % Group
Hode lcon Type Location ;I

\

Selected containers’ labels appear in the Visualizer’s title bar. Configure the following display
settings in this panel:

Display Container within Graph as— Select cither Node or Group.
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Node Icon Type—This appears if you select Node. Use the pick list to select among the various
icon types as s appropriate for your group.

Group Style—Select either Default (Rectangle Shaded Group) or Cloud (Cloud Background
Image). The group is like the Expand Grouped capability described in Configuring Views on
page 255. The Cloud is a cloud icon like the one you can add to views as described in Design
Tools on page 259.

Display Container Name within Group—This appears if you select Group. Check it to display
the container name as a label within the group.

Container View

This (non-instanceable) container portlet
displays configured containers authorized for
the logged-in user, in the color of the most ' L& Customera

L Container View F X

severe alarm for equipment within that cEn
container. Because it is non-instanceable, only o Ea
/ £, Router.192.168.1.138 CiscoVRF_Oct9_8 (514) £k

one can appear on a page. ) @ a2 2
Expand the container tree by clicking the plus to £ Router.192.168.1.138 CiscoVRF_Oct9 (1) 4}
cach container’s left. Container contents sort & Router 192.163.1.133 CiscoVRF_Oct9 2 (512) &
alphabetically, and alarms appear to the right of 5 Router:192.168.1.138 CiscoVRF_Octs_3 (512)
equipmen t displave d _—_ Router.192.168.1.138 chuVRF_om_s =14 &

/ 2. Router 192.168.1.138 CiscoWRF_Oct11_2 (509) f4
The container selected acts as a filter for a 2., Router.192.168.1.138 CiscoVRF_Oct19_nan (510) g4
screen’s other Dell OpenManage Network £ Router.152.168.1.138 VRF_Oct19_testRIP (515) 4y
Manager portlets. If you select “Folsom” as a o useCase2 (45)
location in the container portlet, then only L%J':‘;AZ-B

items related to Folsom devices appear in the
other portlets on the page. If you select a parent
container, that expands the selection to include all child containers” selections. It does not, however
select everything. You can configure containers in Container Editor, described in the next section.
You may have to wait a few moments to see a container’s contents accurately.

Portlets that respond to Container or Map Context “filtering” include the following: Audit Trail,
Event History, Locations, Vendors, Contacts, Managed Resources, Ports, Authentications,
Discovery Profiles, Monitors, Services.

See General > Entity Change Settings on page 60 for the way to set the summary portlet refresh
interval. The default is 40 seconds. If this portlet is in expanded mode, refresh does not occur
automatically, but you can refresh it manually.

@ NOTICE
If a container displays unexpected results, right-click it to refresh its membership or alarm severity /
state.
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Right-clicking a container displays the following menu items:

Refresh Members—Re-query the database to populate any dynamic filter that is part of the
container.

Details—Opens a details panel with a list of the container’s contents (Members) as well as
container members’ Alarms (Alarms and Event History) and History (Audit trails and
Conlfigurations).

Refresh Alarm State—Re-query the database to update the container’s alarm state based on its
contents.

Edit Resources—Open an editor screen for the container that lets you change common attributes
within it.

Visualize— Display a container in the Visualize screen where you can drill in to see its contents
(see Visualize My Network on page 254).

Tag—Enter map location coordinates for the container.

Container View in Tenant Sites

Within a Multitenant environment, only containers configured to appear in tenant sites appear
there. If that container contains equipment only visible on the master site, those devices will
appear below the container node, but will have no impact in filtering other portlets, like Alarms, for
example.
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Map Context

In addition to displaying filtered-by-container portlets, you can view discovered devices in the Map
Context portlet, automatically placed by location.

Map Context & X
L& Container View Fx b

© & Cinemark 2]2} § & : searchbyName

© | Top Container

¥ DelIFCX64851-10.20.1.175.10.20.4.175
R FCX6245-10.20.1 17410201 474

&= AZH124-5,51.10.128.5.51

W TurbolronTX24_177.10.20.1.177

Google

Notice that you can move the center of the map with the arrows in its upper left corner above the
zoom in/ out (+/-) buttons. The menu in the upper right corner lets you select a Map or Satellite
views, and fine-tune them to include labels, terrain and so on.

Marker Style (pushpins or triangles), Toggle Marker Clustering (combine markers into
cluster marker when they are near each other), or Search by Name for a location.
Clustered markers display the number of separate markers combined within them.

K nNotE: '

B
The Search function is case-sensitive. Omit the initial letter if you are uncertain about o P
capitalization for a tagged location.

In addition to the Help and Settings icons at the top of this portlet, you can also Toggle - E E;

Clicking the Settings icon produces a screen where you can configure the default marker style,
whether clustering is enabled, and where you can save the current map boundaries (Save Current
Bounds), which appear, read-only, below that option.

See General > Entity Change Settings on page 60 for the way to set the summary portlet refresh
interval. The default is 40 seconds.
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The page layout controls the width of the map. However you can control the height of the map
with the Look and Feel configuration in the Advanced Styling tab.

Look and Feel

[ Portlet Configuration = TextStyles = Background Styles ~ Border Styles | Margin and Padding

Search by
Your current portlet information is as follows::

o/ Portlet ID: #portlet_8377_WAR_netview
Portlet Classes: .portlet .portlet-synergy

Enter your custom CSS class names.

Enter your custom CSS.
#portlet_B877_WAR_netview _gmap { height: 1000px limportant; }

Add a CSS rule for just this portiet e
A rule for all porliets like this gns

Update my styles as | type. |

Save | ResetJ

gl PRI

Add the following line to the custom CSS settings in this tab:
#portlet_8877_WAR_netview .gmap { height: 1000px !important; }
This sets the height of the map context portlet to the configured number of pixels, here, 1000.

Access this tab from the drop-down originating with the word Map in the top right corner of the
portlet.

Contigure locations on the map with the Tag menu item. See Tag on page 114 for an
explanation. See Maps and Containers Together below for more about their joint capabilities.
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Map Context without Containers

If a page has no containers then the Map Context can act like a container too. It displays all tagged
resources within the system (see Tag on page 114). Clicking on a tagged item behaves like clicking

a Container, confining displayed resources, alarms, and so on, to those for the selected tag.

(5 Map Context

it) and its color reflects the current Alarm severity.

Maps and Containers Together

Settings option (the wrench icon).

% Managed Resources £ x
@ | Settings ; ¥Refresh ; Search
A e =
(@ Respording |“'NG_Gm_s.m.|,. ‘mwmas ‘mwmg_ ‘Gm
, = Ports £ X
@ | settings ; QRetrosn | Soarch
Name~ Equipment Port Typa State
= 209 E NG_GSMT252PS 2.10.1284.9 Ethernet Port
[ 21008 5 NG_GSMT252PS_8.10.1284 8 Ethernet Port
= 2r07 5 NG_GSMT252P5_8.10.1284.8 Ethernet Port Q
il 208 5 NG _GSNT25PS 8101284 Etemet Fort )
il 2050 G _GSUT252PS_9.10.128.49 Ethemot Port )
[ 2705 5 NG_GSMT252PS _2.10.1284.9 Ethernet Port Q
T DB
Each tagged coordinate is cross-correlated with the Alarm severity table (if there are alarms against
A map context portlet is in Standalone mode when no Container View portlet is on the same page.
s Algeria
In Standalone mode you can determine exactly what portion of the map appears through the
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The map context portlet is in Container Context mode when a Container View portlet is on the
same page. In these Container Context configurations, the Container View determines what
appears in the Map portlet, so the Map Context portlet resets its boundaries based upon the
geographic position of the selected container's members. For example, you can select a container
(Morocco) resulting in two clustered pin for both Casablanca and Tangier.

L Container View £ x4 Map Context
© [ Morocco
O [ Cosablanca
© & Tongier

However if you select Casablanca from the container view the map automatically changes its

presentation and boundaries based upon the members of the new selection. The view zooms to the
street level in Casablanca.

2 Container View Fx [k, Map Context
@ (& Moracco
© | Casablanca
© [ Tanger
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If you select Tangier and map presents the container’s sites in a street-level view of Tangier.

=% Container View £ % L, Map Context £
@ i Morocco
& (i Casablancs
O [ Tangier

Using Nokia Maps

By default, Dell OpenManage Network Manager uses Google maps. To use Nokia’s maps, follow
these steps:

1

[ A ]

NoRENo I HNeN

10

You need App ID and App token to use Nokia map service. Get an ID and token on http://
developerhere.net.

At top of page, click Sign In
Click on Register at bottom of page, and create Your Nokia Account.
Click Register

Click on Create app, and provide and app name. For example: Dell OpenManage Network
Manager

Click Get Started
Then click Done
Copy the App ID and App token.

Go to Control Panel’s Redcell > Application Settings, and select Nokia Maps with the pick
list.

Enter both Application ID and Application Token in the appropriate fields, then Save.
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Visualize My Network

The Visualize My Network portlet displays discovered devices, mapping them in relationship to
each other. It also lets you store and retrieve views you have arranged, as well as configure the
default view (see View on page 261 for more about these capabilities).

See General > Entity Change Settings on page 60 for the way to set the summary portlet refresh
interval. The default is 40 seconds.

The color displayed in these topologies indicates the alarm severity of the node or link (“edge”)
only. No color or icon indicates a device’s network status or availability, although hovering the
cursor over a node displays that information.

Visualize can act like a filter, too. Portlets like Alarms and Ports respond to clicking a node in
Visualize, displaying information relevant to only that node.

B+ % Visuaizs My Network A%

o] 2| BO) e aa]] e k]| u]x

S - Tr——— «

@ Indsterminate - 14.81%
© Miner -370%

© Major - 0.74%

@ Citical - 80.74%

| Saverny Data Opaned = Emtity Name. Device 1P Evont Name. Measage
. Wajor B2N2XBPM LR ZMS.-Comfsge 101315 oapSwmCrange eutar: 114,18 pAgaress: 200128315
SRl oo Goecmim wman  pwipos Ve s o
81260 P TF Eovpmertestma.. 1018395 ikDoan froex 551
wziesnA G 2us-cos VWIS EwOomn frges 15

w2z 052 A T Equpmentretma... | 10128315 kDo Andex 834 i ")
82Nz 1052 AN Ml zMs-CowBdge 10128315 PVBIDowT VPN VRNl 1921 “
@ Caw
B

n

Equipment Port Type Stato

1l Zu5 - ComeEsge ATM Port a

1S, 215 . Cavs Bsge ATM Port a

1l 25 - Co Espm Oter a

1S, 2148 . Cove Boge ther a

A ZW5 - Co Eszm Qver a

G, .15 - Cors Bge Other a

@ :

X How To:

Create a Visualization

254

Creating a topology map of devices or services is as simple as right-clicking the item(s) you want to
map, and selecting Visualize.

You can also save different topologies after you configure them. See View on page 261 for more
about that.
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You can fine-tune the appearance of what you see with the tools described in Configuring Views
and what follows.

@ NOTICE

If you do not see what you expect, make sure you have refreshed your browser so cached images do not
interfere with current ones.

Configuring Views

Click and drag displayed portions of this screen to see other parts of the topology. To move the
display more, click in the Overview panel. You can also expand / collapse the panels on the left of
the screen by clicking their title bars. (Figures below display them expanded.)

k4 Visualize My Network Fx
() e][2]B&=]ela]a)]m{s]d]]
|esssss [ essses ls

Orientation

Vertical @] Horizontal

Eamea | S

& = @

Low -
Line style

Orthogonal polyline  ~

¥ Properties Scene

Horizontal spacing

Global Settings

Node Labels

Nodes appear colored according to the alarm severity on the device, and white if no alarm exists for
the device. Hover the cursor over an icon or link between icons to see a small screen describing its
device (Name, Type, IP address), network status (Responding / Not Responding) and alarm severity.
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Click an icon to highlight it (or click its name in the Top-Level Nodes Tab tab list) and its
connections to the network. See Alarms in Visualizations / Topologies on page 267 for more about
the alarm severities indicated by icons in topology.

/\  CAUTION:

If you have installed a firewall on the application server, ports 80 and 8080 must both be open for topology
to work.

@ NOTICE

If you have a Container View portlet on the same page as Visualize My Network, the selected container
filters what appears in the view. Without containers, Visualize My Network can configure what appears
in other portlets on its page (for example Ports).
Click the Legend Tab to sce the meaning of lines, links and alarm colors. Hover the cursor over a
link to see its type described.

The screen to the right of the Visualize My Network screen displays the following panels:

*  Overview

* Properties and Settings > Layouts Tab
*  Properties and Settings > Properties

e Legend Tab

*  Top-Level Nodes Tab

Click the triangles to the left of these panels’ labels to collapse or expand them.

In addition to the screen components immediately displayed, you can right-click an icon or
component, and Drill in or Expand a device to see its subcomponents. If you expand, then its
subcomponents appear with the rest of the topology. If you Expand Grouped, then the
subcomponents appear in a minimize-able block (hover your cursor to see the block in color, and
click the circled minus to minimize the group).

If you drill in, other components do not appear. Finally, you can select the Details menu option to
open another browser window with the Details screen of the selected node.

@ NOTICE

If you want to initiate Actions on a node or its components, do so by right-clicking the Details screen’s
Reference Tree.
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The Properties and Settings > Layouts Tab selections determine the arrangement of such
expansions or drill-ins.

When you drill in, the path back to the top level appears below the topology.

Home Routeryourdomain.com.10.128.2.11 Tunnel Interfaces

Click the level where you want to “drill out,” or click Home to go to the top level.

If you right click the blank area of the screen, you can Export it as either a .png image or GML
(graphic markup language), or print the displayed topology.

K nNotE:

Because Topology uses Adobe Flash, menu items appear for that software when you right-click nodes.
This includes Settings, Global Settings and About Flash menu items. The text below does not discuss
these.

Tools

A toolbar at the upper left corner of the Visualize My Network to help navigate through the

topology onscreen.
of[a[a]|w(&]u]z

[
Bl WE

EdCIE

These are the tools:
Toggle Design Mode—Click this to turn on Design Tools, described below.
Help—Click this to turn access the online help for this screen.

Default—Click the wrench icon to configure the default view. If the Visualizer Portlet is on a page
not driven by another Context—for example, Containers—and you have write permission for
Visualizer, then this icon appears. Clicking this lets you associate the Visualizer portlet on the
current page to a selected view. To return to the default network view click the red minus (-)

|/General |

Default View to Load: g USMap | &| =

+ Apply # Close

button in the settings. Any view change requires a page refresh after applying the revised
setting.
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Search Node Elements within this Graph—Search for a particular node. This opens a screen
displaying the search results, name, type of node and the node’s alarm severity. Click Select /
Center Item on Graph to select a listed item.

Search for Graph Elements x
Search Criteria:
|Del|5R)q | search | [#] Include Links
| Name | Type ‘ Severity
N DellSRX650.10.20.1.167 switch/Router critical 6] |
l N DellSR¥210POE.10.20.1.157 Switch/Router
[ N DellSRX220h_166.10.20.1.166 Switch/Router |
N DellSRX240-POE-10201155.10.20.1.155 Switch/Router
L fe-0/0/4 (DellSRX210POE.10.20.1.157 : FPC 0 : PIC 0/0/* - 2x GE, 6x FE, . Ethernet Link
L fe-0/0/5 (DellSRX210POE.10.20.1.157 : FPC 0 : PIC 0/0/* - 2x GE, 6x FE, Ethernet Link
[S=- == RS
Search also finds links or “edges” between devices, and saving a view preserves displayed links’
appearance.

Selection Tool—The cursor selects nodes. Click and drag around nodes to select several.
Pan Tool —The hand moves the background.

Shortest Path Tool—Click two nodes to highlight the shortest path between them.
Bifocal Effect—Move the cursor to magnify nodes under it. Handy in a crowded view.
Zoom In / Out—These magnifying glass icons change the magnification for the view.

Open / Save View—Open a saved view or save the current one. Views include visible nodes and
links, but you cannot save the location of these nodes. (See Map Context on page 249 for a
possible alternative.)

Visualize My Network | Display Strategies



Edge Filtering— Configure the type of links that

appear onscreen (by default all appear). Click SR -
the checkbox in the screen that appears after # Edge Filtering Enablec
clicking this icon, then check/uncheck to 3] Layer 2 Edge Types 3] Layer 3 Edge Types
configure what links appear in the topology. ] AT Uik 3] 8P peer Link
You can also save views with different filtering. 2] Etheret Link ] Fibre Channel Link

=] Physical Link =] IP Next Hop Link

= | Serial Link =/ ISCSI Link

Sonet Link ®| Logical Link

Design Tools

When you click the Toggle Design Mode icon on
the left, several additional tools appear that let you
manipulate the Visualize My Network screen. Ltontt Lt ]

OSPF Neighber Link

RIP Peer Link

- [OEE s PSR DR =

These tools include the following, in addition to those described above in Tools:

| = Add |

Line Drawing—Click to select the type of line to draw, then shift+click two icons onscreen to
draw the line.

Group / Ungroup—These two icons group or ungroup selected icons labels and lines together so
you can move them in tandem. Ctrl+click to multi-select icons.

Notice that when you create a group, the Properties panel provides additional configuration
parameters. These include the Header panel where you can configure whether the group
header is Visible, its Label the Background and Text Color. Click the minus in the header to
minimize the group (and plus to expand a minimized group).

The Content panel lets you configure whether the group appears as a Panel or Cloud, and its
Background and Stroke colors.

5 =
{| Thisis asample label E‘
n 1

derrrrr ek

" Cloud

=

e =[] 8 [o]a]

Undo / Redo—These two arrows undo and redo the last action(s).
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Clear—Clears the Visualize My Network screen.

Add—Adds a Label, a Cloud or a Linked View to the Visualize My Network screen. use the
Properties panel at the bottom right of the screen to configure the font, background color,
label contents, and so on, when you have selected the added element.

@ NOTICE

If you configure and save a Drill-in view with Design Tools, then

that view persists for all drill-ins from that device until you remove
it an icon that appears between view Open and Save whenitis Vi LE' i H Tb

enabled. Deleting such a drill-in view restores the default settings

When you add these elements, you can elect to check
Static Placement and they will not move with graphic elements when they are automatically
re-arranged. You can, however, click and drag them.

Linked View

When you Add Flement to a Linked View, the shortcut that appears onscreen provides a clickable
link to the view you select when you add it.

EacaE AN

Orientation
Vertical (@]} Horizontal

Vertical spacing

Horizontal spacing

Line style
Orthogonal polyline -

¥ Properties Shape

Reference Name

TestView
. . . Font size [1400

==
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Use the Properties panel in the lower right corner of the screen to select the view, and configure the
font on the link. The label is the linked view’s title. You must create and save views before they are
available to link.

View

These icons let you save views you have configured, and has buttons
to let you Load a View, Save this view, or activate Iidge Filtering View: | B H I | ‘ L ‘
(links filtering).

Clicking Save this view displays a screen where you can Name and

enter a Description for the view you are saving. Saving preserves node coordinates, background
colors or graphics, and node sizes. The name of the current view appears on the right of the title bar
for the Visualize My Network screen.

Save this View X

Name | Test View 3 |

Description | This is what the view saver looks like. |

| Save || Cancel |

Clicking Load a view loads saved views selected from a screen. Users who do not own the retrieved
view can save a copy.

Visualizer View Selection x
Name | Description | Created User | Created

TestView2 This is a second test view admin Thu Sep 27 12:28:56 GMT-0700 2012
TestView This is a test admin Thu Sep 27 11:00:35 GMT-0700 2012

Select View | Cancel |
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Visualizer Views

To see a catalog of available views, you can add this portlet to a page.

<= Visualizer Views F+ X
fi | [} ‘ i Search
Name~ Description | Created User Updated
TestView2 This is a second test vi ﬂ‘:‘ﬂ admin SIZTNZ12:28 PN
Test View 1 d& admin 10MM2 11:08 Al
Testview This is a test QQ_: admin SIZTMZ 11:00 AN
MyTestView2 Atestto see whether ... & admin 10/3/12 1:45 PM

This lets you Edit the name and description of available views, and delete those you no longer
need. You must open them in the Visualize My Network portlet.

Overview

This displays a thumbnail of the entire topology that appears in m
the larger screen to the left, framed by the zoom level of the

view. Click a location to move the larger view to center on it.

Use the slider at the bottom of this panel to change the
magnification of your view. The icons to the right of the slider BT rrrshys————— '
let you click them to fit visible icons vertically and both
vertically and horizontally. You can also click and drag the cursor
within this overview to change the magnification.

eflf——eo 0 8
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Properties and Settings > Layouts Tab

The layout tab lets you select and configure the type of
automated node layout that appears in the topology display.

Use the icons below the Layouts label to select the type of
layout. The fields and selectors that appear below depend on
the selection. Iere are the available layouts, and the fields that
go with them:

*  Hierarchical-Cyclic
*  Orthogonal

¢ Circular

¢ Radial

*  Organic

Hierarchical-Cyclic

] 2 | =
RENEN

¥ Layouts Hierarchical cyclic

G ST B ES EN

Orientation
Vertical (8] Horizontal

Vertical spacing

| Medium - |

Horizontal spacing

|Low v|

Line style
| Orthogonal polyline - |

Low.

Horizontal Spacing—Select from High, Medium,
or Low.

This arranges connections in a hierarchy.
Use the following settings to alter its appearance. _
Orientation—Select from Vertical or Horizontal. g é é é é ;
Vertical Spacing- Select from High, Medium, or |

Line Style —Select from Orthogonal polyline, Straight, Straight polyline, Curved polyline, or

Orthogonal curved.

Visualize My Network | Display Strategies

263



Orthogonal

il

Orthogonal connections include right angles. You can specify the
following settings for such layouts ]

Grid Spacing—Select from High, Medium, or Low.
Use Diagonal Edges-Enable edges that have non-right angles.

Y

| Circular

=

Circular layouts arrange all nodes in a circle.
Layout Angle—Choose from 360 or 180.
Nodes spacing—Select from High, Medium, or Low.

Balloon layouts display links between managed objects in a
balloon tree structure. The root is typically whatever device you have
expanded or drilled into.

You can specify the following in the settings for this layout:

Root / Child wedge angle sector—Use the radio buttons determine
the angle (360, 180). The root sector determines how much of
an arc around that root the child nodes fill, and the child sector determines the orientation
around the child nodes.
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Root selection policy—Select the item you want at the center of this view (Directed [a pop-up
appears with the remaining selections], Most closed / surrounded / weighted).

Equal angle distribution—Select whether to distribute nodes at equal angles.

Radial

¥

Radial layouts arrange nodes in concentric rings.
Layout angle —Use the radio buttons determine the angle (360, 180).

Root selection policy—Select the item you want at the center of this view
(Directed [a pop-up appears with the remaining selections], Most
closed / surrounded / weighted).

Organic
th,

This produces a static GEM layout, without any parameters to tune.

Properties and Settings > Properties

This panel configures the view properties in the Visualize My Network

panel. This panel has the following fields (you must click the Design Mode M =
icon in the upper left corner to see all of them): EackponiStings
Background Color D
Background Settings '"‘;:1:"""‘
Background Color—Click the icon to see a color selector where you can e
select the background color for the Visualize My Network panel. Global Scttings
Image Source— Click the Browse icon to select a graphic for the [ ode Labels

background.
Image Opacity— Use the slider to set the background opacity.

Global Settings
Node Labels—Check to label nodes in the Visualize My Network panel.

L

DellSRIZ10P

OE10R0.1.1
1
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Legend Tab

This displays the meaning of various link types and alarm severity colors in
Visualize My Network screens. It describes only the type of links that appear

onscreen in the Visualizer. i
geregate Edge
—

Hierarchical Edge

SEVERITY LEGEND

W Critical [6]

| Major [5]
Minor [4]
Warning [3]
Indeterminate [2]
Informational [1]

Top-Level Nodes Tab

This displays a legend of icon types followed by a count (in parentheses) of
how many of each appear in the topology. The switch at the bottom of this
panel centers the display around the selected icon.

L2 [ & [Ledd

a Router(2)

= Server(1)
&
=] @ Switch/Router(10)

DellEX8216-10201154.10.20.1..

DellSRX220h_166.10.20.1.166

—
=

DellFCX64851-10.20.1.175.10.2

e 62 2 e

DellEX420024F-10201153.10.2(
DellEX4500-40f.10.20.1.165
DellEX4200_152.10.20.1.152

DellSRX210POE.10.20.1.157

DellSRX240-POE-10201155.10.2

FCX6245-10.20.1.174.10.20.1.1

[«] I [»]

Click the plus (+) to the left of the inventory category icons to display a list of devices in that
category in the topology. Click on a list item to highlight that device and its network connection in
the topology view. A colored glow highlights it and its network connection(s). The listed inventory
changes if you drill in.

The listed text appears in the alarm color of the device. See Alarms in Visualizations / Topologies
on page 267.
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Alarms in Visualizations / Topologies

Colored rectangles appear around

L . Expanding to
topology nodes to indicate th.e hlgl]est sez the d
alarm on them. Expand or drill in to see alarmed sub-
alarms on the sub-components. component.

For information about the alarm, hover

your cursor over the device or

subcomponent, and a tooltip appears [
describing the alarm’s severity appears. 5 é é ‘ ‘ ‘ L
The alarms indicated are like alarms E L
described in the portlet Alarms on page

123.

By default, un-alarmed nodes appear clear / white. You can alter this so they appear green instead.
To change this behavior, uncomment the
nodes.display.clear.severity.as.green=true property in the server-
overrides.properties.sample file in \oware\synergy\conf, and save the file as
serveroverrides.properties in that directory.

Links in Visualization

When you have discovered links between devices in your network (see
Link Discovery on page 208), they appear in the visualization.

Name: 10.20.1.167 - 10.20.1.185

Hover the cursor over a link, and a panel the color of the link’s alarm e oo e bk
severity, appears with the link information (Name, Type (for example: Sevrity Cial
Ethemnet), Severity, and A / Z Names for the endpoints). S

Z. DelSRX220h_166.10.20.1.1856

Dell OpenManage Network Manager currently does not support
displaying one-ended links.

Alarms in Visualizations / Topologies | Display Strategies | 267



Visualizer Views

This portlet displays saved views, and when it is on the same page as the Visualize My Network
portlet, filters that portlet so it displays the selected, saved visualization.

< Visualizer Views F+ X
/ W i Search
Name » Description Created User Updated
test 10/31/12 2:48 PM
Labeled View This is a labeled view 11726112 8:07 AM
Base View This is the default 1112612 8:08 AM

Right-clicking selected views, lets you Edit the title of the view, or its description, or Delete the
selected view.
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File Server / File Management

You must configure FTP and/or TFTP file

servers to push and pull configuration files . Fle Servers /2 £
to and from devices, or to deploy firmware I Fl[a) ¢ oaren
updates. With this portlet you can enable —
A . Enabled Hame~ Description IP Address TFTP Enabled
file servers you have configured. o e @

Columns in this manager identify the
server, and describe whether it is enabled,
and has TFTP enabled. Right clicking a file
server, or the empty list space lets you do
the following:

New—Displays the File Server Editor

screen.

Edit—Displays the selected File Server in the File Server Editor screen.

Disable—Disables the selected file server. When file servers are disabled, they are not used in a
Backup, Restore or Deploy operation. This too appears only for External File Servers.

Enable—Activates the selected file server. Again, exposed for External file Servers only.
Test—Tests the selected file server by sending and retrieving a file.
Delete—Removes the selected file server from the list. This appears for External File Servers only.

Port contlicts prevent having an external file server and internal file server operate on the same
machine.

E4 NoTE:

If you have installed a TFTP server on a Windows machine, you may see an error noting “FTP umask /
permissions of file on server are incorrect.” This is an artifact of Windows permission structure, and may
be safely ignored (it never hurts to test your TFTP server to be sure, though).
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File Server Editor

This editor lets you configure new and existing file servers.

General Parameters

Hame Desecription
53123 Unique identifier Tesct desoription

Enabled
[¥ Enables the file senver for use

P
Server Type
Select File Server Type TFTP Support
FTP Server % Secure FTP/SCP Server ¥ Checkwhetheryou want TFTP Support

’Authentication Settings

IP Address External IP Address
192 . 168 . 53 . 123 | ¥ IP Addres used by the application . . . IP Address used by the devices
Legin Het Mask
dorado z Login for this server 255 . 2585 . 285 . 0 Used to determine which file senverto use

Password

------ 7 Pasanord for this server

| Save ‘ ® cancel ‘ J Test |

This is where you specify the Name, whether the server is Enabled, whether the connection is
secure (Secure FTP/SCP Server), supports TFTP, internal and external (optional) IP addresses, and
Net Masks, and the login and password for the file server. Once you have configured a server, you
can test the file server credentials by clicking on the Test button at the bottom of the screen. Click
Save to preserve your changes.

FTP servers typically must be on the same side of the firewall as the devices with which they
communicate. If you have several such servers, the specified Net Mask also determines which
server communicates with devices in which portion of the network.

The OpenManage Network Manager file server uses an internal, local LAN address
(192.168.100.100 example), however the routers with which it communicates often cannot
communicate to such internal addresses. This is why an external/reachable address is necessary.

Notice that you can now configure an IP address used by Dell OpenManage Network Manager, and
another External IP Address used by the devices. If you configure multiple file servers, Dell
OpenManage Network Manager selects the server with the Net Mask whose subnet is closest to the
device(s) with which it communicates.
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Recommended Windows File Servers

You can install the Open Source Filezilla FTP and FTPS server as a service on Windows machines.
Any login / password access to these goes in the File Server Editor login/ password fields. To support
TFTP, install the Open Source Tftpd32 or Tttpd64 (for 32-bit or 64-bit machines).

These servers must read / write from/to the same directory. Also, make sure the directory offers open
read/write permissions so you can retrieve files put there temporarily.

File Management

In addition to letting you back up and restore configuration files, and deploy firmware updates to
devices, this menu manages viewing and comparing configuration files backed up from the selected
devices. Details about these capabilities appear below.

Compare and View options have the following limitations:

* Ifyou select a config file that is a single file, without any historical precedent, no comparison
option appears on the menu since the selected version does not have a prior version.

* Ifyou select a single contfig file of version two or higher, comparison is an option. When
selected, OpenManage Network Manager automatically compares against the prior version for
that device and file name.

* Ifyou select two contfig files of any version, compares is between those two versions.

* Ifyou select three or more contfig files, no comparison option appears.

*  The View option appears for a single selection only, and only lets you view files that are not
binary.

The icon to the left of the File Name listed in the portlet lets you know whether a configuration file

L]
1

is binary (%), and not viewable, or text ( =] ), and viewable.

The file management menu contains the following:
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View / Edit— This opens a panel
displaying the configuration file’s
contents. Use the browser’s Find
function (as demonstrated on the right)
to locate specific text within the Config
File. You can also select and copy text
within this screen.

Notice that Selected Config and Live
Config (current) version and storage
dates appear at the top of this screen.
When you perform a backup that differs
from the config that is Labeled Current,
that label changes to Live Config if
changes are detected.

4724112 356 AM
4724112 356 20

Selected Config:  DefautCony Version: 1

Date Stored:

Labeled Current: DefautConfig Version: 1 Date Stored:

o Currert

Labeled Currert | Compare Files

version 1z.4
service nagle

no service pad

service top-keepalives-in

no service timestamps debug uptime

no service timestamps log uptime
1o Service pASSWOrd-sncryption

hostnane Router

boot-stert-narker
koot bootstrap tEtp://192.168.1.3/07200-1k9035-wz.124-3.T.hin
hoot system tftp://192.168.1.3/c7200-1k%035-wa.124-3.bin
boot system slot0:c7200-ik9s-mz.123-4.T.bin

boot system tftp://192.168.0.175/c7200-3kS03s-mz.124-3.hin
boot-end-marker

logging buffered critical

logging console critical

logging monmitor critical

encble secret S §1§HGNU§pSs0sJ)Yoslr/s.LKAKEDL
ensble password cisco

no ama new-model

resource policy

ip submet-zero
no ip souree-route

Selected Config appears when you open
this screen from the Configuration Files
Portlet, but Live Config / Current
Config appear side-by-side when you
open this screen from the Managed
Resources portlet.

ip cet =

Ty Backup | /i Restore | x Close

You can also compare two different configurations (Selected Config and Labeled Current / Live
Config) in the tabs that appear on this screen. with the Compare Files tab at the top.

Close the screen with the buttons at its bottom. Notice you can also Backup or Restore what you
are viewing with buttons at the bottom of the screen.

Assign Labels— Use this option to select an existing label or create a new one. You cannot assign
System labels (Current, Compliant, and so on).

Compare Current v. Previous / to Label / Selected— You can compare configurations by right-
clicking a device, or two devices then selecting Compare. If you right click a single device with
a previous backup, then the comparison is between the latest and next-to-latest backup. If it
does not have a previous backup, then the menu offers to compare to a designated label. You
can compare two different Selected devices too. Ctrl+click to select two different devices
before you Compare.
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Notice that the
Prev / Next buttons
at the bottom of
this screen cycle
through as many as
five previous
configuration files.

The comparison
screen appears with
the configurations
side-by-side (note
the file names in
the title bar of this
screen).

NOTE:

Colors: Lines that
differ between the
two configurations
appear highlighted
green. Lines missing
in one, but that

108
107
108

File Name: DefaultConfig_2, Version: 1
#8# Last changed: 1395-08-0Z 14:13:1& PDT
wversion 11.1RZ.3;
groups |
PROTECT_RE_GROUP-mse04 |
logical-systems {
nsel4-BURSE {

=sh |
protocel-version [ vl vz 1:

relnet {
comection-limit 10;

}

}

syslog {

archive size 64k files 1 world-readable;
user * {

U

e-0/071 {

weu 15007
encapsulation ethernst-coo:
unit 0;

}
xe-0/0/2 {
weu 15007

3

4]

o
m
"z
"3
M4

File Name: DefaultConfig, Version: 2

#£ Last changed: 1999-09-05 15:15:03 BDT
wersion 11.1RZ.3;

groups |

PROTECT_RE_GROUP-mse04 |
logical-systems {

use04-BURSA {

ssh {
provocol-version [ vl vz 1:

'

telnet {

comnection-limit 15;

}

'

syslog |

archive size 64k files 1 world-readsble;
user * {

}
}

ze-0/0/1 {
vlan-tagging;

neu 15007
encapsulation vlan-coo;
unit 0 {

vlan-id 1;

family inet {
address 1.1.1.1/32;
}

1

'

ze-0/0/2 {

neu 15007

Mavigate between the last 6 configuration files:

i «4"’2‘

% Close

345 6 7 8 910 k|K

4 Prev Next » [ currently comparing 2 and 3 )

appear in another appear highlighted red. Added lines are yellow.

Use the right/left arrows to page through the side-by-side comparison. The page numbers and

beginning / forward / back / end arrows help you navigate between pages of pairs of files.

Notice also that if you have more than two such files, a panel appears at the bottom that lets
you navigate between adjacent pairs of such files (1 and 2, 2 and 3, 3 and 4, and so on). Click
the Prev / Next links to move between pairs of files.

o

Tip

Use the browser’s “Find” function (typically initiated by Ctrl+F) to locate text within these views.

Backup / Restore—Select these to backup or restore a configuration file. See How to: Backup

Conlfigurations on page 274 or Restore Configurations on page 276 for step-by-step

mstructions.

Deploy—Select this option to deploy an OS Image (firmware). See Deploy Firmware on page 287

for more.

Some devices, including the Dell Forcel0 C-Series and E-Series, first permit then drop telnet

connections during deployment or file restoration when you select restart as part of the

process. This can take from six to eight minutes, though it can take as long as fifteen minutes
for a fully populated chassis. During that time, ping detects the device; however, Dell

OpenManage Network Manager cannot log in to the device until the reboot is complete.
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Restoring configurations to Dell Force 10 devices may produce errors when individual

commands already exist in the running config and cannot be overwritten. Dell OpenManage
Network Managerignores such errors and reports success by default since the errors indicate a
command was not applied, not that restoration was unsuccessful. Best practice is to restore to

startup config to avoid these errors, especially when scheduling backup or backing up a group
on such devices.

Export / Import —Export lets you save a local copy of the selected config file. Import opens a
screen that lets you select a locally-accessible file to store, view, compare and deploy.

View configuration files in the History > Latest Configurations portion of the Equipment Details
screen for a device or in the Configuration Files or Top Configuration Backups portlets.

X How To:

Backup Configurations

Dell OpenManage Network Manager simplifies backing up devices so you always have their
configuration files, even if the one on the device becomes corrupted or out-of-date.

You can back up several devices at once for what amounts to a “group operation.” Select more than
one device by Ctrl+clicking in the expanded portlet, then right-click as outlined below. You must
expand portlets to multi-select.

Here are the steps to back up a device:

1 Make sure you have configured an FTP or TF'TP server to handle the backup. See Netrestore
File Servers on page 91.

2 Right-click a device in the Managed Resources portlet.
3 Select File Management > Backup.

274 | File Management | File Server / File Management



4 Configure the subsequent Backup Device screen.

’Specify Backup Options

File Name DefaultConiy z Update user label

Description Email Settings add email

Select Targets for Backup Add Equipment | | Add Groups | | Remove All
Hame Last Backup Results Last Backup Date Action

fDevice Options

Config File running-config |

[*] Add Schedule | {5 Execute % Close

This screen lets you configure the following:

File Name—A text identifier for the file

Description—A text identifier for the file

Update User Label —A text identifier for the file. Entering such a label creates it, and
makes it available for later restoration, comparison, and so on.

Email Settings—Click add email to configure an email notification about this backup.

Select Targets for Backup—This screen defaults to the device you selected in Managed
Resources. You can also click the Add Equipment to add individual devices, or Add
Groups to add groups, or Remove All to manage devices that appear in this list of tar-
gets.

Device Options—This portion of the Backup Options screen displays detailed configura-
tion options available for the selected target. For example, you could select between
backing up the running-config and the startup-config.

5 Click one of the buttons at the bottom of the screen to initiate the next backup action.

Add Schedule opens the scheduling screen to let you automate the backup you have
configured on a specified date, time, or repetition.
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Execute performs the backup immediately. The Results tab in this screen opens, displaying

the message traffic between Dell OpenManage Network Manager and the device(s). See
Audit Trail Portlet on page 116.

Save preserves this configuration without scheduling or executing it.

Close closes this screen without saving the configured restoration.

x How To:

Restore Configurations

The following are the steps to restore a config file to a device:

1 Make sure you have configured an FTP or TF'TP server to handle the backup. See Netrestore
File Servers on page 91.

2 Right-click a device in the Managed Resources portlet.
3 Select File Management > Restore.

4 Configure the subsequent Restore Device screen.

| Select Targets for Restore Add Equipment | | Add Groups | Remove All |

Hame | Restore ConfiglLabel Selection Action |

@ DefauttConfig /1

Select what to apply to the selected target above

" Restore aLabel, or ... (@ Restore & specific Configuration File

Select Configuration File to Restore:

File Hame ~ Date Saved Version |
DetauthConfic 42012 1:58 Phl 1
Apply

Showing the last 1 backed up configuration files.

[*] Add Schedule | & Execute ® Close

This screen’s tabs lets you configure the following:

Select Targets for Restore—This portion of the screen lets you Add Equipment, Add
Groups, or Remove All target devices. Listed targets and their Restore Config / Label
Selection. Click the icon in the Action column to remove the listed target.

Select what to apply to the selected targets above —This panel lets you select either a label
(like Current, Compliant and so on—a selector listing available labels appears onscreen
once you click this option), or Restore a specific Configuration File. The latter lists avail-
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able files and lets you click to select. Click Apply to configure the selected target, or
Apply to All to configure all targets.

Select Device Options based on selected targets—The Driver Options tab lets you select
device-specific restoration options.

5 Click one of the buttons at the bottom of the screen to initiate the next backup action.

Add Schedule opens the scheduling screen to let you automate the restoration you have
configured on a specified date, time, or repetition.

Execute performs the restoration immediately. The Results tab in this screen opens,
displaying the message traffic between Dell OpenManage Network Manager and the
device(s). See Audit Trail Portlet on page 116.

Save preserves this configuration without scheduling or executing it.

Close closes this screen without saving the configured restoration.

Configuration Files

One place backed up configuration files can

o ) | . . (@ Configuration Files &+ X
appear is in this portlet. Right-clicking ,
offers you the following options (all options ©) .~ B ¢ seoren
listed n]ay not be avai]able): Equipment > File Hame Date Saved Version
. . . & Juniperts-1012... E DefautConfiy B8H1 826 AM 1
VICW/ Edit—See or edit the backed up &L Juniper.2300-10 | Defautcontiy B1B/11 B:25 AM 1

configuration file, if it is not a binary
file. See File Management on page 271
and Configuration File Editor on page
279 for a description of these
capabilities.

Compare to Label / Compare Selected—
Compare labeled configuration files to the current selection. See File Management on page
271 for a description of this capability. You can create labels when you back up a config file, or
you can compare to the default labels (Change Determination, Current, Compliant). If you
select two configuration files in t he expanded portlet, you can also Compare Selected.

Promote—Makes the selected config file available for mass deployment. This is a useful way to
make a “pattern” configuration file to deploy to several devices. See the description of the
screen for Configuration on page 285 for additional information about how to do this.

Backup / Restore—Back up the device (again) related to the selected file, or restore the selected

file.
E4 NoTE:

Dell OpenManage Network Manager automatically assigns the most recently restored file the Current
label.
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Archive
Import / Export— Export the selected config file to disk, or import it from disk.

Save the selected file to disk, and optionally delete it from this list.

Delete—Removes the file from the Dell OpenManage Network Manager database without
exporting it.

Aging Policy—Opens the Aging Policy selector. See Redcell > Database Aging Policies (DAP) on
page 60 for more about these.

You can also import and export a selected config file.

© Tp
You cannot select multiple lines with Ctrl+click in most summary portlets. Configuration Files is an
exception.

Configuration Files Expanded

The Expanded portlet lets you filter the list of displayed configuration files, and displays the File
"Type, Description, File Size and whether the configuration file is Labeled in columns.

The Labeled column appears with green or red icons depending on whether the config file has a
label. When a label applies to a configuration, you cannot Delete or Archive it.

(& Configuration Files <42 Return to previous
®| .~ Ba o Fiter: @ [Defaul Configurdtion Files Fiter =] © Advanced T ouick Search led Export
Equipmer | File Type File Date Saved Version | Descri... | File Size Labeled
Hame

[Tt Defaut... 412012 1:59 P 1 ELE) V]

[Tt Defeut.. 4124712 9:56 AM 1 5Ke V]

[Tt Defaut.. 4523712 314 PM 1 ATKE V]

[Tt Defaut.. 4723712314 PM 2 S0KE V]

[Tt Defaut.. 412012 1:45 PM 1 S0KE Q

[Tt Defaut.. 4723712314 PM 1 11 KB V]

6 item(s) returned

© widgets
Reference Tree Labels Using Config File
© =] DetautContiy 11 Labelv Assigned On

o curent A 855 AM
¢ Change Determ 9711 8:55 &M

The Labels Using Config File snap-in displays all labels connected to the selected configuration
file, and the date on which that connection was made. The Reference Tree displays the
configuration file name, and lets you right-click it to access the available operations it supports.

To see the most recent configuration files, see Top Configuration Backups on page 328.
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For advanced search in the expanded Configuration File portlet, enter the file size in bytes to
search using File size function. We suggest searching in range (between) to work around any

rounding error in the KB/MB conversion.

Dell OpenManage Network Manager converts from bytes to KB/MB and presents the file size in
terms of KB/MB after some rounding. For instance, 1484 bytes / 1024 = 1.44921875 KB; Dell

OpenManage Network Manager rounds it to 1.45 KB.

Configuration File Editor

This editor lets you manually edit configuration files, and save them to the Dell OpenManage

Network Manager database.

Find | [T Ala [~ RegEx Replace | [ Al E3

encrypted-password "$1livynJ 70t gkJSULFRUT fFRESDDAZCUL" ;

encrypted-password "§133R1hx04s3 198 fxR8r xDEWi 2T EHaXLO" 7

canzole
- #ElE
1 ## Last changed: 1999-05-05 11:34:07 PDT
Z wersion 10 4Rd4_5;
3 system {
4 host-name JuniperME-101Z831E;
I3 time-zone hmerica/Los_ingeles;
5 authentication-order password;
7 location {
a country-code TS;
9 postal-code 35630;
10 }
11 port,
1z type ansi;
13 auxiliary type ansi;
14
15 root-authentication {
16
17 }
13 login {
13 class ga {
zn idle-timecut 10;
zl permissions [ admin-control all ];
2z }
23 class super-user-local {
24 permissions admin;
z5 3
z6 user admin {
z7 uid z000;
z8 class super-user;
29 anthentication {
30
31 }
3z 3
33 user ga {
24 uid zZ00Z;
35 class ga;
a6 anthentication {
37 encrypted-password "@dorado”;
23 }
33 3
40 3
41 services {
4z fep {
43 connection-limit 10;
44
45 ssh {
48 protocol-wersion [ wl wZ ];
47
438 telnet {
42 rate-limit Z0;
50 }
51 xnm-clear-text;
£z znm-ssl
. £2 Thnal—rarrd finara YNM SSL CRDT -
Ln] Save ® Close

"u

When you select a file in the Configuration Files portlet, and right-click to select Edit, this screen

appears with the following features.

Find / Replace—Click the magnifying glass icon to open a text search feature. Notice that you can
check A/a to make your search case-sensitive, or Reglix to use regular expressions to search.
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Click the Find button to locate text in the config file. Click Replace to replace found text,
once it is located. Check the All checkbox and click Replace to bulk replace all instances of
the Find text.

Click Save to preserve your edits, or Close to abandon them. Notice that the edited configuration
appears listed with the other Configuration Files in the portlet as a different version than the
original (the version increments by one every time you edit and save a configuration).
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Image Repository

The Image repository manages firmware

updates to deploy to devices in your © tmage Reposkory s4x

network, or configurations you want to @ /| : searen
deploy tO Severa] dCVICGS‘ Hame ~ Version Type Device Class
YOU HlUSt Eldd SUCh files to your De]l H PowverConnect_80... 20019 Firmware Dell PowerConnect...
OpenManage NetWOrk Mﬂnager Systeﬂ] H PowerConnect_34... 20031 Firmevare Dell PowerConnect. ..
H PowerConnect_53...  2.01.3 Firtmwware Dell PowwerConnect...

before you can deploy them. The summary o

I L . . PowerConnectsdx...  2.00.41 Firmmneare Dell PowerConnect..
screen listing these images displays their

. . . ’ H PowerConnect3sx 20040 Firmwvare Dell PowerCannect

Name7 Descrlptlon7 Flle Name71mage Type H PCMB024v31.3.12 31342 Firmeare Dell PowerConnect...
and Installed Date. Right-clicking this WG

screen displays the following menu items:

New—Select cither Firmware Image, or
Configuration Image. Firmware Image displays the Firmware Image Editor screen.
Conlfiguration Images originate from Configuration Files that are promoted to mass restore.
See the Configuration Image Editor on page 284 for its functionality.

Edit—Displays the selected Firmware image in the Firmware Image Editor screen, or the
Configuration Image Editor if the selected line is a configuration image.

Deploy—Deploys the selected file to devices, and with the options you select in a subsequent
selection screen. For this to function, you must have enabled a server, as described in File
Management on page 271.

Download Firmware For— Some devices (typically Dell) support downloading firmware from the
internet. These devices appear listed in a sub-menu. Select the type for which you want to
download OS images, and Dell OpenManage Network Manager automatically downloads
them.

Delete—Removes the selected OS image / configuration from the list.
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Expanded Image Repository portlet.

When you click the plus, this portlet expands to display the OS images list, a snap panel Reference
tree of the connections to devices, and another panel listing the files within the selected image.

) Image Repository < Return to previous
®| | Bu| : Fiter: © [Defaut OS Image Fiter =] © adavanced  Quick Search led Export
Hame~ Descri n File Hame(s) Version Installed Date Type Device Class Device Family Status

H powerconnect...  PowerConnect..  powerconnect.. 4010 412512 2233 PM Firmwvare Dell PowverCon...  OSVersion Ready

H poweerconnect...  PowerConnect..  powerconnect.. 20046 412512 233 PM Firtmwware Dell PovverCon...  OSVersion Ready

H poweerconnect... | PowerConnect..  powerconnect..  2.0.0.44 42512 232 PM Firtmovare Dell PowwerCon...  OSVersion Ready

H pcE024v31 416  PowerConnect.. PCB024w31.4.. 31496 4125012 2:35 PM Firmvare Dell PovverCon...  OSVersion Ready

H PoweerConnect PowerCaonnect PowverConnect 20019 412512 2:34 PM Firtmvare Dell PowerCon, OSYersion Ready

H PovverConnect... PowerConnect...  PowerConnect. 2014 412512 2233 PM Firmeevare Dell PovverCon...  ©OSVersion Ready

H PoweerConnect PowverConnect PowverConnect 20034 412612 232 PM Firmwwvare Dell PorvverCon O5Version Ready

H PCMB024w41.... PowerConnect.. PCM3024vd 1. 41086 412512 2237 PM Firmwvare Dell PowverCon...  OSVersion Ready

13 item(s) returned K@z »wm

) widgets

Reference Tree Files
' () powerconnect_SS00-4010 Names size =

powerconnect_SSxx-4010.ros SMB
powerconnect_S5xx_boot-10012.rfb S12KB
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Firmware Image Editor

When you open or create an OS image, its configuration appears in this editor. The General

| General Parameters

l General Parameters. Image Files Readme File }

Name PowerConnect_34xx-v2.0.0.34
Unigue identifier.

Description

Image Files Readme File ]
Version

‘ The following files are associated with this Firmware Image: |
Device Class

: |
PowerConnec

Device Family

S ELng Ware image:

[ General Parameters Image Files Readme File

| Submit a Readme file to this Firmware sel

H Save | ®

‘Current Readme File:

DELL POWERCONNECT 34xX v2.0.0.34 FIRMWARE AND BOOT CODE v1.0.1.01 README

NOTE: This ReadMe provides information for PowerConnect 34xx v2.0.0.34
firmware and v1.0.1.01 boot code.

NOTE: Firmware is not compatible with previous boot code. Please upgrade
both firmware and boot code before resetting switch.

CRITICALITY

Ln]save ‘

Recommended — Dell recommends applying this update during your next
scheduled update cycle. The update contains feature enhancements or
changes that will help keep your system software current and compatible
with other system modules (firmware, BIOS, drivers and software).

DESCRIPTICH

* This is the firmware release v2.0.0.3%4 and boot code v1.0.1.01 for
the Dell PowerConnect 3424/3448/3424P/3448P Ethernet switch.

Parameters tab contains its OS Image Name, Description, Version, and the Device Class and
Device Family. The Image Files tab displays a selector that lets you create new OS Images,
retrieving files from the local file system (Import from Disk) or a URL (Import from URL). Because
such images can consist of multiple files, you can import multiple files here. Finally, you can also
import a Readme File to accompany this image, and view it in that tab.

Click Save to preserve the OS Image you have configured, or Cancel to exit these screens without
saving.
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Configuration Image Editor

This editor appears for new configuration images, or for configurations you Promote in the
Conlfiguration Files portlet for mass restoration. This screen has the following tabs:

¢ General Parameters
*  Configuration

General Parameters

In this screen you can name and describe the configuration file, and configure a filter to screen
restoration targets.

Configuration

General Parameters

Hame TestConfig *

Unique identifier

Description

Tesd description

Version

Descriptive version number

’Target Filter kit | = ool |

e \L_—E? AMD (Match A1 of the followineg)

Model beging with Force10

Ln] Save | ® Close

The Version field automatically tracks changes to the original.

The Target Filter panel lets you configure how this configuration decides which devices to target.
When targets fail, restoration skips them.
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Configuration

This panel lets you configure what is restored, and what is variable in mass deployments.

1 #§ Last changed: 2012-04-1% 01:4E:20 IDT
@ versiom 10.0RZ.10;
3 system {

time-zone Allerica/Los_Angeles;
root-authentication

]

accounting {
events change—log;
destination;

1
login {

user admin {
full-name aduin;
uid 20005
class super-user;
authentication

¥
}

4
E

&

7

&

E

10

11

1z

1z

14

15

1g

17

18

15

20

z1

2z 3

zz services |

24 fop;

25 ssh;

26 telnet;

27 xmm-clear—text;
zg web-management {
EE] huep
20

31

az

33

34

35

26

37

EE]

EE]

40

4l

4z

a3

¥

https {
system-generated-certificate

¥

]

dhep |

pool 1592 168.1.0/24 {

router {
13z.168.1.1;

1]
propagate-settings ge-0/0/0.0;
<

Lnl Save | # Close

!
encrypred-passvord '3 13KqFlE0wes Er 30VECqEEUTz  xer ROSED " ;

encrypted-password "#1#8C208pP0i TnI TspulIdbIDE0 odjy I/ " ;

1
interface [ ge-0/0/1.0 ge-0/0/2.0 ge-0/0/2.0 1;

interface [ ge-0/0/1.0 ge—D/a/Z.D ge-0/0/2.0 1;

address-range low 197 165 1. 7 high 1927 1658 1 Z54;

host-name $_EquipmentManager PedCell Config BquipmentManager Hostnanel;

u

Parameter « ‘

B Asset Tag

B CLIMame

Capabilties

B Contact

Creator

DMNE Hostname

Date created

De=scription

Device Driver CID

Device |dertifier

Discovery Date

Domain Id

Egqquipment lcan

Eqquipment Name

Equipment Type

Firmneare Wersion

Harcharare “ersion

U RERERR

This screen appears without contents when you create a new Configuration Image, but appears
with data from any Promoted configuration file, if it originated as a promoted config file.

Target Param

The panel of parameters that appears to the right of this screen lets you insert a value retrieved
from Dell OpenManage Network Manager’s database into the restored configuration file.

For example, if a Contact appears in the file, delete the specifics retrieved from a particular device’s
config and double-click the Target Param “Contact.” Dell OpenManage Network Manager inserts
$_EquipmentManager_RedCell_Config_EquipmentManager_Contact (a unique
identifier for the database’s Contact field) wherever you put the cursor.
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Now, when you deploy this config file to the devices that pass the filter in the General Parameters
editor screen, Dell OpenManage Network Manager first updates this parameter with discovered
data retrieved from the device before restoring the configuration. This facilitates deploying the
same config to many devices while retaining individual Target Params like contacts, DNS
Hostname, and so on.

E4 NoTE:

Target Params include all available discover-able parameters. Some may not apply to the specific device
or configuration file.

/\  CAUTION:

Firefox requires you click in the editor after double-clicking a variable to include itin a promoted
configuration. Otherwise, the inserted variable does not persist.
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Deploy Firmware

This screen lets you configure a deployment, whether triggered from resource groups, individual
resources, or the Image Repository screen. Deployment validates the selected image is appropriate
for the selected devices, or appropriate devices within a group.

/Selecied Firmware Image

Firmware Image PowerConnect_5324-v2.01 .4
Desecription PowerConnect 5324 Firmware Device Class Dell PowverConnect Device Driver
Version 2014 Device Family OSYersion

; :
Select Targets For Dep|oymenl Add Equipment | | Add Groups | | Remove All
Hame Software Version Firmware Version Status Action
() 6224 _kinnick_73.10.201 73 33140 33110 |

’Device Options

Mo Options Avallable

EI Add Schedule | i3 Execute ® Close

Notice you can Add Schedule to schedule this deployment rather than Execute it immediately.
Click Save if you schedule this deployment, or Close to abandon your edits.

K nNotE:

When you add firmware to the Image Repository for 35xx and 55xx devices, you must add both the boot
image and firmware image together to deploy to these devices.

You may see multiple options for selecting the configuration file to backup for PowerConnect (not
Force10) devices. Layer 2 Powerconnect switches have just running and startup options while the Layer
3 router has running, startup and backup options, so different options appear for the two sets of

switches. When you do file backup for a group of devices, all those options are combined. Select only the
top entry selection for execution.

DeployFirmware| | 287



% How To:

Deploy Firmware

288

To deploy firmware, follow these steps:

1

Make sure you have an FTP / TFTP server correctly configured. See File Management on page
271.

Right click a device in Managed Resources or the groups or Image Repository pages and select
File Management > Deploy.

The Deploy Firmware screen appears.

You can Select OS Image in the top panel, and configure deployment with the following

fields:
OS Image— Select an image. It must already have been uploaded in the Image Repository.
Description—A text description of the image.
Version—The image version.
Device Driver—The device driver associated with this image.
Image Type—A read-only reminder of the type of image.

Select Targets for Deployment— Select targets for deploying the image. This defaults to
the device right-clicked in Managed Resources to initiate this action, or devices that
match the selected file you want to deploy. You can then click the Add Equipment but-
ton (again, restricted to devices that match the deploy file’s type). You can also remove
devices from the target list with the Remove All button. Notice the Status column in
the table of targets shows whether the OS deployment is supported or not.

E4 NoTE:

You can also select devices, then change the 0S selection so a potential mismatch will occur. This will
likely trigger rejection of the deployment by the device, but is not a recommended experiment.

Device Options—The appearance of the Device Options panel, at the bottom of this
screen, depends on the device selected in the Targets panel. These vendor-specific fields
let you fine-tune the deployment.

4 Click one of the buttons at the bottom of the screen to initiate the next backup action.

Add Schedule opens the scheduling screen to let you automate the backup you have
configured on a specified date, time, or repetition. See How to: Schedule Actions on page 118.

Execute performs the backup immediately. The Results tab in this screen opens, displaying
the message traffic between Dell OpenManage Network Manager and the device(s). See
Audit Trail Portlet on page 116.

Save preserves this configuration without scheduling or executing it.

Close closes this screen without saving the configured backup.
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Deploy Configuration

When you deploy a configuration, a screen appears to configure how that occurs.

Selected Firmware Image

By Discover Del

Firmware Image TestConfig

Description

Version 1

Generate and Save Configuration Only r

Label for Configuration TestDeploy
Select Targeis For Dep'oyment Add Equipment | | Add Groups  Remove All
Hame ‘ Software Version Firmware Version Action |
';-:. 6224 _kinnick_7310.201 73 33110 33110

ﬁ Add Schedule i3 Execute ® Close

It has the following fields:

Select Firmware Image
Firmware Image—The identifier for the image
Description—The description for the image

Version—The version for the image

Generate and Save Configuration Only—Check this if you simply want to configure for later

restoration.

Label for Configuration— Enter a label name, if applicable.

Select Targets for Deployment

Use the Add Equipment or Add Groups buttons to select individual devices or groups of devices
(both are possible together). Use Remove All to delete all targets, or use the delete icon in the
Action column to delete individual equipment or groups.

K nNotE:

The listed targets must still pass the filter set in the editor's General Parameters.
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Restore a single configuration to many target devices

290

The following steps describe restoring a single configuration to many discovered devices without
overwriting those devices’ essential information.

1

10
11

Back up a single device’s configuration that is nearest to the kind you would like to sce
generally.

Right-click this backed up file in the File Management portlet, and Promote it so it appears in
the Image Repository portlet.

Right-click > Edit the promoted configuration in the Image Repository.
Name the file, and, if necessary, configure a filter In the General Parameters tab of the editor.

In the Configuration tab, locate the parameters you want to preserve in discovered devices
when you restore this file. This can include items like the device’s DNS Hostname, [P
Address, and so on. Delete the file’s specifics and double-click to insert the Target Params in
place of these variables.

Save the configuration.
Right-click to deploy this configuration.

You can check Generate and save for configuration only if you simply want to configure
deployment for later, and save for now. You can also optionally name a label for the deployed
files.

Select the devices, or groups of devices to which you want to deploy.
Click Save, Execute or Add Schedule depending on your desired outcome.
If you click Execute, you will have to confirm this action.

When Dell OpenManage Network Manager performs the restoration (deploy), it reads the
Target Params from those discovered for each device, inserts those in the config file, then
restores it, device by device, skipping any that do not pass the filter set up in step 4.
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Monitoring

This section describes Resource Monitors as they appears in Dell OpenManage Network Manager’s
web portal. The following describes these monitors:

*  Application Server Statistics
*  Resource Monitors
*  Top N [Assets] (pre-configured monitors that come with your installation by default.

Finally, this chapter contains a reminder about scheduling refreshes of monitor target groups. See
Scheduling Refresh Monitor Targets on page 326.

Monitors and Discovery

Not all monitors are enabled for devices discovered by default. Typically discovery adds devices only
to ICMP (ping) monitoring. If you enable an SNMP monitor during discovery, for example,
performance degrades if discovery finds devices with many interfaces that the monitor attempts to
process.

To improve performance such behavior is disabled by default so processing occurs only for the
ICMP Monitors. To re-enable processing for other monitors during discover (assuming they are
enabled), set/create the following property in owareapps/installprops/lib/
installed.properties:

pm.monitor.process.implicits=true

By default, this is set to false. Monitors automatically refresh all implicit targets when a rule
executes independently of discovery in roughly six hour intervals. Alternatively you can select the
monitor(s), right mouse click and select Refresh Monitor to manually refresh the target.

Monitoring Database Size

Each row in the performance database will take up roughly 150 bytes. Multiply the number of
metrics that the monitor is storing times the number of targets. That is the number of rows stored
per polling interval.

Those raw data rows are rolled up to hourly data—one row per metric per target. Similarly, daily
data rolls up every 24 hours. The retention policy dictates how long we will keep those rows.
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Instructions for Monitoring

292

This chapter contains the following step-by-step instructions for these features:

*  Create a Server Status Monitor Dashboard

*  Create an SNMP Interface Monitor

*  Create an ICMP Monitor

*  Create a Monitor Report

*  Create a Simple Dashboard View

*  Create A Performance Template
You can see Performance Options from a variety of locations by right-clicking in Dell OpenManage
Network Manager. For example:

* Ports in the Ports portlet

* Interfaces

*  Ports/ Interfaces in the Details panels lets you Show Performance

* Right clicking on any of the above within a Reference tree displays Performance Options.

e All Top N [Assets] right click to offer Performance options.

Monitoring Strings

Monitors do not directly monitor string attributes, but you can create an extractive Adaptive CLI
monitor that responds to string values in devices. See Example 5: Monitor Text Values on page 434
for an example.
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Application Server Statistics

This summary screen has no expanded view. It displays the statistics for the OpenManage Network
Manager application server and provides access to set logging levels for a variety of categories on
the application server.

|| Application Server Statistics F X
182.168.53.124 .
r T T T 1
0G 2G 4G &G 86

Total Memory Used Memory Free Memory

| ] Log categories | Thread Count

Partition ... | Server T... | Node Hame |

QAD07Par...  primary ap... 192.188.5...
240

160

&0

0 T T T 1
045 1:19 150 220 250

The bar graph displays Total, Used, and Free memory on the server. One such graph appears per
server monitored. Hover your cursor over a bar to see its reading in a tooltip. Hover your cursor over
the bar graphs related to the server you want to monitor, and its information appears in a tooltip.

The Thread Count graph displays information for as long as this portlet is open, restarting when
you revisit it or refresh the page.
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Logging Categories

The Application Server Statistics portlet also displays a table that catalogs servers’ Partition Name,
Server Type and Node Name. This includes a button the upper right corner where you can access
Log Categories—1og43j .xml items—without having to text edit that file. See Custom Debug on
page 95 for more about log47j . xml.

| Log Categories # Add ||

| ALL TRACE[® DEBUG[F INFO[¥ WARN[Y ERRORJF FATAL[Y OFF |
Search
Category Name « Level | Actiona ‘
com.dorado WARN L&
com.dorado.assure alarm WARN P
com dorado.assure.command VWARN L&
com.dorade.assure.common WARN |&
com.dorado.assure.correlation WARN L&
com.dorado.assure heartbeat WARN |
com.dorado.assure.heartbeat HeartBeatPoling\Worker WARN _2
com.dorado.assure. heartbeat HeartbeatPolingHandler WARN I_‘}
com.dorado.assure. heartbeat HeartbeatPolingMgr WARN _2
com.dorado.assure. heartbeat HeartbeatStatusActionHelper WARN L‘}

M4 2|3 )[s b
" J
® Close

The 1log4j . xml items appear listed with their default log levels. Altering log levels for the listed
items can provide more information for troubleshooting. Log levels determine the detail of server
log output.

Notice that you can sort these by clicking the table headers, and can look for items with the Search
link below the checkboxes. You can check or uncheck categories at the top of this screen to confine
the display to only desired categories.
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These self-monitoring capabilities let you tune Application Server logs to produce meaningful
output. Clicking the Edit icon to the right of an item lets you change its log level.

‘ Log Category Properties

Category Name  com.dorado
Level WARN |
!

N OFF

FATAL
kel save | @l ERROR

VUARN

@ NOTICE

This simplifies setting log levels, and does not require editing the log4j.xml file.

/\  CAUTION:

More, and more detailed logging can require more processing.

Resource Monitors

This summary screen displays

K |ER| Resource Monitors
currently, active performance

monitors in brief. ©| | () i searcn
The que column dlsplays the tame~ || monitormype Monitor Target Availability
identifier for each monitor Force10 SNI... SHIP
instance, Enable displays a green | petforceto .. SN intsrfaces
checkif it is currently enabled, or | peirorceto .. SNIMP Interfaces
a red minus if it is disabled. DelForce0 L. SHIP Interfaces

Dell Force10 .. SNMP Interfaces

Defaut WHIM... €}  Key Metrics

@ Mo Data: 0.00% @ Available: 100.00%
H 4 n 2 r H © Mot Applicable: 0.00% @ Mot Available: 0.0

The Monitor Iype column N
typlcally dlsplays What the mOHltOr covers. HOVGT your Hame: Dell Force10 RMONEtherStatsHCAttributes.
cursor over this column to see a popup with the Enabled: Enabled

selected monitor’s properties. The popup that appears ] Memer™ee

SNMP Interfaces

AMPntertaces’

after this query displays the relevant information for the
monitor, including whether it is Name, Enabled, and Monitor Type.
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The graph that appears to the right of the monitors displays the aggregate availability information
for the enabled monitors. Topics graphed include, Available, Not Available, No Data and Not
Applicable.

Right-click a listed monitor to do the following (not all menu items appear for all types of
monitors):

New Monitor— Lets you either create a new monitor of the type you select in the sub-menu, or
edits the monitor selected in the portlet. See Monitor Editor on page 300 for details.

New (from Template)—Opens the Monitor Editor, where you can configure the equipment
targets for template monitors, selected in the sub-menu. These templates already have
selected attributes and calculations. You can examine exactly what these are in the editor that
appears when you select one.

Edit Monitor—Opens the Monitor Editor, where you can modify the selected monitor.

Details—Opens a Detail panel, with a reference tree, status summary, and general information
about the selected monitor.

¥ Details < Return to previous

# Default ICMP Monitor

Active Monitor Details Monitor Status Summary Reference Tree
Hame: Detault ICMP Montar - Target Last Polled @[5 Defautt ICMP Monitor
: J Envabledt p
Enabled: K Erabe: [ enc1002111924500.. 425121250 PM Wentar To Targets
Description: Default manitor to collect ping . Montor To Trendable Attributes
responss times for all devices [ ciscolsD243540128 250 4125M3 1250 PM
_ Monitared Groups
:IoMP F
Moniter Type: @ Router yourdomsin.com.... 412512 12:50 PM )
Polling Interval: 5 Minutes - Retertion Folicy
4 Router1321681138 4125012 12:50 P
Target Count: £l Membership
Retention Polieys (56 Default @ [ JuniperMS10426315 . 45021250 PM
Overall Availability: © [ DelSRHBSOI0Z01467  45H3 1250 PM
leon: ] [ DelSR220M 1B 1020 4125H3 1250 PM
Overall Severity:  Ni& e

Enable / Disable Monitor— FEnables or disables the monitor. Only one of these options appears.
Only enabled monitors report data (and demand resources), while disabled monitors do not.

Refresh Monitor— Re-query to update any targets for the current monitor. See Scheduling
Refresh Monitor Targets on page 326 for instructions about automating this.

Manage Retention Policies— Select this to manage the data retention policies for the selected
monitor. See Retention Policies on page 298 for details.

Delete—Removes the selected monitor.
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Expanded Resource Monitor

This screen appears when you click the plus in the upper right corner of the summary screen.

|ER Resource Monitors <a Return to previous
@ | Fu| o Fiker: & [Defaut Active Monior Fiter =] © Advanced " ouick Search el Export
Hame~ Enabled Description Monitor Type Polling Interval Target Count Retention Policy
Force10 SHMP Moritor V] This Montor gets SysUgti.. | SHMP 5 Minutss & Default
Detault Vi Moritor Q Defautt key metrics montt...  Key Metrics 5 Minutes & Default
Detault Juriper Moritor Q Defaut key metrics montt... | Key Metrics 5 Minutes & Default
Defaul Itrtace Monitor &) Detautt monitor fo collsct .. SHMP Interfaces 5 Minutss & Defaull
Detault ICMP Moritor (V] Defautt montor ta callect ... ICMP 5 Minutss 3 & Defaull
Detault Cisco Manitor Q Defautt key metrics montt...  Key Metrics 5 Minutes & Default
6 item(s) returned
© widgets
) Reference Tree Details Monitor Status Summary
Name: Default ICMP Maritor . -
. [ Default ICMP Manitor Description: Default manitor to callect ping Target Last Polled
) Monitor To Targets response times for all devices Ed  ensloozini9z.. 4/25/12 12:50 PM
Enabled: & Enabied
' Monitar To Trendable Attributes Polling Interval: 5 Minutes 4 ciscoldD2435.10.1..  4/25/12 12:50PH
) Monitored Groups Retention Policy: 5 Default & routeryourdomain.. 4/25/12 12:50 PM
petention ol Emiit Availabili & not Enit Availability #)  router SEAGEL. . 4ZSILE 12150 PM
eLention Pelicy Retain Availability: &3 ot Retain Availabiiy k4 roeriszacel. e 12
) Membership Retain Polled Data: [ Retain Polled Data E  ownperMs-i0.1z6..  4/z5/12 12i50PM
Retain Calculated Data: € Hot Retain Caloulated Data
&4 Delsrussnt020.1 . 4/25/12 12:50PH
B4 Delsrxzzoh_166.1.. 4/z5/12 12i50PM

- . =

As in most expanded views, this one displays a list ordered by the Name of the monitor. Click
Settings to configure the column display. Available columns include those on the summary screen
(Name, Enabled, Monitor Type) as well as Description, Poling Interval, larget Count and Retention
Policy.

Resource Monitor Snap Panels

When you select a monitor, the Snap Panels at the bottom of the screen display details about it.
The Reference Tree shows the selected monitor’s connection to attributes, groups, retention
policies and its membership (the devices monitored).

The Details Snap Panel displays the attributes the popup shows when you hover the cursor over the
Monitor Iype column in the summary screen, and adds Emit Availability (events), Retain
Availability, Retain Polled Data, and Retain Calculated Data parameters.
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The Monitor Status Summary Snap Panel displays the

status of each individual member (larget) of the ' M6220_Randall_205.10.20.1.205
monitor, showing the Last Polled time and date, and a Managed Equipment: [ M6220_Randsl 20510201 205
title bar and icon indicating Availability (green is | Avaitabits: ]

available, red is not). | prome s

Hover the cursor over the Availability icon, and a popup MinRTT:

appears with details about availability. If the device is ket

available, the RTT (round-trip time) for B |
communication appears in Avg (average), Max [ NetgearG5716Tv2.10.128.4.15
(maximum), and Min (minimum) amounts, along with ] eror message: e cut e kg n N resparse fr
the PacketCount. If it is not, an Error Messdage appears 4 managed Equipment:  elgsaros7isre2.10.125.415

instead of the RTT and PacketCount parameters. 1 Avatiabiliy: ®

To edit more performance settings and targets than are
available here, use the features described in Dashboard Views on page 328. You can create and
display dashboards by right-clicking items in Managed Resources, selecting Show Performance.

Excluding Attributes from Display

The show.perf.exclude property in the portal-ext.properties file contains a comma
delimited list of the attribute display names to exclude from display. Remember, best practice is to
override properties as described in Overriding Properties on page 15.

For example,
show.perf.exclude=CPU Utilization, AvgRTT

If you define this property, the Show Performance command creates charts for the listed attributes.
This has no impact on manually created dashboards.

K nNotE:

You must restart tomcat after changing the properties file for the changes to take effect.

Retention Policies

The basis of all reporting and dashboard presentations is retained data from established monitors.
In other words, each monitor provides a simple schema from which you can produce a chart, graph
or report.
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To reduce resource impacts, the

+ Add

scope of retained data may | Retention Policies

exclude some Of the COHCCtGC] Hame ~ Desecription Detail Data (days) Hourly {days) Daily (days) Action
data. A monitor may have no Test Palcy This s atest paly 1 a0 IR
retained data and only emit b B2 a (203

events based on transient results
in the execution/calculation.

For example, the application

can derive a metric from several
collected values and you may
opt to retain only the derived result.

All monitors rely on a polling engine which provides runtime mediation activities for distributed
device interaction at regular intervals. Monitors may share a retention policy. Data is rolled up
hourly and daily into summary data. The retention policy controls how long data is held per roll-up

period. You must select the correct period see what has been collected.

When you manage these policies, you configure how monitored data is retained. When you select
Manage Retention Policies in the Monitors portlet, first a list of available policies appears.

Clicking the Add button at the top of the screen lets you create a new policy, while clicking the Edit
button to the right of selected, listed policies lets you modify existing policies. The Delete button

to the right of listed policies removes them from the list.

Editor

Monitors may share a retention policy. The retention policy controls how long data is held per roll-
up period. The editor for Retention policies lets you assign characteristics and monitors to them.

General Retention Policy Options

Policy Name Test Palicy

Description

Detail Data (Days)
Hourly Data (Days)

Daily Data (Days)

This iz & test

Active Monitor Members

Available Monitors

Selected Monitors

Default Cizco Monitar ;I D Default ICWP Monitor ;I
Default Intertace Monitar 4
Default Juniper Monitor
Detault Vbl Monitar W
TestiPELA <K

= =
hn] Save @ Cancel

The editor contains the following fields:
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General Retention Policy Options

Policy Name—A text identifier for the policy.

Description—An optional description for the policy.

Detail / Hourly / Daily Data (Days)—How many days to retain the selected data.

The amount retained has both a performance and data storage impact. For example, retaining
day’s information from an active performance SNMP monitor configured with one target’s
worth of data, retrieved on one minute intervals can consume 0.7 G of database, and require
21 inserts per second.

Traffic flow analysis can process and retain even larger amounts of information. Flows that
correlate 50%, polled every minute for a day require roughly 109G of database, and require
4500 inserts per second.

Active Monitor Members

Select from Available Monitors on the left, and click arrows to move the desired monitor(s) to the
Selected Monitors on the right.

Click Save to preserve your edits, and include the monitor as listed among existing Retention
Policies, or click Cancel to abandon any changes.

Monitor Editor

This editor lets you fine-tune the monitor you selected and right-clicked to open the editor. It
includes the following panels and fields:

General

Monitor Options
Calculated Metrics
Thresholds
Inventory Mappings
Conditions
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General

The General panel is common to all different monitor types.

Monitor Options Calculatedd Metrics Thresholds Inventory Mappings Conditions:

.General Monitor Options

Hame

Description

Polling Interval

Defautt Interface Monitor *

Default monitar to collect banchwidth utilization and error courts for interfaces

optional

5 Minutes ;I

time bebween polling cycles

.Retention Options

Retention Policy

Emit Availability Events

Retain Polled Data

Update Network Status

Defautt = | &

r Retain Availability Data v

default false default false

- Retain Calculated Data [

default true default true
r Z of Unreachable Attempts before =
defaultfalse update -

# between 1 and 100

el save | @ cancel

General Monitor Options

Name—The identifier for this monitor.

Description—A text description for this monitor.

Polling Interval—Use these fields to configure how often the monitor polls its target(s).

Retention Options

Retention Policy—This configures how long Dell OpenManage Network Manager retains the
monitor’s data. Manage these by right-clicking in the Resource Monitors portal, and selecting
Retention Policies. You must make retention policies before you can select them here.

Enabled—Check to enable.

Emit Availability Events—Check to activate emitting availability events. The monitor does not
emit an event until the monitored entity’s state has changed. All monitors can generate
events on failure to contact the monitored device, port, and so on. For example, by default
ICMP monitor updates the network status after a selected number of consecutive failures.

You can configure the monitor to generate an event in addition to updating network status,
but Dell OpenManage Network Manager does not like the polling interval to be very small
especially when monitoring many devices.
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Example: poll every 10 secs for 10,000 devices with Packet Size = 64 bytes, Packet Count = 3
Timeout (secs) = 1, and configure Unreachable attempts = 1 with polling interval = 10
seconds. This polls the device every 10 seconds and emits a “down” event on the first failed
attempt.

Retain Availability Data—Check to activate. You must Retain availability data to enable alarms.
If you define thresholds, you should retain availability data. Retain availability data stores the
Boolean values of whether availability data was in the range your defined metrics.

Retain Polled Data—Check to activate. If you uncheck Retain polled data only calculated data
remains, you cannot view data retrieved from monitored entities. Turning off Retain polled
data discards the data as it arrives from the device.

Retain Calculated Data—Check to activate. Retain calculated data complements Retain polled
data. If checked, it stores the calculated results which came from the raw poll data received
from the device.

Update Network Status—Check to activate reporting the network status of the target device(s).
The results of this monitor's activity then appear in the Network Status column of the
Managed Resources portlet. Only one monitor—and no monitors on interfaces or child
components—should ever update networks status. Any monitors on child components or
interfaces are rolled up to the top level device, so status may be erroneously reported. For
example the top level device is not necessarily down if the interlace is down.

If two monitors report the network status of a single device on different intervals, they must
both agree it is down before that state appears in Managed Resources. As long as one monitor
says a device is Responding, then that is the state displayed.

If ping fails (an endpoint is down) and update network status is configured, then Dell
OpenManage Network Manager tries to ping the switch/router in front of the endpoint to
determine if that device is reachable. If that device also failed, then the endpoint’s status
becomes indeterminate.

@ NOoTICE

For clarity’s sake, best practice has only one monitor per device updating network status. By default
ICMP monitoring enables Update Network Status, and monitors all discovered devices.

Migrating from previous Dell OpenManage Network Manager versions automatically replaces
any configured Ieartbeats with ICMP monitors with Update Network Status enabled. If your
previous system had HTTP or SNMP heartbeats, you must manually configure monitors to
provide equivalent monitoring in this version.

# of Unreachable Attempts before update—The number of attempts to reach the device before
Dell OpenManage Network Manager updates the displayed network status of the device. (1-
100)

Click Save to preserve any edits you make, or Cancel to abandon them.
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Monitor Options

Monitor options contains two panels. The entity panel lets you select the monitor targets. The
types of monitor entities allowed varies depending on the type of monitor. The second panel
contains options specific to the monitor type being edited.

Calculatedd Metrics Thresholds Inventory Mappings Conditions: ]
- S
Monitor Entities # Add | Remoue Al
Entity Type | PF ‘ IF | Action ‘
!i All Routers and Switches Group _J’. ; ﬁ

’SNMP Interface Properties

Collect from ifXTable [ Use not reachable as not available [~ Skip Polling Interval (=
. 4
- -
SNMP Attributes Browse | Add | Remove All
Hame Oid Instance Syntax Meta Syntax View Type | Action
ifinErrars 13612122114 INTEGER Counter32 COLURR |43
ifinNUcastPks 13612122112 INTEGER Counter32 COLUMR | & Bl
ifinDigcards 13612122113 INTEGER Courter32 COLUMR | B
ifinoctets 13612122110 INTEGER Courter32 COLUMR | & BR
ifinUcastPits 1361212211M INTEGER Courter32 COLUMR _} i
U -« EENRER ‘

Ln] Save |_0 Cancel

The entity and options panels for the various types of monitors appear below in Monitor Options
Type-Specific Panels on page 315.

Calculated Metrics

The calculated metrics panel lets you create attributes that are calculated from existing monitor
attributes. The metric attribute legend assigns a letter value to each monitor attribute. The

Reassign button reassigns the letters. This is useful if some attributes have been deleted and their
letters are no longer used.
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The Configured Metrics table lists the calculated metrics. An edit and delete action appears to the
right of each row. The Add button creates a new calculated metric and the Remove All button
deletes all the calculated metrics.

Threshalds Inventory Mappings Conditionz }
Metric Attribute Legend Reassign
Assigned Formula Code ~ Attribute Hame |
A iinDizcards
B ifinErrors
< ifinNUcastPkts
[} ifinCctets
E ifinUcastPikis
F itOutDiscards
M4 2k m |
\ J
Configured Metrics # Add || Remove All
Hame Type Units | Max Value Formula | Action |
Packets In Errors Courter pkts 0 B L4 &
Packets In Discards Courter pkts 0 & P 4%
Unicast pkts Count Counter pkts 0 E+d L &
Overall Bandwidth Uze Courter MBytes 0 [ D+1) 51043576 L;I' £
Unicast pkts Gauge pps 1) (E+Jy=1007L J 4
Packets Out Discards Counter pkts o F L;f L[%
Ha@:z 34 »rm
\ J
el Save | @ cancel |

Clicking on the Add button or edit button displays the calculation editor.

L L] | ST

Hame Bt Recw z
Unique D
Type Gauge ;I

Calculation Type

Units kS
Units to be displayed in chars

Max Value =
[Ea]
M2 Valug far chart axis
Formula (D*80000) S (K=L) k4

Formula uzed to calculate attribute value

Il save | @ cancel

This panel contains the following properties:
Name—The attribute name to be displayed for the calculation

Type—Calculation Type - Gauge or Counter
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Units— Units string to appear in graphs

Max Value—Maximum value to be used in graphing (0 = no max)

Formula—The formula for the calculation using the assigned formula codes from the metric

attribute legend.

Thresholds

The thresholds panel allows the user to set threshold intervals on attributes in the monitor. The
table lists the attributes for which attributes have been configured. Each row has an edit action and
delete action. The Add button allows thresholds to be specified for another attribute. If all monitor

attributes have thresholds defined for them the Add button will be disabled.

[ General Monitor Options Calculated Metrics Inventory Mappings Condtions ]
e S
Configured Attributes + Add |
Attribute Range Check Publish Events Apply To Series Action ‘

Discard Count pert interval true falze _2 i
Errars and Discards Count per interval false false |_;1' é
B Lkl per interval true false _2 i
Percent Packet Loss per interval true falze |4 8
Bty Xmit per interval true falze |14 &
Error Count per interval true false |4
B Recy per interval true falze L4 &
|

Lﬂl Save | 0 Cancel
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The Add or Edit buttons open a threshold editor (blank or with existing, configured thresholds,

respectively).
Calculation Type Average ;I Emit Hotification [
Consecutive Value Count = Apply To Series ]
-

Configured Threshold Intervals Add
Hame Lower Upper | Color | Severity Matching String Action

Hish 2500 [ | A Criticsl L+ &

Warn 1000 2500 ] & Warning [ ®

Apply = Cancel

Conlfigure threshold intervals you Add at in the editor screen according to the following
parameters.

Attribute Name—Appears when you click Add rather than Editing a selected threshold. Use the
pick list that appears in this screen to select the attribute for which you are specifying
threshold information. When you Edit, the name of the attribute appears as a title within the
editor screen.

Calculation Type—Select from the pick list. Specifies whether the range calculation is to be done
based on Average or Consecutive values.

Consecutive Value Count—Select how many consecutive values to consider at once for a range
calculation. Typically the larger the number here, the less “flutter” in reporting threshold
crossings.

Emit Notification—Check to emit an event if the device crosses the configured threshold(s). The
notification event contains the threshold-crossing value, as well as which threshold was
crossed, and is an alarm at the severity selected when you configure the threshold.

You can make a set of thresholds for each monitored attribute, so a single monitor can throw
different alarms for different attributes. To see available events and their descriptions, view
the contents of the RedcellMonitor-MIB in \owareapps\performance\mibs.

Apply to Series —Check to enable on composite attributes only. Checking this applies the
threshold to individual elements within the series. When it is unchecked, the threshold
applies only to aggregate measurements (the overall value of the series), not individual
elements within the series.

306 | Resource Monitors | Monitoring



For example; a Key Metric monitor for CPU utilization on a device with two CPUs actually
monitors both CPUs.  When unchecked, the threshold applies to the average of both CPUs,
when checked, the threshold applies to each individual CPU.

You can also apply thresholds to regular expressions. This is useful to monitor components
within components, for example cores within a CPU.

Click Apply to preserve your edits, or Cancel to abandon them.

The threshold interval editor pops up when you select the Add button or the Edit icon to the right
of a threshold’s row in the threshold attribute editor.

Hame High * Lower Boundary 2500 ?
Severity [t =] Upper Boundary

Color - Matching String

Apply  Cancel

This screen contains the following fields:
Name—The identifier for the threshold interval.

Severity—The event severity for crossing this threshold interval (informational/indeterminate/
warning/minor/major/critical)

Color—The color to display threshold interval on graphs.

Lower Boundary—The interval’s lower boundary.

Upper Boundary—The interval’s upper boundary. May be blank.
Matching String—A Regex matching string.
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Threshold Graph Background

If you configure a set of thresholds, the dashboard graph
displaying the data monitored displays the threshold
colors in the background. When an upper or lower
threshold has no upper or lower bound, then those
background colors may appear as white.

Percent Packet Loss (%)

. Wan,
Inventory Mappings : :
Th . . 1 ] . 43:06 49:49 55:43 03:33
e myentgry mappings p.ane .ets you a.ssocmte . N -
predefined inventory metrics with a monitored attribute cetttbemttzy W] Fatitemetts
to normalize the attribute if a device does not report I

metrics in a way that matches the monitored attribute’s
name or format. Available metrics include CPU
Utilization %, Memory Utilization %, ICMP Round
Trip Time, ICMP packet errors, and Bandwidth utilization %.

Conditions ]

- X
Inventory Mappings Raecc | Aemere it
Metric Hame Attribute ID Action
B Recy % B Recy | B
Pkt In Errors Packets In Errors | o+ BR
Pht Errors Errors and Discards Court Py |
= B Kmit | &
Pht Ot Errors Packets Out Errors Py |
Pht In Discards Packets In Discards | o+ Bl
H«@: rn
/

[ﬂ] Save | 0 Cancel

Common attributes include those for Top N. For example, service A may call it “Disk % Utility”
and Service B may call it “% Disk Utility”. We can map them to a common name and can display
them as Top N.
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You can Add a new mapping with that button, or Remove All listed mappings with that button. You
can also edit or delete listed mappings with the Action icons to the right of each row. Adding or
editing opens the Inventory Mapping Editor.

Metric ID CRL Uil % |

Attribute ID Packets Cut Errors ;I

Eﬂ] Save | o Cancel |

This lets you configure the following:
Metric ID—Inventory metric name

Attribute ID— Attribute to associate with the inventory metric

Conditions

This panel lets you add multiple conditions to the monitor you are editing.

J

- =
Monitor Conditions # Add || Remove Al
Hame #of Occurrences Trendable ‘ Alert | Severity Description | Action |
TestCondition 1 falze falze ﬂ Informationsl _;o _; k:

[l Save || @ cancel

Click the Add button to enter a new set of conditions, or click the Edit this entry button to the
right of a listed Monitor Condition to open the editor. Click the Delete button to remove a listed
set of conditions. Click the Copy icon to duplicate the listed condition.
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The editor has the following fields and settings to configure:

Condition Properties
Hame PacketOutBig ¥ Alert r
Trendable r Severity Wﬂ
#of Dccurrences 1 : Description Packets Out Exceed 200
Condition Filter
( Filter Criteria Add Group || Defete Group. |

\Lza AND (Match All of the following)

r ~
Criteria GI'OUP {* Match All (" Match Any Clear Conditions
0 |Packe¢s Out Errors ;I ‘greater than LI 200 o Apply |
@ [itspeed x| [orester than =] 10000
[+]

el Save | @ cancel

Condition Properties
Name— Enter a text identifier for the conditions.

Alert— Check this if you want Dell OpenManage Network Manager to emit an alert when the
monitor satisfies the conditions.

Trendable— Check if the conditions specified are trendable. If this is true, the database retains
qualifying conditions (or thresholds) for later reporting / dashboards.

Severity— Specify the severity of the emitted alert, if any.

# of Occurrences— Enter the number of occurrences of what is specified in the Condition Filter
to satisfy the Conditions.

Description— A text description for the conditions.

Condition Filter

Minimally, use this panel to select a condition, an operator and a value. If you want to use the
logical AND or OR operators with a second condition, click the green plus (+), and select a second
condition, operator and value. For example, Packet Out Errors greater than 200 AND ifSpeed
greater than 10000 can be a set of conditions that only has to occur once to satisfy this monitor’s
condition.

Click Save to accept your edits, or Cancel to abandon them.
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Self Management / Self Monitoring: Default Server Status
Monitor

Dell OpenManage Network Manager also includes a Default Server Status Monitor that monitors
its own serverYou can edit this monitor to alter polling intervals, and make different calculations for
the monitored attributes. Those attributes include TotalMemory, FreeMemory, MemoryInUse,
ThreadCount and TrapCount for Application Server and Mediation Server processes. You cannot
modify the targets for this monitor.

5 Resource Monitors

@ A B i Fitter: ®
[llme'
Force10 SNMP Monitor

Default VWl Monitor

Default Server Status Monftor
Default Juniper Monitor
Detault interface Monitor
Detaust ICMP Monitor

Default Cisco Monitor

T item(s) returned
) widgets

() Reference Tree

Default Active Monitor Fiter v

Enabled

Uil << <<

+2 Default Server Status Monitor

Description

This Monitor gets SysUptime ...
Detault key metrics monttor 1o...
Default monitor to collect serv...
Default key metrics monitor fo...
Detault monor io collect ban...
Detfault monitor to collect ping...

Default key metrics monior fo..

O advanced O auick Search

Monitor Type
SNWP

Key Metrics

Server Status Monitor
ey Metrics

SNMFP Interfaces
P

Key Metrics

Details

Name:

Description:
Enabled:

Palling Interval:
Retention Policy:
Emit Availability:
Retain Availability:
Retain Polled Data:

S Mirutes

(5% Default

Polling Interval

2 Minutes
§ Minutes
5 Minutes
5 Minutes
§ Minutes
1 Minutes

5§ Minutes:

er Status Monitor
tor to collect server status

€ ract Errit Availabiilty
0 Mot Retain Availabiity
|Cd Retain Polled Data

Retain Calculated Data: (G Retain Caloulsted Data
Update Network Status: |G Update Network Status
Unreachable Attempts: |

4 Return to previous

You must create your own Dashboard to view the data in this monitor. create a custom dashboard

x How To:

Create a Server Status Monitor Dashboard

1
2

Create a custom dashboard.

Click the edit icon on one of the dashboard components and set the data source as the
Default Server Status Monitor, and the target as the server monitored.

Save the monitor

ledl Export
Target Count | Retention Policy
& Default
& Defautt
2 "% Defaut
“& Defaut
& Default
1 & Defaut
4 & Default
Monitor Status Summary
-~
Target Last Polled
B 1921885308 9/13{12 4:31 PM
kd 1921885315 9/13{12 4:31 PM
v
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See Dashboard Views on page 328 and How to: Create a Simple Dashboard View on page 330 for
more about configuring dashboards.

% How To:

Create an SNMP Interface Monitor

To set up a typical performance monitor, follow these steps:

1

In the Resource Monitors portlet, and create a new monitor by right-clicking and selecting
New.

Select the type of monitor from the submenu—for this example, an SNMP Interfaces
monitor.

E4 NoTE:

Some devices have ports rather than interfaces. This monitor works for them too, even though it is an
“interface” monitor.

In the General screen, enter a polling interval (5 minutes is the default). For this example,
check Retain polled data and accept the remaining defaults for checkboxes and the retention
policy.

Select an entity to monitor by clicking the Add button in the top portion of the Monitor
Options screen. For an interface monitor, select Interface as the Type at the top of the screen.
You can also filter the list of interfaces that appear further by selecting Interface Type as ge
(gigabit ethernet), for example.

@ NOTICE

Notice that you can add refinements like filtering on Administrative State and IP Address to the filter.

Select interfaces (Ctrl+click to add more than one), then click Add Selection then Done to
confirm your entity. [lover your cursor over a line describing an interface to have a more
complete description appear as a popup.

Click Browse to display the MIB Browser. For the sake of this example, we elect to monitor
ifInErrors (in RFC Standard MIBs, REC1213-MIB > Nodes > mib-2 > interfaces > ifTable
> ifEntry > ifInErrors).

In the Thresholds screen, configure thresholds by first clicking Add.
Click Add above the threshold levels list for each threshold you want to add.

In the threshold editor, enter a name (Examples: Low, Medium, Overload), an upper and
lower boundary, (0 - 10, 10 - 100, 100+), a severity (Informational, Warning, Critical) and
color (BLUE, YELLOW, RED). In this case, no string matching is necessary. When the data
crosses thresholds, the monitor reacts.

Attributes available depend on the type of monitor you are creating. Notice that you can also
check to make crossing this threshold emit a notification (an alarm that would appear on the
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Alarm panel). You can also configure the type of calculation, and so on. You can even alter
existing thresholds by selecting one then clicking Edit to the right of the selected threshold.

Click Apply for each threshold interval you configure, then Apply for the entire threshold
configuration.

If a threshold’s counter is an SNMP Counter32 (a 32-bit counter) monitoring can exceed its
capacity with a fully utilized gigabit interface in a relatively short period of time. The defaults
configured in this monitor account for this, but if you know that this is an issue, you can
probably configure the monitor to account for it too.

After taking a look at Thresholds no more configuration is required. Notice, however, that you
can also configure Calculated Metrics, Inventory Mappings and Conditions on other screens
in this editor to calculate additional values based on the monitored attributes, to map them,
and to make conditional properties based on monitored behavior.

@ NOTICE

Calculated Metrics is particularly valuable if you want to monitor a composite like ifInErrors + ifOutErrors
or want to calculate a parameter like errors per minute when the monitor’s interval is 5 minutes.

Click Save and the monitor is now active.

Notice that the Availability icon appears at the top of a Monitor Status Summary snap panel
in the Expanded Resource Monitor next to a time/date stamp of its last polling. Right-click
the monitor and select Refresh Monitor to manually initiate polling.

Values displayed in the Overall Availability column of the Monitor Manager do not
automatically refresh and may be out of date. The Reference Tree snap panel maps the
monitor’s relationship to its target(s) attribute(s) and other elements. The Details snap panel
summarizes the monitor’s configuration.

For information about having the monitor’s results appear in the a Dashboard portlet, sce
Dashboard Views on page 328.

2
X How To:
Create an ICMP Monitor

The following steps create an ICMP (ping) monitor.

1

In the Resource Monitors portlet, and create a new monitor by right-clicking and selecting
New.

Select the type of monitor from the submenu—for this example, an ICMP monitor.

In the General screen, enter a name (Test ICMP Monitor), and a polling interval (5 minutes
is the default). For this example, check Retain polled data and accept the remaining defaults
for checkboxes and the retention policy.
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Select an entity to monitor by clicking the Add button in the top portion of the Monitor
Options screen.

Select devices you want to ping, (Ctrl+click to add more than one), then click Add Selection
then Done to confirm your entity.

Define packets in the ICMP Monitor Options panel, including Packet Size, Packet Count and
timeout. You can accept the defaults here, too.

In the Thresholds tab, select an attribute (MaxRT'T, or maximum round trip time) and add
the following thresholds by clicking Add:

Name High color red, Lower Boundary 15 and Upper Boundary [blank] Severity Critical
Name Fine color green, Lower Boundary 0 and Upper Boundary 15 Severity Cleared.

Notice that this example does not emit a notification. If you checked that checkbox, an alarm
of the configured severity would accompany crossing the threshold.

Accept the other defaults and click Apply
Click Save.
Test ICMP Monitor now appears in the portlet.

% How To:

Create a Monitor Report

314

You can create reports based on your monitors. The following example creates a report based on
IHow to: Create an SNMP Interface Monitor above.

1

o 0 9 N

Create a new Report Template by right-clicking the Report Templates portlet, selecting New
> Table Template.

Name the report (here: Test SNMP Interface Report).
Select a source in the Source tab. Here: Active Monitoring > SNMP Interfaces.

Notice that the Select your inventory columns panel displays the attributes available based on
your monitor selection.

Select Available columns and click the right arrow to move them to Selected. In this case we
select SNMP Interfaces: Monitor Target, Polled Date / Time, ifInErrors.

Arrange the columns and fonts as you like in the Layout tab.
Save the template.
Right-click, and select New in the Reports portlet.

Enter a Name and Title for the report.
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Notice that since this is the first report created since you made the Test SNMP Interface
Report template, that it is the Report Template already selected.

Since the monitor already filters devices, we add no filter in the Report, although you could
add one to further filter the monitored devices.

Test SNMP Interface Report should appear in the Reports portlet.

Right-click and select Execute (noticing that you can also schedule such reports, even
repeatedly).

Click the magnifying glass to the right of the Report Completed message in My Alerts to sce
the report.

-
doradg SNMP Interface Report

Created By: admin Run At Wed Sep 28 13:10:37 PDT 2011 Data Collected: Wed Sep 28 13:19:37 POT 2011

Fllter Summary: Mo Fiter Specified

Wed, 26 Sep 2011 13:19:37 Page:  1of 3
Polied Date/Time Meonitor Target IifinErrors
Q/28/11 0:07 AM fxp0.0 (JuniperiS-10.128.3.15.10.128.3.18 : fxp0) o o
2811 8:12 AM fxp0.0 (JuniperMs-10.128.3.15.10.126.3.15 : fxp0) 0
12811 8:17 AM fxp0.0 {JuniperiS-10.1283 15,10 128 3 18 : fxp0) o
Qr28/11 B:22 AM fxp0.0 {JuniperMS-10.128.3.15.10.128.3.15 : fxp0) 0
2811 9:27 AM fxp0.0 {Juniperh5-10 1283 15,10 128 3 15 : fxp0) o
Qi28/11 9:32 AM fxp0.0 (JuniperiS-10.128.3.15.10.128.3.15 : fxp0) 1]
Br28/11 8:37 AM fxp0.0 (JuniperMs-10.128.3.15.10.126.3.15 : fxp0) 1]
Q28/11 0:42 AM f2p0.0 (JuniperhS-10.128.3.15.10.128.3.15 : fxp0) o
Qi28/11 B:47 AM fxp0.0 (JuniperMS-10.128.3.15.10.128.3.15 : fxp0) 1]
/2811 9:52 AM fxp0.0 {Juniperh5-10 1283 15,10 128 3 15 : fxp0) o
Q/28/11 0:57 AM fxp0.0 (JuniperiS-10.128.3.15.10.128.3.15 : fxp0) o
B28/11 10:02 AM fxp0.0 (JuniperMs-10.128.3.15.10.126.3.15 : fxp0) 1]
228/11 10:07 AM fxp0.0 (JuniperhS-10.128.3.15.10.128.3.15 : fxp0) o
B28/11 10:12 AM fxp0.0 (JuniperMs-10.128.3.15.10.126.3.15 : fxp0) 1]
28/11 10:1T AM f2p0.0 (JuniperhS-10.128.3.15.10.128.3.15 : fxp0) o
28/11 10:22 AM fxp0.0 {JuniperMS-10.128.3.15.10.128.3.15 : fxp0) 1]
228/11 10:2T AM fxp0.0 (JuniperiS-10.128.3.15.10.128.3.18 : fxp0) o
228/11 10:32 AM fxp0.0 (JuniperiS-10.128.3.15.10.128.3.15 : fxp0) 1]
Q28/11 10:37 AM fxp0.0 {JuniperS-10.1283 15,10 128 3 18 : fxp0) o
228/11 10:42 AM f2p0.0 (JuniperhiS-10.128.3.15.10.128.3.15 : fxp0) o

Wed, 26 Sep 2011 13:19:37 Page: 1of 3

-]

Hover your cursor over the lower right corner of the report to
see a set of icons that let you expand, zoom out and in, save,
or print the report.

Monitor Options Type-Specific Panels

The following describes the panels associated with the following Monitor Options types.

ICMP
Proscan

SNMP
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e SNMP Interfaces
e SNMP Table Monitor

IPSLA 0IDS

The following are the object IDs for IPSLA, all found in CISCO-RTTMON-MIB

Monitor Attribute Name
NumOfPositvesDS

NumOfRTT
RTTSum
RTTSum?2
MinRTT

MaxRTT
MinOfPositivesSD

MaxOfPositvesSD
NumOfPositivesSD
NumOfPositivesDS
Sum?2PositivesSD
MinOfNegativesSD
MaxOfNegativesSD
NumOfNegativesSD
SumOfNegativesSD
Sum2NegativesSD
MinOfPositivesDS
MaxOfPositivesDS

NumOfPositivesDS
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Mib Attribute name
rttMonEchoAdminNumPackets

rttMonLatest]itterOperNumOfRTT
rttMonLatest]itterOperRTTSum
rttMonLatest]itterOperRTTSum2
rttMonLatest]itterOperRTTMin
rttMonLatest]itterOperRTTMax

rttMonLatest]itterOperMinOfPositivesS
D

rttMonLatest]itterOperMaxOfPositives
SD

rttMonLatest]itterOperNumOfPositives
SD

rttMonLatest]itterOperSumOfPositives
SD

rttMonLatest]itterOperSum2PositivesS
D

rttMonLatest]itterOperMinOfNegatives
SD
rttMonLatest]itterOperMaxOfNegatives
SD

rttMonLatest]itterOperNumOfNegative
sSD

rttMonLatest]itterOperSumOfNegative
sSD

rttMonLatest]itterOperSum2NegativesS
D

rttMonLatest]itterOperMinOfPositives
DS

rttMonLatest]itterOperMaxOfPositives
DS

rttMonLatest]itterOperNumOfPositives
DS

oD

13.6.14199421.22.1.1
8

1.3.6.1.4.1.9.9.42.1.5.2.1.1
1.3.6.14.1.9.942.1.52.1.2
13.6.14.1.9942.152.13
13.6.1.4.1.99.42.1.52.14
1.3.6.14.1.9.9.42.1.52.1.5
1.3.6.1.419.942.1.52.1.6

1.3.6.1.419.942.1.52.1.7

1.3.6.1.4.1.9.942.1.5.2.1.8

1.3.6.1.4.1.9.942.1.52.19

1.3.6.1.419942.1.52.1.1
0

1.3.6.1.419942.1.52.1.1
1

13.6.1.419942.1.52.1.1
2

1.3.6.1.4.1.9.942.1.5.2.1.1
3

1.3.6.1.4.1.9.942.1.5.2.1.1
4

1.3.6.1.4.1.9.942.1.5.2.1.1
5

1.3.6.1.419942.1.52.1.1
6

1.3.6.1.419942.1.52.1.1
7

13.6.1.419942.1.52.1.1
8



Monitor Attribute Name
SumOfPositivesDS

Sum?2PositivesDS
MinOfNegativesDS
MaxOfNegativesDS
NumOfNegativesDS
SumOfNegativesDS
Sum2NegativesDS
PacketLossSD
PacketLossDS
PacketOutOfSequence
PacketMIA
PacketLateArrival
OWSumSD
OWSum2SD
OWMinSD
OWMaxSD
OWSumDS
OWSum2DS
OWMinDS

OWMaxDS

Mib Attribute name

rttMonLatest]itterOperSumOfPositives
DS

oD

13.6.1.419942.1.52.1.1
9

rttMonLatest]itterOperSum2PositivesD | 1.3.6.1.4.1.9.9.42.1.52.1.2

S

0

rttMonLatest]itterOperMinOfNegatives 1 1.3.6.1.4.1.9.9.42.1.5.2.1.2

DS

rttMonLatest]itterOperMaxOfNegative
DS

1

s/ 1.3.6.1.4.1.9942.1.52.1.2
2

rttMonLatest]itterOperNumOfNegative 1 1.3.6.1.4.1.9.9.42.1.5.2.1.2

sDS

3

rttMonLatest]itterOperSumOfNegative 11.3.6.1.4.1.9.9.42.1.5.2.1.2

sDS

rttMonLatest]itterOperSum2Negatives
DS

rttMonLatest]itterOperPacketLossSD

rttMonLatest]itterOperPacketLossDS

4

13.6.1.419.942.1.52.1.2
5

13.6.1.419942.152.1.2
6

1.3.6.1419942.152.12
7

rttMonLatest]itterOperPacketOutOfSeq 1.3.6.1.4.1.9.9.42.1.5.2.1.2

uence
rttMonLatest]itterOperPacketMIA

rttMonLatest]itterOperPacketLateArriv
al

rttMonLatest]itterOperOWSumSD
rttMonLatest]itterOperOWSum2SD
rttMonLatest]itterOperOWMinSD
rttMonLatest]itterOperOWMaxSD
rttMonLatest]itterOperOWSumDS
rttMonLatest]itterOperOWSum2DS

rttMonLatest]itterOperOWMinDS

rttMonLatest]itterOperOWMaxDS

8

1.3.6.1.41.9.942.1.52.1.2
9

1.3.6.1.4.1.9.942.1.5.2.13
0

3

13.6.1419942.152.13
4

13.6.1419942.1.52.13
5

1.3.6.1.4.1.9.942.1.52.13
6

1.3.6.1.4.1.9.9.42.1.5.2.13
7

1.3.6.14.1.9942.152.1.3
8

13.6.14.19942.152.13
9

13.6.14.1.9942.152.14
0
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Monitor Attribute Name
NumOfOW

MOS

ICPIF
InterArrivalJitterOut
InterArrivalJitterIn
AvgJitter
AvgJitterSD
AvgJitterDS
OWAvgSD
OWAvgDS

LatestHTTPOperRT
LatestHTTPOperDNSRTT

LatestHTTPOperTCPConnectR

T

LatestHTTPOperTransactionRT

T

LatestHTTPOperMessageBodyO

ctets
LatestHTTPOperSense

LatestHTTPErrorSenseDescripti

on

LatestRttOperCompletionTime

Resource Monitors | Monitoring

Mib Attribute name
rttMonLatest]itterOperNumOfOW

rttMonLatest]itterOperMOS
rttMonLatest]itterOperl CPIF
rttMonLatest]itterOperIAJOut
rttMonLatest]itterOperlAJIn
rttMonLatest]itterOperAvg]itter
rttMonLatest]itterOperAvgSD]
rttMonLatest]itterOperAvgDS]
rttMonLatest]itterOperOWAvgSD
rttMonLatest]itterOperOWAvgDS

rttMonLatest HTTPOperRTT
rttMonLatestHTTPOperDNSRTT

rttMonLatestHTTPOperTCPConnectR

T

rttMonLatestHITTPOperTransactionRT

T

rttMonLatestHTTPOperMessageBodyO

ctets
rttMonLatestHITTPOperSense

rttMonLatestHTTPErrorSenseDescripti

on

rttMonLatestRttOperCompletionTime

oD

13.6.14.1.9942.152.14
1

13.6.14.1.9942.152.14
2

13.6.14.1.9942.152.14
3

1.3.6.1.4.19942.1.52.1.4
4

1.3.6.14.1.9942.152.1.4
5

1.3.6.1.41.9.942.1.5.2.1.4
6

13.6.1419942.152.1.4
7

13.6.14.19942.152.1.4
8

13.6.14.1.9942.152.14
9

1.3.6.1.4.1.9.942.1.5.2.1.5
0

1.3.6.1.41.9.942.15.1.1.1
13.6.1419942.151.1.2
13.6.1419942.151.13

1.3.6.1.41.9.942.1.5.1.1.4

1.3.6.1.4.1.9.942.1.5.1.1.5

1.3.6.14.1.9942.15.1.1.6
13.6.1.419942.1.5.1.1.7

1.3.6.1.4.1.9.9.42.1.2.10.1.
1



ICMP
The ICMP Monitor Options panel contains the following properties:

N Lar
m Calculated Metrics Thresholds Invertory Mappings Conclitions ]

i N
Monitor Entities & Add | Remove All
Entity Type | Action ‘
(=) 6224 _Kinnick_7310.201 73 Maraged Equipmert [

[ICMP Monitor Options

Packet Size (Bytes) B4 z
Packet Count g ?

Timeout {(secs) 1 ?

el Save | @ cancel

Packet Size—Size of packet for ICMP transmission
Packet Count—Number of packets to send.
Timeout—Number of seconds without a response before a timeout is issued

The ICMP Entity Panel lets you select resource groups and Resource manager objects. Clicking
Add button displays a selector panel for these.

Select the type of entity you want to add, then select any desired filter attributes, then click Apply
Filter. Select from the entities that appear and add them to the monitor.

K4 NotE:

Migrating from previous versions updates the Network Status check box to true and redeploys the
monitor.
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Proscan

In this screen, you simply select the Proscan policy to monitor. In the Thresholds tab, you can set
thresholds for both in and out of compliance numbers.

B .realng T T [ %]

General Monitor Options: Calculated Metrics Thresholds Inventary Mappings Conditions J

'Monitor Entities

Proscan Policy contains the list of entities to be monitored.

s J

Proscan Properties

Proscan Policy: | Juniper Recommended Logging LI ﬂﬂ

s J

H Save | 0 Cancel

The Proscan policy contains the target network assets.

Execute the Proscan only after creating the monitor. The Proscan monitor displays data when you
create it and its supporting Proscan policy in the following order:

1 Create Proscan policy X that has explicit targets.

2 Create a Proscan monitor referring to Proscan policy X, and modify polling to the desired
interval.

3 Execute Proscan X.
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SNMP

The SNMP attributes panel lets you specify which SNMP attributes are to be monitored.

Calculated Metrics Thresholds Invertary Mappings

Congitions

J

Monitor Entities

X
# Add | Remove All

Entity Type | Action ‘
rfn/. 6224 _kinnick_73.10.201.73 Managed Equipment Ld

- S
SNMP Attributes Browse | Add | Remove All
Hame | Oid Instance Syntax Meta Syntax View Type | Action
ifindex 1361212244 il IMTEGER: IMDEX L+ B

En]Save ‘ OCancel ‘

You can specify the SNMP attributes the following ways:

¢ With the SNMP browser, or
* Entering the SNMP attribute properties explicitly.

The Browse button launches the SNMP MIB browser. (See
MIB Browser on page 214) You can also click the Device
Results tab to open an SNMP authentication screen and
log into any device you specity, even undiscovered devices.
Specify the IP address, SNMP Read Community, port,
SNMP version, timeout and retries.

Click on the desired SNMP nodes and then click on the
Add Selection button to add an SNMP attribute. When
done selecting, click the Done button to add selected
attributes to the monitor or Cancel to abandon the
operation and close the browser.

M

SNIMP Authentication
IP Address Port
161

Iéa(l Community \zarsion

public z kil LI

Timeout {secs) Retries

20 z 2
. rd J
H Save | 0 Cancel

Resource Monitors | Monitoring

E7A |



The Add and Edit buttons in the SNMP attribute panel launch the SNMP Attribute editor.

Oid 1361212211 Ju View Type SEALA =
Hame iflnces Syntax INTEGER =]
Instance 1] Meta Syntax Courter ;I

Lﬂ] Save | 0 Cancel

This panel contains the following properties:

Oid—The object identifier for this attribute

Name—This attribute’s name

Instance—SNMP instance. 0 for scalar or the ifIndex value for an SNMP column.
View Type—Scalar or Column.

Syntax— Integer, Boolean, DisplayString, and so on.

Meta Syntax— Counter, Gauge, and so on.

If you type in an OID and click the search button next to the OID field, the browser searches the
MIB for the OID and fills in the other values if it finds the OID.
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SNMP Interfaces

The SNMP Interface Monitor Entity editor supports the following entity types: group, equipment

manager, port and interface. It also supports port and interface filters on groups and equipment
manager objects.

m Calculated Metrics Thresholds Inventory Mappings Condtions ]

Monitor Entities & Add | Remove All
Entity Type | PF | IF | Action ‘
(=) B224 _Kinnick_73.10.201 73 Managed Equipmert e 6 (1=

’SNMP Interface Properties

Collect from ifXTable [~ Use not reachable as not available [ Skip Polling Interval ] :
- X
SNMP Attributes Browse | Add | Remove All
Hame Oid Instance Syntax Meta Syntax View Type Action
ifindex 1361212211 o INTEGER INDEX.

L+

1 Lﬂ] Save |_ 0 Cancel

If you check the Collect from ifXTable checkbox, then OpenManage Network Manager attempts to
fetch attributes from the ifXTable. These attributes are ifHighSpeed, ifHCInOctets,
ifHCInUcastPkts, ifHCOutOctets and ifHCOutUcastPkts. If any of these attributes are not
available, then it fetches from ifTable.

If an interface does not support ifxTable, SNMP get typically retrieves an error and Dell
OpenManage Network Manager uses the if Table instead. Some ATM ports do not send errors from
the ifxTable oids, so Dell OpenManage Network Manager also uses the ifTable values if
ifHlighSpeed is 0.

K4 NotE:

The SNMP V1 protocol does not support 64bit counters located in ifXtable. This means Dell OpenManage
Network Manager monitors only collect performance data from ifTable when a device is discovered
using the SNMP V1 protocol. Best practice: Discover devices using snmpV2c or snmpV3 protocols to
collect performance data located in ifXtable.
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Even with this checked, Dell OpenManage Network Manager defaulting to 32-bit counters if 64-bit
is not available.

Dell OpenManage Network Manager now supports multiple indexes in the SNMP Interface
monitor. Specify them in the instance field, separated by dots. For sEpTxPowervalue
1.3.6.1.4.1.28458.7.2.4.6.7.1.22.Y.%, where Y is the slot and Z is the @ifindex,
specify @slotNumber . @1 £Index as the instance. You can also specify a constant string. For
sonetLineIntervalUASs 1.3.6.1.2.1.10.39.1.3.2.1.5. X.16 Where X is the
@ifindex and 16 is the last record, specify @i fIndex. 16.

The variable name following the “@” must correspond to an attribute in the port or interface bean.

When determining the “not available” status of a device, SNMP AdminStatus and
OperationalStatus messages both have to indicate a device is Available before a monitor
determines it is available.

Certain devices that do not support ifTable availability indicators. For the sake of these devices, a
Skip availability check checkbox appears.

The Skip Polling Interval configures skipped availability checks when polling, so you can check
availability, for example, every fourth polling interval (skipping three). This helps the monitor avoid
flutter artifacts

The PF and IF table columns indicate if a port filter or interface filter is configured for the entity.
Click the icons on the right side of the list of Monitor Entities to configure filters. Clicking these
buttons displays an interface configuration panel.

This panel lets you specify filter attributes for the port or interface filters you want to monitor. For
example, if you select a device but only want to monitor active interfaces created by a particular
user, then these filters do the job.

The SNMP Attributes panel is the same as described in SNMP on page 321.
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SNMP Table Monitor

This panel appears if you are editing an SNMP Table monitor. The application stores not absolute
numbers from counters but the counter’s change since its last measurement.

B At NS T LT,

Monitor Entities # Add | Remove All

Calculsted Metrics Thresholds Inventory Mappings Condtions J

Entity Type | Action |

(=] _kinnick_73.10.20.1 fanaged Equipme
) 6224 ki k_ 734020173 b d Ex nt

L=

J

'SNMP Attributes po— Y7 (T

Hame Oid Row ldentifier Foreign Key Series Hame Meta Syntax Units Action |

ifincde: 1361212214 @instance @Rowdertifier _} i

H Save | 0 Cancel

Columns include the SNMP Attribute Name, OID, Row Identifier, Foreign Key, Series Name, Meta
Syntax, Units, and Action.

@ NOTICE
If you select one of the 64-bit counters in ifXTable, make sure the Meta Syntax is 64-hit.

Clicking the Add or the Edit button to the right opens either a MIB Browser where you can retrieve
these attributes, or an Add / Edit SNMP Attributes editor at the bottom of the screen, See the
following sections for details.

MIB Browser

This lets you select attributes to monitor as described in MIB Browser on page 214. The SNMP
table monitor lets you pick a table column, not the entire table.
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Add / Edit SNMP Attributes

This screen lets you specify individual attributes.

oid %] Row Identifier @instance L4
Hame Foreign Key
Series Hame @Rovwldentifisr Units

Meta Syntax Courter j

[xn] Save Q Cancel

It has the following fields:

Oid— A field where you can enter the object identifier. This also has an integrated search
function. Click the magnifying glass icon on the right to activate it. A successful search
populates the rest of the fields for the object identifier.

Row Identifier—This mandatory field defaults to @instance (The OID instance).
Name—The text identifier for the OID

Foreign Key—Enter the foreign key, if any.

Series Name—This defaults to @Rowldentifier.

Units—Enter the units of measurement.

Meta Syntax— Further refine the variable type with the pick list. For example, you can select
Counter32 (a 32-bit counter). For Counter types, the monitor computes change from
previous readings, and for Gauges it does not.

K4 NotE:

If a message appears saying: “Device fault: Return packet too big” in the Monitor Status Summary, then
you have selected too many SNMP attributes to poll in a single request. Please modify your monitor to
request smaller numbers of attributes

Scheduling Refresh Monitor Targets

Because monitors can address targets that are members of dynamic groups, refreshing these ensures
that group memberships are up-to-date. To do this, you can create or alter the schedule for Monitor
Target Refresh (in most packages, such a scheduled item appears by default). When executed, this
updates monitors with groups as targets based on current memberships. This removes targets no
longer members of a monitored group and adds new group members. A seeded schedule refreshes
these every six hours, by default.
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Refresh Monitor manually by right-clicking in the Resource Monitors table.

Top N [Assets]

Dell OpenManage Network Manager uses seeded, default Active Performance Monitors (APM) to
display performance data in several categories. These portlets display the summary results of device
monitoring, for example, Top Ping Response (Slowest) displays the devices slowest to respond to

ping.

& Top Ping Response (Slowest) & X & Topl
Equipment Ping Rate (ms)~ Equipn
ﬁ Junipertds-10125.315.10128.3.15 267
- . ™

CizcofS09-101 26221 oware.net 1012, 2.6
¥ c7505-0.166.192.168.0.166 286 15
V9 CiscoCats000-10128220.10.128.2.20 2.5 5
& CizcoCat2od85-L3-10128233101282.. 1.3 ! ! ! ! ! |
: 21:29 26:29 31:29 36:29 41:29 46:29
V9 Router 10.128.2.135 1.3
- . Ping Rate {ms) —
(% ) Router yourdomain.com. 10128210 1.3
&L JuniperJ2300-10.1283.16.10128.3.16 150 -'I'lﬁ) (
9 Router yourdomain.com.10.128.2.11 1.25 S
¥ CizcoME3400-10128230.10.128.2.30 o0 e

Equipn

Devices appear, ranked by the monitored parameter. Hover the cursor over the Ping Rate column,
and a row’s a popup graph of recent activity over time appears.

If you right-click a monitored item, you can select from menu items like those that appear in the
portlet described in Managed Resources on page 195.
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For some portlets (for example Top CPU / Disk / Memory Utilization, Top Interface Bandwidth /
Errors), the right-click Performance menu items include Key Metrics. The menu can include
Performance which displays Dashboard Views related to the selected monitor.

For some packages, these can also include [P SLA statistics like the following: Top Bandwidth
Received / Transmitted, Top CPU / Disk Utilization, Top Ingress / Egress Packet Loss, Top Jitter,
and Top RT Delay. To sce all available Top portlets, click Add > Applications and look below Top N
on the subsequent panel.

Top Configuration Backups

This panel lists the most recent

. . . i Top Configuration Backups £ X
configurations backed up from devices. The '
pick list in the upper right corner lets you Top: [10 =
select not just the top 10 such backups, but e File tlame Date Saved Tt
the tOP 5, 10, 15, 20, and 25. M, JuniperM5-10.42.. | = DefaultConfig BIB1 526 AM 1

&k JurniperJ2300-10 = DefauttConfig 873111 8:26 AM 1

Right-clicking a backup offers the same
options as the portlet described in
Conlfiguration Files on page 277.

Dashboard Views

The Dashboard Views portlet lets you
assemble several monitors into a single 8 Dashioand Views 2
display, or dashboard. You can create and ‘
display dashboards by right-clicking items in

) Hame Created By Created Date Dashboard Type
Managed Resources, selecting Show Tostvine Syotem
Performance, or by selecting New in the
Dashboard Views portlet.

o 2| & i Search

BT 1052 AM Simple

Right-click the listed dashboards, and a menu
appears that lets you Rename, Delete, Edit,
create a New simple or custom dashboard, or
Launch a Dashboard View (either
Maximize—a larger view—or as a Popup). See
Dashboard Editor on page 332 for information about creating or modifying dashboards. For an
explanation of Convert, sce Convert Simple Dashboards to Custom Dashboards on page 339.

The Performance Dashboard on page 331 and Dashboard Editor on page 332 describe configuring
simple dashboards. See the IHow to: Create a Custom Dashboard View on page 334 section for a
description of custom dashboard view creation.
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You can also Convert Simple Dashboards to Custom Dashboards, as described below. When you
Edit a view, Dashboard Editor appears. It lets you select which monitors appear in the dashboard,
the monitored entities, and attributes.

The expanded portlet offers similar capabilities. To make a monitor appear on a page, use the
portlet described in Performance Dashboard on page 331.

When you create dashboards, data rollup is part of what the display shows. If, for example, the
monitor displays the results from a boolean (0 or 1 output), rollup may average values for a
duration, and values less than one will appear in the graph.

Launch a Dashboard View

Launching a view lets you view the monitors active for a Dashboard view.

(4| Last 30 Hours

W 104128345 [l 1921681135 [l 10428231 [] 10128210 [I] 192.168.55.124 [ 10.20.1475 [] 10.20.1.165 [ 10.20.1.477

Legend: [] 1020.1.455 [ 10.20.1.474  [H10.20.1.454 [] 102040457 [ 10.20.1167 [ 10.20.1453 [ 10200452 [] 10.20.1473
[ 10204166 [ 10.20.4.472

0 t+—TT T T T T T T T T T T T
10:00 15:00 20:00

Some packages display a Network Dashboard by default. If the Network Dashboard portlet is blank,
you can create a dashboard, then click the select new text in the upper right corner of the portlet to
select an alternative, already configured view from those in Dashboard Views portlet. Click the edit
button in that same corner to alter the configuration of any existing dashboard. See Dashboard
Editor on page 332 for more about altering views.

You can configure Dashboards appear by configuring them in the Dashboard Views portlet, or by
selecting a device or devices in Managed Resources portlet, right-clicking and choosing Show
Performance. To select more than one device, use the expanded Managed Resources portlet.
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The first time you create a default template dashboard for a single device, Dell OpenManage
Network Manager saves it in the Dashboard Views manager. Invoking Show Performance for that
device subsequently displays its default view.

The icons in the dashboard’s upper right corer let you edit Dashboard Properties with the
Dashboard Editor, or Save the dashboard with the other icon.

Displaying Values

Hovering the cursor over the individual points displays the charted attribute value(s) as popup
tooltips. If a graph has multiple lines, the data points for different lines are charted at different
times (Dell OpenManage Network Manager distributes polling to balance the load on its
mediation service). Hover the cursor over the time when a line’s data point appears, and that line’s
value appears as a tooltip. It may secem a device reporting the same value as others is not graphed
properly, but mousing over the graph displays the value.

The legend of devices and/or attributes that appear in each graph also provides interactive features.
Hover your cursor over a device or attribute color in the legend and only that device or attribute
appears onscreen. By default all such legend color squares contain checks. Uncheck the ones you do
not want to see. The legend can appear consolidated or for each chart, as is appropriate to the
distribution of charted devices and attributes.

If no data is available for an attribute in a dashboard, no panel appears for that data.

Changing Dashboard Time / Date Format

Control panel’s Redcell > Application Settings screen has a Performance Chart Settings panel
where you can set the Day Format and Minute Format so dashboards display time (the x axis) in a
meaningful way. If you want european date formats (day/month/year rather than month/day/year),
this is available if the language / location settings of the operating system on the computer running
Dell OpenManage Network Manager makes it available.

% How To:

Create a Simple Dashboard View

330

Follow these steps to create a simple dashboard view. See How to: Create a Custom Dashboard
View on page 334 for more complex monitor creation.

1 In the Dashboard Views portlet, right click to select New > Simple Dashboard.

2 Select a name (for example SNMP Interface, to display the monitor configured in How
to:Create an SNMP Interface Monitor on page 312).

3 Click Add Entity in the Entities panel.
4 In the filter that appears, sclect the type: Interface.

5 Filter for the IP address of the entity monitored in the previous SNMP interface monitor
creation, select it and click Add Selection and Done.
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Select the iflnErrors attribute, and click the right arrow in the Dashboard View Attributes

panel.

Click Save. The dashboard view you have configured should appear in the portlet.
To launch it, right-click and either Launch (Popup) or Launch (Maximize)

If you want to convert this simple dashboard to a custom dashboard so you can alter it further,

right-click and click Convert.

Notice that you can also change the time/date format as described in Changing Dashboard

Time / Date Format above.

Performance Dashbhoard

This portlet lets you install and configure Dashboard Views as permanent displays rather than
portlets. When you initially install this portlet, it appears empty. The message “No Dashboard View
has been set:” appears with a Select button. Click that button to open the Dashboard View
Selection screen.

Dashboard View Selection

This screen displays any existing dashboards so you can select one for the Performance Dashboard

you want to appear on a page in Dell OpenManage Network Manager.

Select a Dashboard View entity:

and 3 [ € | Name % | contains m
Name~ Created By Created Date
Performance Dashboard for :10.128.2.31 System 10/03/10 06:45 PM
Performance Dashboard for 10.128.2.33 System 10/05/10 05:38 PM
Dashboard for Managed Equipment: PEGASUS.182...  admin 10/07/10 01:41 PM
Dashboard for 10.128.2.33, 10.128.2.31 System 10/19/10 12:14 AM

Max items returned: | 25 4 \|,_,|

Saelect || Cancel | 0of 4 items selected
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Use the filter at the top of this selector to limit the listed dashboards from which you can select.

See Dashboard Views on page 328 for more about creating and configuring the views from which
you select.

@ NOTICE

If you delete the Network Status Dashboard can put it back by adding the Performance Dashboard

portlet to the desired page, then select the desired Dashboard View you would like to display as your
Network Dashboard.

Dashbhoard Editor

When you Edit dashboard by right-clicking a resource in Managed Resources and selecting Show
Performance, or create (select New) a dashboard from the Dashboard Views portlet, an editor
appears that lets you select and rearrange the monitor components of the dashboard.

w

‘Dashboard View Propenies

View Hame testl

Show Composites r

TimeFrame [within 1ast =] a0 Hours x|

Entities Add Entity

Hame IP Address > Action

() 5324 _Meyland_34.10.20.1.34 10.20.1 34 i}
€9 Router yourdomain.com 10.128.2.11 10128211 2
145 Juriperts-10.128.3.15.10.128.3.15 10428315 [

‘Dashboard View Attributes

Available Selected

MaRTT a| b JavgrTT 5|
MinRTT ¢|  PacketCount

23

«

| =

Lnl Save | 0 Cancel |

This screen has the following fields:

View Name—The identifier for the dashboard. The default is “Performance dashboard for [IP
address],” but you can edit this. This is what appears in the Dashboard Views list.
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Show Composites— Show attributes that are constructed from other attributes. Composites
attributes are special attributes that consist of the attribute name and the instance name. For
example: CPU Utilization:cpul. Some KPI metrics are composite. If you use SNMP Table
monitor, then pretty much all values retrieved are composite.

TimeFrame— Use the selectors to configure the time frame for the performance measurement
displayed.

Entities—Select the equipment you want to monitor. When you right-click to Show Performance
with resource(s) selected, those resources appear in this list.

Dashboard View Attributes—Click the arrows between Available and Selected panels to select
monitors for the dashboard. The Available Attributes list shows all the available attributes for
that device based on its monitor affiliations. If you select none, a chart appears for each
attribute that has data. This is the default. If the user moves some attributes to the Selected
list then only charts for those attributes appear.
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X How To:

Create a Custom Dashboard View

The following steps create a custom dashboard view:

1 In the Dashboard Views portlet, select the New Custom Dashboard command. An empty
default view with twelve components appears.

View Name TimeFrame

within last ;I 30 Minutes j
Diata Source
Layout
Aty -
= _I 3Columns ..

Dashboard Component Grid Add Row
. - L2
L& ] | L&
Ll ] | L0
Led ] | L+ E

Lﬂ] Save | ® Close

The Properties panel contains the following controls:

View Name—The name of the dashboard view (Required)

Time Frame—The period over which to display the data. May be either relative (like last 30
minutes) or absolute (between specific dates and times). The specified frame applies to

all charts in the dashboard.

Data Source— Source for the data. Current displays current (raw) data. Hourly displays
rolled up hourly data. Daily displays rolled up daily data. Auto (default) determines
which data source to use based on the selected time frame.

334 | Dashboard Views | Monitoring



Layout—Select the desired layout style used to display the dashboard components.

2 To select a layout style, click on the ... button next to the current layout. The layout chooser

appears.
| C——

3 Columns 2 Columns (50/50) 1 Column

2 Columns (30i70) 2 Columns (70i30) 1-2-1 Columns

1-2 Columns (30/70) 1-2 Columns (70¢/30) 1-3-3 Columns

® Close
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3 Click on the desired layout or click Close to keep the current layout. The components
displayed to reflect the selected new layout.

‘ Properties ‘
View Name TimeFrame
within last =30 Winutes = |
Déta Source
Layout
Aut -
= _I 1-2-1 Columns | ..
Dashboard Component Grid Add Row

bl Save | x Close |

If no dashboard components have been configured yet a default configuration appears with
three or four rows depending on the dashboard style. If the dashboard components have been
configured it will create at least enough rows to display all the configured dashboard
components. Add more rows by clicking on the Add Row button. An individual dashboard
component can be deleted by clicking on the delete button on the component.

Moving Dashboard Components

4 'To move a dashboard component to another location, click and drag it over another
component. When you release the mouse, the components exchange places.
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Configuring Dashbhoard Components

5 To configure a dashboard component, click the Edit button in the upper right corner of the

component. The component editor appears.

s

' Editing Dashboard View Component

General Properties

Title Show Title

Component Type
Line j
Menitor

aCLiatest |

Monitor Targets Attributes

Remouve All

Monitor Targeta Action ~

No data is avallable to display

el Save | @ cancel

The following properties appear in the General Properties section:
Title—Title of this component (required)

Show Title—Check to display this title above the chart for this component. This overrides
the default title that is shown for some charts.

Component Type—Combo Box which specifies what type of component to create. These

include the following chart types, Line, Dial, Bar, Top lalkers (a line chart showing the
top [or bottom| n components for a specific attribute on a specific monitor) Top Sub-

components (a line chart showing the top [or bottom] n subcomponents belonging to a
specific device for a specific attribute. See

Other controls appear depending on the component type selected. These
components also have a Monitor control, a pick list where you can select from
which monitor the charted data originates. See Dial Chart Properties, Top
Talkers Properties and Top Subcomponents Properties below for specifics
about those.

The line and bar components have two tabs under the general properties sec-
tion: Monitor Targets and Attributes. The Monitor Targets section lets you select
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the devices that are sources of data. Click the Add button displays the moni-
tor target selector.

6 The Attributes tab selects the attribute(s) that appear in the chart. If an attribute is a
composite, then its series appears in the Available Series listbox.

wonior Torgers [ETHTER
Available Attributes Available Series Selected Attributes

Aclive Processes - idla - I CPU Utilization : background
Auto Updates Availability overall 4§ CPU Utilization : interrupt
Auvailability E| user ., CPU Utilization  system
Availabla Memory b

CPU Utilization w

Disk Space Used

Disk Space Utilization

Disk Temperature
Established TCP Connections
Fan Speed

Inbound ICMP Echo Requests
Inbound ICMP Errors

Select the desired series and click the right arrow to move them to the Selected Attributes
listbox.

If the attribute is not a composite, then nothing appears in the Available Series listbox. Here,
click the right arrow to move the attribute to the Selected Attributes listbox.

Dial Chart Properties

Dial charts have the following additional properties

Monitor— Select which monitor the charted data comes from in the pick list.
Attribute—The attribute to get data for.

Min / Max Value—The minimum / maximum value on the dial.

Entity—The monitor target to get the data for. Clicking on the + button brings up the entity
selector.

Top Talkers Properties

Top Talkers components have the following properties.

Monitor— Select which monitor the charted data comes from in the pick list.
Attribute—The attribute to get data for.

Max # of Entities—The number of entities to display

Order—Select either Ascending (Bottom n), or Descending (Top n).

Top Subcomponents Properties
Top Subcomponents components have the following properties.

Entity—The parent entity for the found subcomponents. Clicking on the + button brings up the
entity selector.

Attribute—The attribute to get data for.

Dashboard Views | Monitoring



Max # of Entities—The number of entities to display
Order—Select either Ascending (Bottom n), or Descending (Top n).

Convert Simple Dashboards to Custom Dashboards

To convert a simple dashboard to a custom dashboard use the Convert command on the
Dashboard Views menu. You cannot convert custom dashboards to simple dashboards.

Show Performance Templates

By default, the Show Performance command displays data for the first twelve attributes it finds.
You can control which attributes appear when you select Show Performance by creating a
performance template. A performance template lets you set dashboard parameters and associate
them to one or more device models. Then, when you execute Show Performance on a device of that
type, those dashboard parameters display the dashboard for that device.

X How To:

Create A Performance Template
To create a performance template, follow these steps:

1 Right click in the Dashboard Views portlet and click on the Performance Templates menu
item.

2 The Performance Templates manager appears.
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3 To create a new performance template, click on the Add button. The Performance Template
Editor appears.

General Template Parameters

Template Hame

JuniperRoutertzaxRTT ks
Show Composites
r
Time Frame
[within last j 30 [Minutes ;I

’Device Models

Specify which device model{s) will use this template

M5 CoresEdge Router ﬂ
W20 CoresEdge Router + |
=
J
- ~
Attributes
Monitors Available Attributes Selected Attributes
Default Cisco Monitor—~ | AwgRTT A| P | Detaut iov Moritor : MaRTT =
or MinRTT 4
Default Interface Monitor PacketCourt B
Default Juniper hontor
Detavit i Moritor H

Lﬂ] Save | 0 Cancel |

4 Name your template. The Show Composites and Time Frame fields are the same as in the
dashboard (see Dashboard Editor on page 332).
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5 To specify which device model(s) this template will apply to, click on the + button in the
Device Models panel. The model selector appears.

Vendors
Aruba Metwoarks
Avaya
Barco BCI

Cizco Systems
DellInc:

DoremiLabs, inc.
EMC Corporstion,

F5 Labs, Inc.
Heswvlett Packard

Lexmark Internati
MNETGEAR
Morthern Telecom, Ltd
Red Hat Inc:
UIDE e AR

+ Select

Inc

Brocade Communications Systems, Inc

Covaro Metworks, Inc.
Dell Force10 Metworks, Inc

, Inc:

Ernterasys Metworks
Extreme Metworks

al

@ cancel

Types
FirgwallvPh Appliance
Medis Gateway
Other

SwitchRouter

|

Models
IPMPLS Router Mocdule
J2300 Edge Router
J2320 Edge Router
J2350 Edge Router
14300 Edye Router
J4320 Router
J4350 Router
JG300 Eclge Router
JE350 Router
LM 1000 Mobile Router
M10 CorefEdge Router
M10i Eclye Router
120 Router
M180 Core Router
M20 CorefEdge Router
M320 Core Router
M40 Core Router
M40e Core/Edge Router

=r

&

Select multiple devices by clicking + repeatedly, selecting a single device each time. You can
also make several templates for each device. See Multiple Performance Templates on page 342
for the way that works.

6 Click on a vendor to sce the device types for that vendor. Then click on a device type to see
the models available for that vendor and device type. Select the model you want and click on

the select button.

7 To select the attributes that you want to appear by default in a performance dashboard for the
selected device, click on a monitor to see the attributes available for that monitor. Click on
the right arrow button to move the selected attributes from Available to Selected. Those are
the attributes that will appear by default in dashboards for the selected device.

Show Performance Templates | Monitoring
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8 When you have selected all the parameters you want, click Save. It then appears in the
template list.

\
% Add |

Template Hame Action

TestPerfTemplate L2 B

# Close

To edit or delete your template, use the buttons in the action column of the table.

Now when you click on show performance, Dell OpenManage Network Manager checks whether a
template for that device type exists. If one exists, then that template guides what appears in the
performance view for the device.

Multiple Performance Templates

The template name appears in the upper right corner
of dashboards that appear when you select Show

Template: Juniper General Template E
Performance. : i ool

No Template
If other templates for that device type exist they also Juniper Inbaund .

. T . [ .Juniper Qutbound
appear in a template pick list in the upper right corner. e i o ————
You can pick another template to display its attribute
selection. The No Template selection displays the
default dozen attributes that would appear if you
selected Show Performance without a template defined for the device.
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Traffic Flow Analyzer

OpenManage Network Manager’s Traffic Flow Analyzer listens on UDP ports for sFlow, datagrams.

A flow is a unidirectional stream of packets between two network nodes. The following key
parameters appear in flows:

*  Source IP address

*  Destination IP address

*  Source port number

*  Destination port number
* Layer 3 protocol type

*  ToS byte (Type of Service)
* Input logical interface

Using that data, Traffic Flow Analyzer can help you visualize network traffic, troubleshoot and
anticipate bottlenecks.

E4 NoTE:

Typical packages come with a default limit to the number of monitored devices. Upgrade your license if
you want to exceed the package limit.

Supported versions include sFlow v5.
Parse errors can appear in the application server log for some flow data.
Parse error: Unable to process non IP type flow. Type: <Number>

<Number> represents an Sflow packet type. This application only parses data of type TR When
Dell OpenManage Network Manager receives non-IP packets, it drops packets and this error
appears.

| Traffic Flow Analyzer

343



How does it work?

terminal

terminal
s I LtFIOW analyzer

[ collector

Internet ? Bstorage

</

*  The sFlow exporting router monitors traffic traversing it

* ..and the router becomes an Exporter of sFlow data.

* It forwards information to the sFlow Collector

*  Collector stores, correlates and presents the information about

*  Traffic bottlenecks in networks.
*  Applications responsible for bandwidth utilization.

Definitions

sFlow—For Delldevices.

Collector—Application listening on a UDP port for sFlow datagram.
Exporter—Network element that sends the sFlow datagram.
Conversations— [P communications between two network nodes.

Flow—A flow is a unidirectional stream of packets between two network nodes.

K nNotE:

Counter sFlows do not appear as Traffic Flows, but essentially duplicate Performance metrics for
interfaces. Flows how data traverses between two endpoints. You can monitor interfaces with
Performance monitors. See Chapter 10, Monitoring.
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Setup

If they are not already set up to emit flow information, set up devices themselves to emit flow data.
Consult the manuals for your devices for instructions about how to do this. Make sure your setup
does not overwhelm Dell OpenManage Network Manager with information.

Set up Dell OpenManage Network Manager with the following:

Exporter Registration—To register a device, right-click in Resources portlet, after you select the
router and choose Traffic Analyzer > Register. The system should then be ready to accept
flow data from the device.

Router Configuration—You must configure the router to send flow reports to the OpenManage
Network Manager server on port 6343 for sflow by default.

Resolving Autonomous System (AS) Numbers—OpenManage Network Manager provides local
resolution of autonomous system numbers (ASN) based on static mapping of AS number
registrations. It also supports user overrides to the default mappings. To do this, configure
properties you can find in the \owareapps\trafficanalyzer\lib\ta.properties
file. Remember, best practice is to override properties as described in Overriding Properties on
page 15.

E4 NoTE:

Dell Powerconnect devices allow only one collector per port.

% How To:

Use Traffic Flow Analyzer

1 Register the device(s) you want to analyze. (As in Exporter Registration). A message confirms
registration’s success.

@ NOTICE

You can also display a Registered column in the Managed Resources portlet, and click the heading to
sort the registered Flow exporters to the top of the display.

2 Look in the Traffic Flow Portlet for the flows captured.
3 Remember, you can Drill Down to specific data, and Search for specific devices monitored.

For more about Traffic Flow in context of network management, see Traffic Flow Analyzer -
Example on page 352.
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Exporter Registration

Before you can collect traffic data from a
device, you must Register it as a traffic
flow exporter. If a device is not registered,
the Register command appears in the
menu. If it is registered the Unregister
command appears. When you
successfully register an eligible device, a
success message appears; otherwise, a
failure message appears, and no
registration occurs.

The Show Traffic menu option opens a
drop-in (full screen) Traffic Flow Portlet
with a pick list of available information
types.

This displays the Exporters Detail, 'Top 5
Applications, Top 5 Autonomous
Systems, Top 5 Conversations, Top 5
Endpoints, 'lop 5 Protocols, Top 5
Receivers, and 'lop 5 Senders related to
the device selected before right-clicking.
Select a type and click the Refresh
double arrow to the right of the selector.

& managed Resources

The screen that then appears has the features of the Expanded Traffic Flow Portlet described
below. See also How to: Use Traffic Flow Analyzer on page 345.

Traffic Flow Portlet

e !,: ] i Search
Hetwork Status Hame > IP Address Vendor
|4 Responding M TurbalronTX24_1771 10201177 B el inc:
uRespUnding MPCT80247221 ac ¥ e el Inc.
uﬁespnndlng MPCTSS&E_WBK L Edit el Inc:
uRespUnding MPCTSSWPJ?ZJ % Dretails el Inc.
uﬁesponding MPCTSSZJIP_W‘\ A =2 visualize el InG.
) Not Responding [l PoMBO24K_242 (5 Actions ell Inc.
c] Change Management P |y 4 [ JEENE
=Y Direct Access LY
~i EventManagement P
== Ports &, File Management » F+ X% “r
== Links 4
@) 7| @) Searcn @ Performance 3 e
Hame & 2d Resource Groups b |state Hai
W Tetmn Ty Resync (V] [E
] Ted 1012 | Sendce Log (%]
) Te1/03 & register |
] Ted 0 [ Delete ' Show Traffic
B Tel05 A Edil Custom Atiibutes @ L
W Tel 05 Wiew as POF 0
W o« @) 208 Share with User

Traffic Flow Analyzer uses several types of portlets, one for each of the types of objects on which it
reports. These are Applications, Autonomous Systems, Conversations, Endpoints, Exporters,

Protocols, Receivers and Senders.
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When you add one of the traffic analyzer portlets to a page, its summary, or minimized form
appears. This displays a simple view containing a pie chart and a table showing the summarized
collected data over the configured time period. The only thing that can be changed in this view is
the period. Change this by clicking the clock dropdown button in the upper right corner of the

portlet.

& Traffic Flow Applications

‘ Top 5 Applications (Bytes)

Last 30 Days

Name Bytes~
B sy 356.76 MB
[] []ADOBE SERVER 2 199.81 MB
- |__| http protocol over TLS/SSL 145.21 MB
[ [CIswwe 96.97 MB
[ | ] bterictr 79.87 MB

N4

Packets
3536936
620620
185936
401336
254644

BitsiSec

1154

646

459

313
258

The Expanded Traffic Flow Portlet displays an interactive graph. You can also Drill Down to details
about components within this portlet by clicking on one of the links in the table below the graph.

K4 NotE:

The selected period determines whether data is present, especially if you have just started monitoring
Traffic Flow. Choose the shortest period to see data immediately (it still takes a few minutes to appear),
and select longer periods only after monitoring has run for longer periods.
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Expanded Traffic Flow Portlet

When you expand the portlet, a more complex interactive view appears. Initially, it displays a line
graph for the selected period.

‘ Traffic Flow Applications 4 Return to previous
Top 5 Endpoints (Total Bits/sec) i IRCHAPERIRENNN BN~V

# All Exporters

Top 5 Endpoints x| TotalBisisec x|

Last 30 Days

700 7

600 4
500 4

400 4

300 4
200 4
100 4

0 -+ t T ' 1
20 21 23 24 8

192.168.1.116 192.168.1.118 192.168.0.200 192,168.1.121 192.168.1.101
Name Bitsisecin | Bitsisec Out | Total Bitsisec~
B = 1929684116 1887 0 1887
[ =g 192088018 452 0 1452
B = 192.168.0.200 148 0 148
[ =g 1924681021 1 0 1
[ = 1924681101 8 0 8

[t may seem a device reporting the same value as others is not graphed properly, but mousing over
the graph displays the value.

The following controls appear in its title bar:

Select Chart Type—Lets you change the chart type. Available chart types include Pie, Line, Bar,
Stacked Bar and Column.

Select Timeframe—Lets you change the period between Last 15 Minutes, Last Hour, Last 24
Hours, Last 5 Days and Last 30 Days. Data “rolls up” in a summary for each period to the
next longest period, so you must select the correct period to see what has been collected.

Data for last 15 minutes typically appears after about 5-10 minutes of collection. At least one
point of rollup data appears for the longer periods after the next shorter duration has passed.
This means you need a minumum of 5 minutes collecting data to show chart data for the 15
minute interval. A minumum of 15 minutes collecting data needs to occur to show chart data
for the last hour, and a minumum of an hour collecting data needs to occur for 24 hour chart
data to appear. Finally, a minumum of 24 hours collecting data needs to occur for 30-day chart
data to appear.

These figures assume a maximum 256 bytes of data export at 15 second intervals, minimum.
If the interval is too much longer then only one flow appears per interval and less data
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appears. If the flow size is too large it takes more time to accumulate the flow data before the
device can send it.
Search— Displays a search dialogue to find specific traffic data.

Select Report Type—Lets you change the report type between Top 5, 10 or 25 and Bottom 5, 10 or

Traffic Flow Snapshots— Load or save a snapshot (preserved views) of traffic flow.

Export to PDF—Saves the current view to a pdf file. You can retrieve the report in the My Alerts
area at the lower left corner of the portal.

Settings— Configures how to retain data, based on collection / rollup intervals. Minutes rollup to
10-minute intervals, which rollup to hourly, which rollup to daily, which rollup to weekly data.
You can also set the maximum number of rows per rollup table.

Below the title bar a navigation bar displays the context path. See Drill Down on page 350, below,
for more about this.

Below that navigation bar a row containing the following controls appear:

Entity Type—Selects the type of entity to report on (Applications Detail, Conversations, End
points, and so on).

Attribute—Selects which attribute to graph (Bytes, Packets, Bits/Sec).

Refresh—Refreshes the screen (runs the report) applying any new settings.

@ NOTICE

You can check / uncheck by clicking on the colored squares in the legend below these graphs. This
reveals / conceals lines connected to the labelled item.
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Drill Down

you can “drill down” into a report by clicking on one of the links in the table. This displays a detail
view of the selected entity and the name of the entity appears in the navigation bar.

g Traffic Flow Applications <= Return to previous

Detail for Application Syslog (Bytes) M BIRICHAPE -l | S

# b Application Syslog
Applications Detail =l |evtes = | Ea
Last 30 Days
150~
1201 -
20 -
80M -

30M

oW

) | 4_'__'_,__,_._-——-——":
20 21 23 24 8
192 168.53.124 (2}

‘ Hame Exporter Summary Bytes~ Packets Bits/Sec

Il COSEE 182 168.53.124 (2)

13722 MB 1360360 444

When a detail view appears, the entity type appears as in the title bar. You can change to a “Top /
Bottom n” report of a different type, then click refresh to display a report of the top entities that

apply to the current detailed entity. This process can continue until the conversation detail view is
reached. This is the end of the line.

To return to the root view, for the drill-down, click the house icon in the upper left corner of the
expanded portlet.
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Search

Search by clicking on the Search (magnifying glass) icon in the title bar. Type any string in the next
screen to search through the traffic data. Alist of all entities found matching the string appears
below it.

Search -& ||
Search Pattern: cisco L]

Tye Name Action
Encipoirt ciscoTS05-3 oware et TEO
AutonomousSystem CISCO-EL-108 Cisco Systems Ghob... | 0 [
Agplication ciszo FNATIVE @O
Application o THATIVE CEe
Agplcation cisco SYSMANT CEO
Application Ciseo TOP oEo
Agplication Gisco IP SLAS Control Protocal cEHO
Agplication cisco-net-mgmt DEo
Agplication cisco license management oHEo
Agplication cisco RSRB Priorty 1 port = [ ]
Agplication cisco RERB Priorty 2 port o EHO
Applcation cisco STUN Priority 1 port oEO
Agphication cisco STUN Priorty 2 port c@Eo
Agplication cisco SHMP TCP port CEe
Agplication cisco serial turmel port CEO

waell: rn
® Close

Entity found in the search support the following actions:

View Top Conversations— Displays the top n conversations for the selected entity.
Show Detail View—Displays a top level detail view of the selected entity.

Add to Current View—Adds the entity to the current view and drills down to it.

@ NOTICE

The Settings button (the gear in the upper right corner) lets you confine the search by types (All,
Applications, Protocols, and so on).
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Traffic Flow Snapshot

This portlet lets you display Traffic Flow you configure and save as a snapshot in a portlet visible on
any Dell OpenManage Network Manager page. It is, in effect, a portlet that permanently displays
the Expanded Traffic Flow Portlet, beginning with the selected snapshot.

il Traffic Flow Snapshot P+ X
Top 5 Applications (Bytes) M DRRCHARJGNAR  BAN™
.3
Top 5 Applications ;I Bytes ;I [

Last 15 Minutes

24M 4
21 =
18 =
[T
zn T
. /
LT

M o

oM T 1
2:53:00 2:54:00 2:55:00
Syslog ADOBE SERVER 2 http protocol over TLS/SSL SNMP

SNMPTRAP
Hame Bytes~ Packets Bits/Sec

W sysiog 56.42 MB 559288 525841

[ [ apose server2 30.74 MB 95488 286522

B | hitp protocol over 2295 MB 30863 213875

I 1 sume 14.99 MB 61740 139733

7 sumeTrar 12.44 MB 43232 115966

After adding this portlet to a page, use the selector to choose which snapshot you want to appear.
Refresh the portlet with the double arrows to the right of the units displayed. You can also change
what appears, the units, the time interval, and so on, just as described in Expanded Traffic Flow
Portlet on page 348.

Traffic Flow Analyzer - Example

The following describes typical situations where flow is useful. When ports are over-utilized
because of intermittent performance problems diagnosis of the problem sometimes difficult. Turn
on flow traffic data collection to evaluate who, what applications, and so on, are responsible for the
traffic on the affected ports. This avoids getting overwhelmed with collection of traffic going in all
directions. Follow these steps to do this:

1 From the Resources monitor, select a desired router that has support for Flow

352 | Traffic Flow Analyzer - Example | Traffic Flow Analyzer



Enable sFlow on most impacted routers that support sFlow. Also, register a number of
exporters to enable an efficient and scalable data collection environment.

NOTE:

You can disable sFlow and unregister exporters.

After sFlow has been running for a while, verify that bandwidth utilization is within
expectation. This will help insure optimum performance of critical business applications.

Select the Top 5 Applications portlet (or add it to the page).

From the list of the Top 5 Applications, you'll typically sece most bandwidth is being
consumed by the key applications in our organization.

Alternative 1

6

To ensure bandwidth is not being hijacked by unauthorized or unwanted video or music
streaming applications, select the Top 5 Conversations.

Often the top conversation is video streaming software.

To answer “Where and who is running this rogue application?,” drill down into the
conversation to see End points involved in the conversation. This identifies the user running
the streaming application. You could now go and stop (or block) this rogue application.

Alternative 2

An alarm indicates port X is surpassing its threshold. If the port has become a bottleneck in the
overall network bandwidth, we want to identify what applications are at cause, and who is
responsible for running them.

1
2
3

Look in the Top 5 Traffic Flow Endpoints portlet.
From the list of the Top 5 Endpoints, you will typically see that port X is high on the list.

Expand the portlet and drill down into the port X endpoint to see what are the top
conversations going through port X.

Drill down into conversations to identify any unauthorized applications.
Drill down further to identify users of any unauthorized applications

Now, go stop them!
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Change Management / ProScan

Dell OpenManage Network Manager’s change management utility is ProScan, which lets you scan
stored configurations to verify managed devices compliance with company, department or industry
standards. This application automatically tracks all changes occurring to managed devices. You can
report on user-specified values found in persisted backup configuration files for a group of devices.
This lets network managers, security officers and external auditors generate detailed audit trail
documents to validate compliance with both internal standards (ISO 17799, NSA Guidelines) as
well as industry regulations (Sarbanes-Oxley, GLBA, HIPAA).

Compliance reporting lets you specify a text string, regular expression, or optionally the generated
configlet from File Management (NetConfig) for matching. Group results must be separated by
device like Adaptive CLI Manager. When ProScan policies run, the application emits notifications
whose contents depend on whether compliance was or was not maintained.

@ NOTICE

Your system may have several ProScan examples. You can use these as provided, or alter them to suit
your network.

%
X How To:
Use ProScan / Change Management

The following outlines common use cases for this software, and the steps to achieve the goals of
cach case:

Goal: Verify configurations are compliant on a scheduled / recurring basis.

1 Create ProScan policy(ies) based on what indicates compliance. Right-click New > Policy in
the ProScan portlet.

2 Specify the Name and Input source (based on Device Backup, Current Config, Configuration
Label, By Date and Adaptive CLI Results)
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3 Add Targets > Filter Option available for selecting Equipment/Group

@ NOTICE

The advantage of selecting dynamic device groups is that newly discovered devices of the selected type
are automatically members of the group, so they are scanned too. A benign warning (“No proscan
policies have target group(s)”) lets you know you have not selected groups when you execute a ProScan
policy without them.

4 Specify Proscan Compliance Criteria. Add Criteria. For example, SNMP communities Do not
contain the following:

snmp  {
community public {
5 Save.
6 Lxecute or schedule your created ProScan policies.

7 Any out-of-compliance devices throw an alarm, which you can email, or configure to trigger
other actions (see the next use case).

Goal:...And if not compliant restore compliant configuration
In addition to the steps in the previous section:
8 In the Actions portlet, create an action to restore the labelled compliant configuration.

The Action here is Netconfig Restore. To find it in the Action panel, click Add Action, and
select Custom. Click the Keyword Search link on the right side of the screen, and notice the
magnifying glass appears in the Action field. Enter Netconfig in that field and click the
magnifying glass. The available Netconfig actions, including Restore appear in the drop-down
combo box.

9 Create event processing rule that says when ProScan fails execute the restore action in 7.

If you have multiple device types you do not need to assign actions for ecach device, or even each
device type. OpenManage Network Manager supports the assigned policies, so it knows which
actions to do to that device based on which device sent the trap.

X How To:

Configure ProScan Groups

If you have different ProScans for different device type, then you can run a ProScan Group and
automatically scan even different types of devices. For more about this, see Creating or Modifying
ProScan Policy Groups on page 376.

1 Right-click and select New > Group.
2 Specify the Proscan Policy Group Parameters.

3 Add ProScan Policies. These policies can be in multiple groups.
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Add Targets. Notice that group targets appear in the “child” policies, grayed out. Child
policies can add more targets.

Save.

Execute or schedule the group policies to run against the selected targets.

% How To:

Do Change Management (Example)

The following describes an example use of Change Manager. This backs up a configuration file,
modifies it, then scans the file for the modified text, and acts according to the result. The following
steps describe how to do this:

1

10

11
12
13
14

Back up a device configuration. Select a device and click the File Management > Backup
right-click menu in Managed Resources portlet.

Right click, and Export this backup to a file in the Configuration Files portlet.

Edit this config file, adding the word “MyTestContact” somewhere in its text that has no
impact. For example, the snmp-server contact, or in comments. Some devices let you create
descriptions within their configurations so you can enter a word without impact there.

Now import this edited file from the Managed Resources portlet after you have right-clicked
on the same device from which you exported it. Renaming it something distinctive is helpful.

Right-click this file and Restore to the device. Since the name is a comment or description, it
should not interfere with the device’s operations.

Right-click the device and select File Management > Backup. This makes the
MyTestContact file label Current.

To confirm MyTestContact is labeled Current, you can use an Advanced filter in the
expanded Configuration Files portlet to view only Current labels.

Now, create a ProScan policy by right-clicking in the ProScan portlet, selecting New > Policy.

In the General tab, name this policy MyTestContactScan, and as an input, select the
Configuration Label > Current label as the Input Source.

In the Targets tab, select the equipment from which you exported the contig file.

In the Criteria tab, click Add Criteria enter contains MyTestContact as the Match All of the
following criteria.

Click Save.
Right-click the new policy and select Execute Compliance.
The audit screen that appears should indicate Success.

Right-click and Open the MyTestContactScan policy, and change the Criteria to “does not
contain” MyTestContact.
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15 Save
16  Re-execute the policy.

17 The audit screen that appears should indicate Failure.

Alarms / Events

Once you have a ProScan policy that has failed, the redcellProScanFailureNotification alarm
appears in the Alarms portlet. Success produces an event, not an alarm (visible in the Event History
portlet) called redcellProScanClearNotification.

To create a response, create processing rules for the event / alarm (see Event Processing Rules on
page 130). For example, you could restore the Compliant-labeled configuration file if
redcellProScanFailureNotification occurs, or send an e-mail to a technician, among many other
responses.

Some Limitations in this Example

Note that this example does not change authentication, either for telnet or SNMP If it did alter the
SNMP authentication, you would have to create an SNMP authentication alternative before
scanning could occur.

ProScan Portlet

This portlet lets you configure
compliance requirements. You 4 ProScan AL

can use filtering in the Expanded I~ () # soaren
ProScan Portlet to limit the : .

L. L. Hame~ Target(s) Owverall Compliance Monitored  Scheduled
VISIble POhCleS' || Cisco tacacs+ enabled 0 Mo
The Icon and Proscan Type ] Cisco SHMP Community String NOT public 0 Mo
CO]UH]HS il]dicﬂte Whether the il Cigco SMMP Community String MOT priv... 0 Mo

. . . . c| Cisca RADIUS Enabled [%] Ho
policy is a single policy or a group. = :
. Ll Cizco monitor logging Ensbled 0 Mo
Columns also display the Overall
, . L=l Cizco P Finger Disabled 0 Mo
Compliance of a policy, and the W @z s 4

Target(s) (number of devices to
scan), and whether the policy is
Monitored (red means no, green means yes. See Proscan on page 320 in Chapter 10, Monitoring for
details). Finally, you can see whether a policy’s execution is scheduled (and whether the schedule
has occurred). To execute a policy manually, go to the Managed Resources portlet, and right-click
the targeted device to find the Change Management menu item. You can Execute ProScan policies
that target the device with that menu item. If you want to execute a ProScan policy not already
associated with the device or group, then select Execute Proscan Policy. A selection screen appears
where you can select a policy and either execute or schedule it.
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Overall Compliance

Overall Compliance can have the following values and flag icon colors:

All Compliant—Icon: Green. All selected equipment is in compliance with the policy.

None Compliant—Icon: Red. None of the selected equipment is in compliance with the policy.
None Determined—Icon: blank. None of the equipment has been tested for compliance.

Partial Compliance—Icon: Yellow. Not all equipment complies with the policy but all equipment
has been tested.

Compliance Varies—Icon: Yellow Not all equipment has been tested for compliance. The tested
equipment might be compliant or not compliant.

Portlet Menu
This screen also has the following right-click menu items:

New— Select either a new policy or group. Creating a new policy opens the ProScan Policy Editor,
through which you can define one. See Creating or Modifying a ProScan Policy on page 361
for more information about the Editor. See Creating or Modifying ProScan Policy Groups on
page 376 for the group editor.

Edit—Opens the selected policy or group for modification. See Creating or Modifying a ProScan
Policy on page 361 for more information. See Creating or Modifying ProScan Policy Groups
on page 376 for the group editor.

Refresh Targets—Queries to check targets, particularly those in dynamic groups, are up-to-date.

@ NOTICE

Best practice is to Refresh ProScan Targets before running a scan particularly if your network has
changed since the last scan. You can also schedule this. See Schedules on page 118.

Modify Targets—Lets you modify and/or select target equipment for the policy.
Schedule—Configure a policy to run on a schedule.

Audit—Opens an Audit Viewer with the results of a selected policy’s runs. This is one way to see
the historical results of proscan policy runs. Another is to consult the Compliance Policy
Summary snap-in in the Expanded ProScan Portlet.

Delete—Deletes the selected policy. Select the item to remove and click Delete. The application
prompts you for confirmation.

Import / Export— Lets you import policies or export the selected policy.
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Expanded ProScan Portlet

The expanded ProScan portlet lets you see the Compliance Policy Summary, a reference tree of the
connections between a policy and its targets, and a Compliance Policy Chart snap panel.

4 ProScan < Return to previous
/°| ®a| i Fitter: & | Defaut Compliance Policy Fiter =| © Advanced " Quick Search bl Export
Name~ Description Target(s) | Overall Compliance | Monitored | Enabled Proscan Type | Input Source Scheduled | Next Execution Date
&) 50X Compiance for Ci... SOX Compliance for Cisco Q Q Group Not Applicable No
<] PCI Compliance for Cisco  RCI Compliance for Cisco Q Q Group Not Applicable No
&) NSA Complance for Ci.. NS4 Compliance for Cisco Q Q Group Not Applicable No
<] Juniper recommended ... Juniper recommended Sys. Q (V] Policy Current Label No
& Juniper recommended .. Juniper recommended SSH Q (V] Policy Current Label No
<] Juniper Services - AL...  Juniper Services. NOTE th Q (V] Policy Current Label No
] Juniper SHMP commun...  Juniper SNMP communty N... 1 € Not Compiiant Q (V] Policy Current Label No
<] Juniper SHMP commun....  Juniper SNMP community N Q (V] Policy Current Label No
76 item(s) returned H 4 n 2|(3](4|(5] » W
) widgets

Reference Tree Compliance Policy Summary Compliance Policy Chart
<] Juniper SNMP community NOT public Equipment~ Status Last Run Date = j
- 100.00% —
U2 M5.10.128.3.15 Q 10/8/12 2:50 PM ]

See Compliance Policy Summary on page 360 for a description of the snap panel that appears
below the listed policies in this manager.

Compliance Policy Summary

This snap panel appears at the bottom of the expanded
Compliance Policy Summary

portlet described in ProScan Portlet on page 358. It fquipmen Status  LastRunDate =
catalogs the compliance policy’s history and lists the Y pr———
Equipment scanned, a status icon indicating whether the s De"S“_'__ o w5112 14 P

run discovered equipment in (green) or out (red) of s O 425112 146 P
compliance. If you added equipment to a policy before it

has run, you may also see a Not Executed (blue) status.

Each run date for the policy and equipment combination

selected in the list at the top of the detail panel screen

appears as a row in this panel. You can also see compliance :I
failure messages in OpenManage Network Manager’s audit

trails.

Compliance scans do not stop the first time they fail. They continue so all failures of compliance in
the entire device configuration appear cataloged in the result.
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Each time OpenManage Network Manager executes a compliance policy it stores a history record
in the database. Similarly, edits to these policies update history records. When you edit a
compliance policy to add/remove equipment, OpenManage Network Manager creates or deletes
the corresponding history record. Every time OpenManage Network Manager executes the
compliance policy, it updates the Last Run Date, Status and Details on the history record.

Groups

When you run a ProScan group policy, the history for the group appears in this detail panel just as
it would for a single policy. History concatenates the results of the component policies, as does
reporting. See Compliance and Change Reporting on page 383.

To see the Compliance Policy History, print a Compliance Policy Violation report from Report
Manager.

Creating or Modifying a ProScan Policy

This series of screens lets you configure ProScan policies.

[ General Targets Criteria

General Properties

Hame Juniper recommended Syl ¥ Deseription Juniger recommended

Enabled I~ Sysiog P

Input Source

" Device Backup (= Current Config € Configurstion Label By Date (" Adaptive CLI results

Input source will be the config file from the Current label containing the most recent backup.

|l Save ® Close

This screen has the following tabs:

¢ General
*  Targets
e (riteria
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The Compliance Policy Job Status screen displays progress of a ProScan policy as it executes.

/\  CAUTION:

ProScan works only with text files; it does not work with binary configuration files.

If you have more than one type of device, you must typically have more than one ProScan policy to
address each device type. To run more than one ProScan, so you can address multiple types of
devices, create a ProScan group. See Creating or Modifying ProScan Policy Groups on page 376.

General
This tab has the following fields:

General Properties

Name—A unique identifier for the policy (editable only when you click New, not on existing
policies).

Enabled—Check to enable this policy.

Description—A text description of the policy. This also appears when the policy is listed in the
manager.

Input Source

Use the radio buttons to select a source. Select from among the following options:
Device Backup—Retrieve the configuration from the device and scan it for compliance.
Current Config—The scan the current configuration backed up from the device.

Configuration Label—Select the configuration to run against based on a label. This software
automatically updates the Current label so it points to the most recently backed up
configuration files.

By date—When you click this radio button, you can then select a configuration file backed up
that precedes a specified date most closely in a selector that appears below the radio button.
You can scan even historic configurations for compliance, with the Based on Date field. No
validation ensures this date is the current one.

Adaptive CLI—Select a desired Show Adaptive CLI to scan the target device below the radio
button. The policy configured scans the show results, and that show appears in the Audit
screen.
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Targets

The top of this screen (Current Inherited Targets) displays any targets inherited from already-
configured ProScan Groups. Click Add Targets in the Current Implicit Targets panel at the bottom

to select equipment that are targets to scan with this policy. You can also select listed equipment
click the Remove icon to delete it from the list.

rCurrenl Inherited Targets from Proscan Groups

Hame |

Mo data is avallable to display

’

’Currenl Explicit Targets = Remove All | + AddTargets “
Hame Action |
ERY DellSRMGS0.10.201 167 &

8% DellSR¥220h_166.10.20.1.166 ]
ﬁ Juniperhds-10.125.3.15.10.125.3.15 ]

hﬂ] Save | # Close

K4 NotE:

Use filtering in the subsequent selector screen to make individual selection easier, but do not forget this

is not dynamic selection. You must assign policies whenever your managed environment adds new
equipment.

To provide information for individual policies that are part of groups, this screen displays inherited

group targets grayed out. See Creating or Modifying ProScan Policy Groups on page 376 for more
about groups.
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Criteria

This screen lets you filter configuration files based on text, or Regular Expressions. Click Add to
open an editor line.

[ General Targets Criteria ]
- X
Current Compliance Policy Criteria # Add Criteria |
i Match Any of the following criteria € Match Al of the following criteria
Type | Criteria Action |
contains system { syslog { file messages { any no... _2 é

ol Save | = Close |

This screen ultimately determines whether the configuration file(s) for the selected equipment
complies with the applicable policy. To create a policy, first select whether you want to Match Any

(logical OR), or All (logical AND) of the criteria you configure with the radio buttons at the top of
this screen.

See these sections for more about criteria:
* [Lditing Compliance Policy Criteria
*  Match Regex for each line
¢ Count number of occurrences
* Input Source Grouping
*  Properties
For additional criteria information consult these sections:
*  Create Source Group Criteria
*  Regular Expressions
*  Perl/Java (Groovy) Language Policies
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Editing Compliance Policy Criteria

After clicking Add Criteria, use the pick list on the upper right to select an operation to select a
criteria match type (Contains, Doesn’t contain, [does not| match Regex (sece Regular Expressions
on page 371), [does not| Match Regex for each line, Count number of occurrences, Perl or Java
(Groovy)). Specify the match string or regular expression (Regex) in the text editor below the pick
list.

InpLt Source Properties ]
Select Criteria Match Type | rcontains |
1 system { {b
g sysleg { does not contain
2 file messages {
& any notice:
5 suthorization info: match Regex
& deemon any;:
7 kernel any; does not match F
] srchive size 10m files 5§ no-world-readable;
El 1 match Rege: for
10 file authorization-commands {
11 suthorization any; does not match F
1z interactive-commands any;
13 }
14 file firewall-logs { et
15 firewall any;
1 } Perl
17
1e } ¥ Groovy

« Apply | @ cancel

With the Add Criteria button, you can configure multi-criteria policies with several lines. For

example, configure one saying a maximum of four lines containing name-server can appear
(<5), in any order (Match Regex for each line), and another that says the configuration must

containno ip domain lookup [domain].

Notice the radio buttons Match Any of the following and Match all of the following. Selecting Any
means that if either of the lines matched the policy would succeed. Selecting All says that both
lines must pass before the policy is successful.

For more complex scans, you can also enter Perl or Java (Groovy) language policies. See Perl / Java
(Groovy) Language Policies on page 373 for details about these. The does not operators are just the
negative of the match without does not.

Click the Apply green check button to accept your term, or the Cancel button to abandon your
edits.

You can edit already listed compliance tests by clicking the Edit button (pencil and paper) in the
list row. You can delete them by clicking the Delete button next to the criterion.
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Match Regex for each line

In using this type of term, OpenManage Network Manager processes each line separately,
comparing the input source to the match criteria. This returns a true value only if the criteria find a
match in the source. The order of matching is not important since OpenManage Network Manager
processes cach line separately.

Count number of occurrences

This operator lets you specify a less than,
greater than, or equal mathematical
operator (<, >, =) and a number of lines

InpLt Source Properties

after you PTOVidC Iregex or string criteria .Select Criteria Match Type ~count number of occurences |
with the operator and count value. L bystan
z syslog {
. . . . 2 file messages {
This returns true if the criteria (as a : oy motice;
. & daemon any;
whole) match the input source count and 3 karnel anys _
. . g archive size 10w files & no-world-readable;
operator combination. On the other hand, 2 lile suchorizasisn-counands |
. 11 suthorization any;
for example, if you choose a match 1z | teractivecomasnds sy
criterion that includes =9 lines as the ﬁ :“Efiiéiﬁi‘il;ﬁ?s !
operator, and the scanned configuration q
has ten lines that match, the scan returns
false.

Operator: | Grester than - | Value: 0

Input Source Grouping

Adaptive CLI show commands and ¥ feply || © Concel
configuration files often have repeating
sections or groups of parameters.
OpenManage Network Manager scan configurations by section using Start Criteria and Iind
Criteria Regex group criteria patterns. A configuration can contain multiple start and stops. This is
especially useful when the criteria provided might occur multiple times in the input source but you
want to find only the instances which are preceded by a particular line in the source.
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Click Add new group in the

Input Source panel in the

Criteria editor, and the grouping [ crten | rroere: ]

editor appears. (Click the red © |Input Source Grouping \
icon to the source grouping’s left start at: | 2
to de]ete lt) Start Criteria: Include in source % Exclude from source
. . End at:
Enter the Startlng and endlng End Criteria: Include in source ¢ Exclude from source

regular expressions (Start at /
End at), and elect whether the © Addnew groun
beginning or end of the source
group includes or excludes what
that expression matches. Click « Apply || @ cancel
Apply to accept your edits, or
Cancel to abandon them. You
can create multiple group criteria. OpenManage Network Manager applies the group criteria in
order, from top to bottom.

When you have defined a Start and Stop, OpenManage Network Manager finds the information
between these. OpenManage Network Manager logically extracts the data from the main config
(essentially creating sections) and then does the audit.

For example, if your configuration has one section of router bgp and multiple sections for each bgp
neighbor, you can specify matches within each neighbor. Your policy can audit each router bgp
section and each neighbor within each router bgp.

See Create Source Group Criteria below for an example of how to use these capabilities. Also, see
Regular Expressions below for more about what match criteria are supported.

Properties

Checkboxes on this page configure whether the proscan match is Case Sensitive, or has Multi-Line
Support. By default they are disabled. Check to enable them.

x How To:

Create Source Group Criteria

Here is an example of how you can use source group criteria. Suppose you want to scan for the
following text:

neighbor 2.3.4.5 activate

neighbor 2.3.4.5 route-map allanRMO1
This is within the following configuration:

router ospf 888

log-adjacency-changes
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redistribute bgp 88 metric 10010 metric-type 1 subnets tag 334 route-map
allanRM02

network 2.3.4.0 0.0.0.255 area 123
network 2.3.5.0 0.0.0.255 area 124
network 2.3.6.0 0.0.0.255 area 125
!
router isis

!
router rip

version 2

network 175.92.0.0

no auto-summary

!
address-family ipv4 vrf VPN_PE_A
no auto-summary

no synchronization
exit-address-family

!
router bgp 88

bgp log-neighbor-changes

neighbor 2.3.4.5 remote-as 22
neighbor description "This is Test"
neighbor test-parameter xxx
neighbor 4.5.6.7 remote-as 66
neighbor description "This is Test"
neighbor test-parameter xxx

!

address-family ipvé

redistribute connected route-map map-12
redistribute static route-map hjlhjhjhjk

redistribute ospf 888 metric 500 match internal external 2 nssa-external 1
nssa-external 2 route-map allanRM03

neighbor 2.3.4.5 activate
neighbor 2.3.4.5 route-map allanRM01l in
neighbor 4.5.6.7 activate

neighbor 4.5.6.7 route-map allanRM02 in
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default-information originate
no auto-summary

no synchronization
exit-address-family

1

address-family ipv4 vrf VPN_PE_A

redistribute ospf 10 vrf VPN_PE_A match internal external 1 external 2

no auto-summary
no synchronization

exit-address-family

In addition, within this configuration, you want to check if the target lines are present under each
address-family in the router bgp section. To scan for this, follow these steps:

1 Seclect the Match All of the following radio button and enter both of the above lines as match
criteria. Select the Config lerm as match Regex for each line, so the order in which these lines

appears does not matter.

2 Add a source group criterion to search for a section that begins with “routers bgp”—in regex:
routers\sbgp. No end match criterion is needed. Click Apply.

3 Click Add to make another criterion. This time, the start is address-family\s, and the

end is exit-address-£family. Click Apply.

4 You should see both criteria listed in the editor

".Current Compliance Policy Criteria

# Add Criteria

" Match Any of the following criteria  F Match A1 of the following criteria

| Type Criteria
match Regex for each line routerss bop

match Regex for each line

Action

5 Applying the first group criterion finds the match (underlined) in the following:

router bgp 88

bgp log-neighbor-changes

neighbor 2.3.4.5 remote-as 22
neighbor description "This is Test"
neighbor test-parameter xxx
neighbor 4.5.6.7 remote-as 66
neighbor description "This is Test"

neighbor test-parameter xxx
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address-family ipv4
redistribute connected route-map map-12
redistribute static route-map hjlhjhjhjk

redistribute ospf 888 metric 500 match internal external 2 nssa-external 1
nssa-external 2 route-map allanRM03

neighbor 2.3.4.5 activate

neighbor 2.3.4.5 route-map allanRM01 in

neighbor 4.5.6.7 activate
neighbor 4.5.6.7 route-map allanRM02 in
default-information originate
no auto-summary
no synchronization
exit-address-family
!
address-family ipv4 vrf VPN_PE_A
redistribute ospf 10 vrf VPN_PE_A match internal external 1 external 2
no auto-summary
no synchronization
exit-address-family
!
6 Applying the second group criterion on the above result divides the source:

Source 1:

address-family ipv4
redistribute connected route-map map-12
redistribute static route-map hjlhjhjhjk

redistribute ospf 888 metric 500 match internal external 2 nssa-external 1
nssa-external 2 route-map allanRM03

neighbor 2.3.4.5 activate

neighbor 2.3.4.5 route-map allanRM01l in

neighbor 4.5.6.7 activate

neighbor 4.5.6.7 route-map allanRM02 in
default-information originate

no auto-summary

no synchronization

exit-address-family
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Source 2:

address-family ipv4 vrf VPN_PE_A
redistribute ospf 10 vrf VPN_PE_A match internal external 1 external 2
no auto-summary
no synchronization
exit-address-family
This creates two sources sections.
7 Now OpenManage Network Manager applies the regex in the criteria field to each of the
sources. It returns true only if both sources pass (we selected the Match All radio button). In

this case “Source 2" does not have those lines, so OpenManage Network Manager returns a
false value.

8 The error details appear in the audit trail panel.

Regular Expressions

The following table outlines standard, supported regular expressions.

Label Pattern

Single digit \d

Two digits \d{2}

Three digits \d{3}

Four digits \d{4}

Five digits \d{5}

Number [0-9]4+ One or more
[0-9]* Zero or more

Decimal .10-9]+

Float [0-9]+.[0-9]+

IP Address (\d{1,3}.){3"d{1,3}

IP Address/Mask |(\d{1,3}.){31\d{1,3}Ad+

Domestic phone
number with

I2PASATAC([T-9NILZ )N 2N\ ([0-9143 F) [\s\-W.] * ([09]{4}) [\s\-V
\.x]*([0-9]{3,4})?

extension

MAC Address ([0-9a-fA-F]{1,2}:){5}[0-9a-fA-F]{1,2}
MAC Address ([0-9a-fA-F]{1,2}.){5}[0-9a-fA-F]{1,2}
MIB2 OID (13.6.1.6.1.2.1.0d+\) +\d)

Enterprise OID | (1.3.6.1.4.1.(\d+\.) +\d)

Time [ 1]{0-3]:{0-5][0-9]:[0-5][0-9]

All
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Label Pattern

Ending Number [\d+$

Character \w

Word \w+ One or more.

\w* Zero or more.
Whitespace \s+One or more.
\s* Zero or more.
String w/o space  |\S+One or more.

\S* Zero or more.

New Line \n
FormFeed \f
Tab \t
Carriage Return  |\r
Backspace \b
Escape \e
Backslash \B
URL (2: ") (http| ftp | mailto): (2://) 2 (\w+ (2:[\:@\w+) *?) (?:/

[ @) ([~ "]2) (22 ([\2"]72))2(2:5 ")
HTML Tag <(WH) [~ >]77>(F7) <Al>

Here are some examples of such expressions:

Label Pattern

Email address (U.S.) ™ [A-Za-20-9._%+-]1+@|A-Za-z0-9.-] +\.[A-Za-
2]{2,4}$

MAC Address ([0-9a-fA-F]{1,2}:){5}[0-9a-fA-F]{1,2}

Time hh:mm:ss (0[0-9]|1[0-2]):[0-5][0-9]:[0-5][0-9]

IP Address (\d{1,3}.) (3Nd{1,3}

(

Validated IP Address (restricts what matches 25[0-5]]2[0-4][0-9] | [01]2[0-9][0-92])\.(25]0-
better than the previous example) 5] |Z [0-4] 4 [0-9]][01]2[0-9][0-9?])\.(25]0- ] |2[0-
41[0-91|[01]2[0-9][0-92))\.(25[0-5] | 2[0-
911101]2[0-9][0-9]7)
1

MIB2 OID (12.6.1.6.1.2.1.0d+\) +\d

The following are examples of the kinds of matching possible:

/\  CAUTION:

Cutting and pasting from notepad into OpenManage Network Manager may cause carriage return or
line-feed issues. Best practice is to compose these within OpenManage Network Manager.

372 | ProScan Portlet | Change Management/ ProScan



Perl / Java (Groovy) Language Policies

In addition to regular expressions, you can enter Config Terms that use either Perl or Java (Groovy)
language capabilities for scans. The following sections describe these.

e Perl

* Java (Groovy)
These scans are compiled at runtime, and the Java scan uses the Groovy libraries, included with
OpenManage Network Manager. As always, you must install Perl on Windows application servers if

you want to use that type of Config Term (it typically comes with other supported operating
systems).

Perl

When you select Perl as the type of Config term, an editor appears that lets you enter Perl scans.

Criteria Input Source Properties ]

Select Criteria Match Type Perl |

Usge the following perl variable for input source: finput_source

Please use the

ing to indicate liant) or failure (out of compliance):
print{*Success’)
print{Failure - <failure details>")

1 if(sinput_source =~ n/shutdowm){
z printT"Success") ;

3

4 elsif(finput_source =~ n/description/}{
5 print("Success");

&}

7 else

g

E} print {"Failure - no description found")
o

10 4

o Apply ® cancel

As the screen says $input_source is what the code scans. The following is example of the type
of Perl you can enter that scans for contents like description in shut down interfaces, and prints
output “Success” visible in the Audit viewer when it finds a matching term like description in
whatever source you select:

if ($Sinput_source =~ m/shutdown/) {

print ("Success") ;

}

elsif ($input_source =~ m/description/) {
print ("Success") ;

}
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else

print ("Failure - no description found");
}

Notice that you can also combine these scans with the Edit Source Group Criteria regular
expressions to streamline them.

Java (Groovy)

When you select Groovy as the type of Config term, an editor appears that lets you enter that type
of scans.

Input Source Properties J

Select Criteria Match Type ~Groouy

public class ProscanGroovy implements I1GroovyCommon {

/i Method should return "Success’ or ‘Failure - <failure details>' result.

public String valid(String input) {
if{input.contains{'shutdewn") || input.contains("description’))
) return "Success";

else

return "Failure - no description found";

@ i

o Apply | @ cancel

As the screen says this implements ProScanGroovy or Groovy Java classes. The method should
return ‘Success or ‘Failure - results, and assumes public String validate (String
input) { precedes what you enter in the text editor. The following is example of the type of Java
code you can enter that scans for contents like description in shut down interfaces, and prints
output “Success” visible in the Audit viewer when it finds a matching term like description in
whatever source you select:

if (input.contains ("shutdown") || input.contains("description"))
{
return "Success";
}
else
{
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return "Failure - no description found";

@ NOTICE

Notice that you can also combine these scans with the Edit Source Group Criteria regular expressions to
streamline them.

Click Save to preserve the policy you have configured in these screens, or click Close (in the tool
bar) to abandon your edits.

Compliance Policy Job Status

This screen displays the progress of compliance scanning you have configured.

(=) w Starting ProScsn policy 'Metgearvolvering'
@ E:’ Executing policy against device MetgearGSM7T252PS-1_9.101254.9'
(=} a Configuration file not compliant sgainst policy MNetgearWolvering'
Q/ Following Config Term not satisfied: "Config Term does not contain welverine "Please click

/A Mo proscan policies have target grouprs)

U | 2 | (O 0ai27A 1 11244 A €3 Failure

-
Failed Instance #1: j
Source :

'Current Configuration:

'ISyst.em Description "GS]{TZSZFiS - 48-Port GE LZ+ Managed Stackable PoE 57
4 »

® Close

You can the revisit history of this policy’s use in the Audit portlet (see Audit Trail Portlet on page
116). Select an audit trail in this portlet to review details.

When you see the Success indicator, then the scanned item is compliant. If you
also see a warning message that no policies have target groups, this does not have
an impact on compliance.

'&' Success

When you see the Failure indicator, then the scanned item is Not compliant. Select :
the “Following Config Term not satisfied” message to sce the contents of the failed & Faiure
file at the bottom of this screen.

Executing Proscan policies may trigger a benign warning that “No proscan policies have target
group(s).” You can safely ignore this warning message.

The advantage of selecting dynamic device groups is that newly discovered devices of the selected
type automatically become members of the group, so ProScan scans them too.
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Creating or Modifying ProScan Policy Groups

When you create or modify a ProScan Policy Group after right-clicking New > Group or Open
when you have selected a group, the ProScan Policy Group editor appears.

(General Properties

Hame TestGroup e Description This is a Test

Enabled =

Grouped Policies % Add Policies
Hame Action

Juniper SMMP community MNOT private

&
.L_ Juniper ShMP community MOT public

L

Grouped Targets + Add Targets |

Hame Action

L5 Juniperts-10128315.10.128 315

&k Juniper?300-16 10,128 3 16

| Save ‘ ® Close |

This has the following to configure:
Name—A text identifier for the group.
Enabled—Check to enable this grouping.

Grouped Policies —Click Add Policy to select ProScan policies in a selector screen. Click the
Remove icon to delete a selected policy. You can use individual policies in several groups.
Individual policies that are part of groups display inherited group targets grayed out.

Grouped Targets—Click Add Targets to select targets for the scans.

Executing a group executes all the member policies and update the history records of the group and
member policies. Any policy execution also update its parent group history records.
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Change Determination Process

If you run the Change Determination (CD) Process, it collects all the configuration changes that
occurred on the target resources since the last time the CD process ran. It also associates these
changes with the date and time when the CD process runs. After running CD, you can then
produce a report (see Compliance and Change Reporting on page 383), outlining all such changes
by date and time. This report comes seeded with installation.

Dell OpenManage Network Manager stores incremental changes as RedcellConfigChangeRecords
by device/timestamp. The ConfigChangeRecordsDAP Database Aging Policy (DAP) manages how
long the OpenManage Network Manager database retains these records. This DAP’s default setting
stores incremental records for 30 days, then archives or purges them. Reporting shows only records
in the database; therefore, by default, the Configuration Change Report shows only resource
changes made in the last 30 days, but no older. Change this default by changing the number of days
to retain such records with the DAP.

The next section describes Change Determination Process Workflow.

Change Determination Process | Change Management/ProScan | 377



Change Determination Process Workflow

Change Manager seeds Change Determination Process and ProScan group operations. You can
configure this to run on groups of your choosing if you create a new Change Determination Process

group operation.
Initiate Change
Determination

Back up device con-
fig and add it to
label: Change
Determination

v

Check config
changed flag

Yes No

Is there a
configuration
change?

Compare configura-
tion labels -
“Change Determina-
tion” and “Current”

-

Make equipment
change diff records
for later reporting

Copy the config in
the Change Determi-
nation label to the
Current label

'

Reset config
changed flag

End Change
Determination

This process records what is removed, updated or added since it last ran on a scanned device’s
configuration. If you run the Change Determination Process, it first backs up the devices’
configuration(s), and stores those with the Change Determination label.
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Change Determination Process then looks for Config Changed Flags, and if it finds such flags,
indicating a change occurred on the device and/or Change Determination has not run on it, the
process then compares the device’s changed configuration (in the Change Determination label) to
the one in the Current label, storing the difference for future reporting.

At its end, the Change Determination Process re-labels the configuration with the Change
Determination label to the Current label, and it un-sets the Config Changed Flag on scanned
resources so the flag will not signal change occurred when Change Determination runs again.

After running the Change Determination Process, you can run the Configuration Change report to
display what changed for a defined period. The contents of that report depends on the report filter,
and the specified period. This report lists changed attributes in the configurations.

Triggering Change Management and ProScan

To trigger the Change Management for a device, right-click it in the Managed Resources portlet
and select Change Management > Change Determination. You can also schedule Change
Determination to run repeatedly, on regular intervals in the Schedules portlet.

You can similarly trigger ProScan by right-clicking a device, and selecting Change Management >
Execute ProScan or Execute ProScan Policy. The former execute all policies connected with the
selected device, while the latter allows you to select policy (or policies) to run. Creating a ProScan
Group, lets you run all ProScan policies for each device within the selected group, scanning groups
even if they consist of devices from different vendors. In ProScan, you can scan device
configurations (of specified labels) or Adaptive CLI command output. (See How to: Use ProScan /
Change Management on page 355).

% How To:

Run the Change Determination Process

The following describes an exercise for the Change Determination process based on manually
running it. To run the process as a response to events devices must transmit traps to OpenManage
Network Manager. The next sections describe using Change Determination in the following ways:

* Change Determination Confirmation
*  Lvent/Itap-Based Change Determination

Change Determination Confirmation
The following steps confirm change determination is working.

1 Initialize the Change Determination Report and let it do a configuration backup. The first
time this runs, Dell OpenManage Network Manager creates no diffs. It just initializes the
Change Determination label.

2 Ldit a configuration to make a change. For example, make a change in a device you have
discovered. One benign change is to add a contact or a description to an interface.
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3 Restore it to the device.

4 Execute the Change Determination process on the device by right-clicking it in the Managed

Resources Portlet, and selecting Change Management > Change Determination.

This then backs up the device, compares the original and altered configurations, and writes
the difference to report later (see How to: Report on Change Determination on page 385 for

the steps to run the report to see such changes).

Since we have initialized the report in step 1, the updated report shows the changes made to

the config file.

Dorado

Created By: admin

Filter Summary: Match AN of the followin

Configuration Change Report
Default Inventory Report containing the Configuration changes to the Devices in the Inventory.

Run At: Thu Oct 13 14:20:25 PDT 2011 Data Coliacted: Thu Oct 13 14:20:28 PDT 2011

g: Type in Config Change, Equipment Configurstion Changs for Equigment Group: All Devicss

Thu, 13 Oct 2011 14:29:25 Page: 1 of 42
Name IP Address Change Date Chsnged By  ChangesiRemaoved Added
JuniperMs- 10.128.3.15 101311 1:31 PM QWSystam 1#8 Last changed: 1000-08-02 1 ## Last changed: 1909-00-05
10.128.3.15.10.128.3. 14:13:15 POT 15:18:00 POT
15 60 connection-limit 10; ] eonnection-limit 15;
104 108 =00ing;
105 unito; 105 encapsulaton vian-cec
301 encacaulation vian-vpls; 108 wnn0{
302 bandwidth 98k; 107 vian-id 1;
3 bandwidth 200, 108 family inet {
400 unit 200 { 100 ‘addresa 1.1.1.1/32;
402 wian-id 200; 110
404 unitS1 111
406 bandwidth 300, 119 deacription “xe-0/0/3 wnit
407 wian-id §12; 1011 used";
456 comm: ke { 182 etz
450 community tegt { 163 vian-id 12,
1421 bgpVplei-aspdint 1-ns? { 184 famlly inet {
1423 Interface xe-0/0/5.512; 165 ‘addresa 1.1.1.3/32;
1424 routediatinguisher 188
0070:11; 167 }
1425 | wiiergettargetBOT0:10; 170 famlly inet {
1429 &, 17 addresa 1.1.1.4/32;
1432 30, 172 1
1434 mectsble-aging-time 183 unit 17
20; 181 vlan-id 17;
1438 st bgpVplsi- 182
seoihli-nal_stel | 188 unit22]
1438 active-interface 187 vlan-id 22;
primary xe-0/0/5.512; 188
1440 interface xe-0/0/8. 188 unit 23 {

Thu, 13 Oct 2011 14:29:25

Page: 1 of 42

5 Repeat step 2 through 5

o

NOTICE

Best practice in production is to schedule a recurring run for Change Determination in the Schedules
portlet. Notice that you can also disseminate the report by e-mail, or view previous reports in the web

if you like after you have made further changes.

client, as described in the Reports portion of the User Guide.

Event/Trap-Based Change Determination

The following steps to trigger Change Determination based on events received by OpenManage

Network Manager. Your devices must transmit traps to the OpenManage Network Manager
installation, and must emit traps when changes occur, or this does not work.
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Back up the configuration file for a device you have discovered.

Make a change to that device with the Managed Resources editor, or from a Direct Access
command line.

Such changes make the device emit an event that may have further consequences. For
example, for Juniper devices, the Juniper JUNOS Configuration Changed event is a
correlation event.

To provite a response (and to normalize the emitted event), create an automation rule that
emits a redcell1EquipmentConfigChangeNotification event when Dell
OpenManage Network Manager receives creates a event in response to events like the
jnxCmCfgChange event that occurs when Juniper devices change.

Create a rule to respond to redcellEquipmentConfigChangeNotification by
running the Change Determination process. You do not have to back up the configuration
after the change. See How to: Create Event Processing Rules to Trigger Change
Determination Process below.

To see the change itself, run the Change Determination Report (see Compliance and Change
Reporting on page 383 and How to: Report on Change Determination on page 385). The
report displays the changes made.

% How To:

Create Event Processing Rules to Trigger Change Determination Process

This exercise creates an Event Processing rule that has Change Determination respond to an event.
The steps to configure such an event processing rule are as follows:

1

Create a new event processing rule by right-clicking in Event Processing Rules > New > Post
Processing rule in the Event Processing Rule portlet.

Enter the name in the field labeled Name. (Example: Update Contig Change Flag)
Click Next to go to the Filter tab.

For the Specify Events panel, click on the Add button to select the event to which this rule
responds. A selector listing available events appears.

@ NOTICE

Notice you can limit the selector’s displayed events by entering text in the filter at the top of the selector
screen.

In the selector, click the event definition (here:
redcellEquipmentConfigChangeNotification), and confirm your selection.

Click Done to accept the Event(s) you have configured.
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7 Notice you can further filter which events this rule responds to with the lowest panel in this
screen’s Filter Conditions panel by clicking Add Filter. For example, you could create a rule
that responds only to events from a particular IP address. For now, we will not configure
additional filters.

8 Click Next to open the Actions tab.

9  Click Add Action, and click the Custom action alternative, then click Keyword Search and
select Change Determination. That action appears in the drop-down combo box. Notice you
can also select a target in the action selector. By not selecting one, we run change
determination against all Managed Equipment.

10 Click Apply and view the Change Determination action listed in the Actions screen.

[ General Filtering J
Specify Actions wAdd Action || Remove All
Type Description Target Entity Type Action |
{50 Change Determination Wil run Change Determination sgainst the specified tar. Managed Equipment 14 ;
+ Previous Ln] Save @ Cancel

Notice that you can add more actions, and edit or delete existing ones with the icons to the
right. Click Apply once you have selected Change Determination.

11 Click Save to preserve this event processing rule. The rule should now respond to the
configured event, triggering the action you configured.

K nNotE:

Backup and Change Determination automates backing up target devices.

Also: Change Determination’s current default is to compare files even if the “Config Change” flag has not
been modified. See the OpenManage Network Manager User Guide for instructions about how to
change this default.

Change Determination Defaults

By default, Change Determination can run against all devices without requiring the config change
update flag be set or updated based on events tied to the Update Config Change Flag event
processing rule/action.
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To disable the manual run-ability of the Change Determination process, uncomment the property
in \owareapps\changemgmt\1lib\cm.properties (or add it to
\owareapps\installprops\lib\installed.properties).

FHEHFH AR R

# Change Determination Flag

# Allows system to be flagged to only run

# change determination against devices we

# have received Config Change Event for.

# Default Behavior is to run change determination

# for All targets (the same as setting the below property = false)

#com.dorado .changemgmt . change.determination.require.config.events=true

Compliance and Change Reporting

The Compliance Policy Violation report is seeded when you have ProScan / Change Management
in Dell OpenManage Network Manager. Inventory Compliance Attributes for reporting can also
appear in report templates when you install ProScan. These report in-compliance or out-of-
compliance, the last compliance date (when last compliant or not compliant), last config date
(when configuration last changed), last checked date (when change was last determined).
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You can also run the Change Determination Report that displays changes made to configurations.

: ; AT T LT LA T oA T L Tt SR T RN I e Tt
= -
E} (% | I | ) T |54.9% . ‘ IZ‘ i Comment @ Share
dUr?‘-‘C_{Q Configuration Change Report
é Default v Report ing the C: ion changes to the Devices in the Inventory.
Created By: admin Run At Mon Apr 15 10:33:42 PDT 2011 Data Collected: Mon Apr 15 10:38:41 PDT 2011
ﬁ Filter Summary: Match All of the following: Type In Config Change, Equipment Configuration Change for Equipment Group: All Deviges.
Mon, 18 Apr 2011 10:38:42 Page  1of 1
Name IP Address Change Date Changed By _Changes/Removed Added
Junti8-test. 182.168.1.118 42108 250 AM admin Equipment General configur ation
122.188.1.118 changed
JunttB-test 1E2.168.1.118 42M08 1000 AM  admin Equipment Location corfiguratian
152.188.1.118 changed
Juntte-test: 162.168.1.118 42008 1000AM  admin Equipment Location configuratian
192.188.1.118 changed
Juniia-test 182.188.1.118 42M02 1001AM  admin 1## Last changed: 190505-14 20:64: 1 ## Last changec
192.188.1.118 25PDT 35PDT
20 location postakcode DO568:; 20 location post
181 deseription testing; 161 descripti

There are 4 records onthisreport

See Reports on page 231 for more about reporting capabilities.

The Change Determination Report report displays detected changes based on a configuration
change flag set when OpenManage Network Manager detects a change made to the device. To
successfully execute this report, you must enable a scheduled Change Determination Process. The
process must run before the reports has any contents. To run the process, go to the Schedules
portlet, and schedule that change determination process.

Reporting Limitations

The Configuration Change Report only reports on incremental configuration changes discovered
in the CD process. Simply making changes to configurations and backing them up in OpenManage
Network Manager does not ensure these appear in Configuration Change Reports. They appear in
reports only after running the CD process.
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The Configuration Change Report includes a Filter that you can alter at runtime. By default, the
report filters on Type only. If you want more filter criteria—Tlike device IP, and/or date ranges—you
must edit the Report filter. To edit the filter, in the Reports manager, right click the Configuration

Change Report, and select Open, then edit the filter in the Filter screen by selecting that node on
the left.

@ NOTICE

A recommended best practice is to execute the CD process as an operation run against multiple
resources following a scheduled group backup of these resources. If you run backups every day, the
Configuration Change Reportthen shows the daily changes, until they are purged from the database.

The application stores the specifics of what changed for future reporting.

% How To:

Report on Change Determination
Follow these steps to produce regular change determination reports:

1 First, insure the devices you want to scan are discovered, and send change notifications to the
application server.

Check your vendor’s manuals to determine how to forward configuration change information
to Dell OpenManage Network Manager for your system.

2 When Dell OpenManage Network Manager receives a configuration change notification, the
device transmits an event to the OpenManage Network Manager mediation server. When
received, this event automatically generates an event called OpenManage Network
ManagerEquipmentConfigChangeNotification. Event history displays that notification.

e # | W@ | i Filter: o ‘ User Fiiter ;I @ Advanced L8] Ouick Search Ln] Export
m |: %] | Event MName ;I | is ;I inxCmCigChange @ ]  Go [ Save As ]
o & Reset
Receive Time > Entity Hame Event Hame Entity Type Device IP Message Protocol
i) 0472811 01:26:25 PM ﬂ DellSRX210POEAD.2 | inxCmCigChange Managed Equipmer | 10201157 Config changed by admin ShPy2
o 0472811 01:26:25 PM ﬁ DellSRR210POEAD.2  inxCmCigChange Managed Equipmer 10201157 Contig changed by admin ShMPy
o 04,2811 01:21:15 PM ﬁ DellSRE210POEA02 | inxCmCigChange Managed Equipmer | 10201 157 Config changed by admin SMMP1

3 When OpenManage Network Manager receives the OpenManage Network
ManagerEquipmentConfigChangeNotification event, it can initiate (if enabled) an event
processing rule called Configuration Change.

This processing rule triggers a flag in the OpenManage Network Manager database saying a
change has occurred in the device’s configuration and that OpenManage Network Manager
should run change determination against the device when requested.

Compliance and Change Reporting | Change Management/ ProScan
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4 When you run OpenManage Network Manager’s change determination process, it reviews the
flag setting in the database and backs up a managed device if the flag indicates a change. This
backup updates the OpenManage Network Manager system label Current which is then
compared to the OpenManage Network Manager system Change Determination label.
OpenManage Network Manager then writes the differences between the two labelled
configurations to its database, where it is available for reporting purposes.

5 Once this occurs, the Change Determination label moves to point to the same configuration
which is reflected by the Current label.

6 The report which can run to display these changes is OpenManage Network Manager’s
Configuration Change Report. It displays the name of the device in question, the IP address,
date/time of change, who made the change, what was removed and what was added. You can
schedule this report to run immediately after an Change Determination process too, so you
can capture a history of changes.
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Storage Arrays

This chapter describes Storage Arrays as they appears in Dell OpenManage Network Manager’s web
portal. These appear in the portlet described in Managed Resources on page 195, as well as the
Storage Array Portlet, which offers storage-array-specific capabilities. The following sections
describe these capabilities.

Storage arrays appear in the Storage Array Portlet when they are discovered. See Resource
Discovery on page 180 for a description of that process.

Storage Array Portlet

This portlet lets you manage storage arrays on your network.

L% storage Arrays F o+ X

‘ (7] Pl i Search ‘

| HNetwork Status Equipment Hame ~ IP Address  Vendor Total Capacity (GB) |

@ oriline NG_NAS_151012812.15 101281215 [ netear 4555

The summary portlet displays columns describing the listed arrays’ Status, Equipment Name, IP
Address, Vendor, and Capacity.

The following menu items are available from right-clicking in the portlet:

Edit—Select from the General, Authentication or Management Interface editors in the sub-
menu. For information about the last two, see Managed Resources on page 195.

Details—This opens a screen for the selected storage array like the one described in Equipment
Details on page 210.

Resync—Updates Dell OpenManage Network Manager with the latest information from the
device.

Delete—Remove the sclected service array from the list.

Storage Array Portlet | Storage Arrays |
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Show Key Metrics— Displays the key metrics for the selected array.

Audit Trail—Displays the audit trails for the selected storage array, as described in Audit Trail /
Jobs Screen on page 114.

For additional information, you can click the plus in the upper right corner of this portlet to see the
Storage Array Portlet Expanded.

@ NOTICE

Storage arrays also appear in the Managed Resources portlet.

Storage Array Portlet Expanded

The expanded portlet displays additional information about discovered storage arrays.

_f Storage Arrays <a Return to previous

9 f‘ | i Filter: @ | Detautt Storage Areay Fiter ;I @ Advanced (¥ Quick Search Ln] Export
HNetwork Status E(|ui|1ment‘ IP Address Vendor Model Equipment | Firmware Software Total Assigned Allocated
Hame Type Version Version Capacity Capacity Capacity
(GEB) {GE} {GB}
MNG_MAS_15.10 1012581215 m Metgear ReadyMNAS Pro Storage Arrsy  RalDiator 4.2.1¢ 4655 as as
0 item(s) returned
) widgets
) Reference Tree Storage Array Capacity Disk Groups and Virtual Disks
G_NAS_15101261215 Total Capacity: 544.932 GB RAID Group Ham« RAID Type Virtual Diske™—]
© [EEnciosures Category: | Tatal ~] sub spiit:[Total “alume © RAID Level 5 “alume ©
& Buipment to Contact wolume D RAID Level 1 wolume D
@ Equipment to Location “olume E RAID Level 6 “olume E
Y Eouipment to Vendor Inassigned —,
© BB RaiuGroups
— Assigned
) Summary
ﬂ Storage Array Configuration - —
{0) Hosts Access and Ports 4 | 3| =

The expanded portlet adds columns for Firmware Version, Software Version, Total Capacity (GB),
Assigned Capacity (GB), Allocated Capacity (GB), and Exposed Capacity (GB).

This screen also contains several Snap panels that contain information about the listed array you
select. The first four are visible when you click their labels on the left of the screen.

e Reference Tree
*  Summary

*  Storage Array Configuration
*  Host Access and Ports
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*  Storage Array Capacity
*  Disk Groups and Virtual Disks

Reference Tree

This panel displays the array’s connection to various components like Enclosures (including fans,
power supplies, controllers and disk drives), Contacts, Locations, Vendors, Raid Groups,
Authentications, and monitors. You can right-click some of the reference tree items to edit or
otherwise act on them.

Summary
This panel displays the following information about the selected array:
STATUS —Whether the array is online.

DATA PROTECTION TYPES—The data protection types on the array. For example, the RAID
type.

PROTOCOL—The protocol to communicate with this array.

CLONING OPTION—Whether the array is cloned or not.

SNAP SHOT OPTION—Whether the array has a snap shot or not.

Storage Array Configuration

This panel displays the following information about the selected array:
CONTROLLERS—A count of the array’s controllers.

MAX CONTROLLERS—The array’s maximum number controllers.
ENCLOSURES— A count of the array’s enclosures.

ENCLOSURES SUPPORTED — The number of enclosures supported.
PHYSICAL DISKS—A count of the array’s physical disks.

MAX DRIVES—The number of physical disks this array can support.
DRIVE TYPES—The types of drives in the array (SATA, USB, and so on).
VIRTUAL DISKS—A count of the array’s virtual disks.

MAX VIRTUAL DISKS— How many virtual disks the array can support.

Host Access and Ports

This panel displays the following information about the selected array:

CONFIGURED HOSTS—The hosts configured for the array.

MAX CONFIGURED HOSTS—The maximum number of configured hosts the array supports.

HOSTS TO VIRTUAL DISK MAPPINGS—Connections between virtual disks and configured
hosts.

Storage Array Portlet | Storage Arrays
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PORTS—The number of ports within the array.

MAX PORTS—The maximum number of ports the array supports.
PORT TYPES—The type of ports the array supports (Ethernet iSCSCI, and so on).

Storage Array Capacity

This panel displays a graph and the following information about the selected array:
Total Capacity—The array’s total capacity.

The following fields do not appear for all devices.

Category— Select the category of storage displayed in the graph. These include Total, Assigned,
Allocated, Unexposed.

Sub Split—Options include Total, Assigned, Allocated and Unexposed.
Hover the cursor over the graph to see the GB and percentage of the segment(s) displayed.

Disk Groups and Virtual Disks

This displays the disk groups and virtual disks for the selected array. This lists the RAID Group
Name, the RAID Type, and its Virtual Disk.
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General

This editor lets you configure general features of discovered storage arrays.

[ General Details

Equipment Hame MNG_MAS 15101281215 r
Vendor m Metgesr ¥ =
Location Unknown @ =
Contact 2] roct | & | =
Equipment lcon com.dorado.devicedriver storage images. sa.gif ;I
Model ReadyMAS Pro
Last Modified SI2501 451 PM
Discovery Date Si24M1 8:51 AM ‘ﬂ
\

JEquipmenl Details

IP Address m . 128 . 12 . 15

DHS Hostname

Firmware Version RA&Distor 4215
Hardware Version

Model ReadyNAS Pro
Serial Humber 20518CRTO003C

Software Version

Manage By Hostname |
Equipment Type Storage Array ;I
Lﬂ] Save ‘ ® Close

This screen has the following fields:

General Details
Equipment Name—The identifier for the array.

Vendor—The brand of the array. Use the + or - buttons to select this if discovery did not
automatically populate this field.

Location—The location of the array. Use the + or - buttons to select this if discovery did not
automatically populate this field. See Locations on page 171 for information about
configuring locations.

Contact—The contact for the array. Use the + or - buttons to select this if discovery did not
automatically populate this field. See Contacts on page 169 for information about
configuring contacts.

Equipment Icon—The icon that appears in the portlet.
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Model—The model of the array.
Last Modified—The date this array was last modified.

Discovery Date—The date this array was discovered.

Equipment Details / Properties

IP Address—The IP address for the array.

DNS Hostname—The DNS host for the array.

Firmware Version—The firmware version for the array.

Hardware Version—The hardware version for the array.

Model—The model of the array.

Serial Number—The serial number of the array.

Software Version— The software version for the array.

Manage By Hostname—Check to manage by hostname rather than IP address.

Equipment Type—The software version for the array.

Equipment Details / Settings

Equipment Details

Properties m

System Object Id 1.36.1.41.8072 3.2 10 ReadyMASPro
Date created 0572472011 0851

Creator netgear

Install Date

Administrative State Mot Determined =
Operational State Mot Determined |
Hotes

This tab has the following fields:
System Object Id—The Sys object ID of the array.

Date Created—The date the Dell OpenManage Network Manager record for the array was
created.

Creator—The logged in user who created the record for the array.
Install Date—The date the array was installed.

Administrative State—The administrative state of the array (Not Determined, Unlocked, Locked,
Shutting Down).
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Operational State—The operational state of the array (Not Determined, Enabled, Active, Busy,
Disabled).

Notes— Enter text to describe the array here.
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Actions and Adaptive CLI

The Actions Manager lets you manage actions like enabling monitors, file backups, resyncs and so
on. These actions are typically limited in scope, and not that complex. On the other hand, it also

manages Adaptive CLI (command-line interface) commands to run against devices which can be
complex.

These commands amount to “mini-scripts” to query and configure those devices. In it, you can
create commands to run against devices after the device driver has opened a connection to the
devices. The driver handles logins, and general connection management. You can even initiate
these actions with the application’s actions that target groups (see Discover Links for a Group of
Devices, for example)—although if you delete a target group, such operations fail. Many drivers
seed pre-configured command that appear listed when you first open this manager. For a brief
overview of creating and using these, see How to: Create Adaptive CLI Examples on page 421.

Adaptive CLI's Attributes capabilities let you insert variables in scripts. See Attributes on page 404
for the details. You can also assemble configurations made here as component Tasks to execute
with other component Tasks. You can even use this capability to include Perls scripts within
OpenManage Network Manager. See Perl Scripts on page 420.

@ NOTICE

You can have Actions maintain lists like ACLs, and when these change, in the Adaptive CLI script, push
the updated list out to the appropriate devices.

Adaptive CLI commands let you map several vendor-specific commands to a single action, so you
could, for example, query two types of devices throughout the network for their MAC addresses
with a single action. Adaptive CLI actions can also help you debug more complex scripts that either
query or configure devices.

The Adaptive CLI manager displays a list of Configure and Show commands (the Command Iype) witha Name,
Description and the Last Run Date. You can filter what appears in this manager with the fields at its top.

E4 NoTE:

The contents of the Action Portlet vary, depending on the various options you have installed.

/\  CAUTION:

Particularly for Adaptive CLI, and possibly for other Dell OpenManage Network Manager capabilities, the
level of access to devices must match the desired effect. If Dell OpenManage Network Manager’s login
to a device permits only read access, then Adaptive CLI configuration commands which require write
capabilities will not be effective.

| Actions and Adaptive CLI |
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Using Adaptive CLI

You can quickly take a set of commands or configuration file snippet from a device, copy it directly
into the Script editor, mark it up, and save it as a working CLL.

When using the CLI Format, The Adaptive CLI tool will prompt you to create new attributes
based upon your script markup. This lets you quickly create a script and schema to create an ACLI
If you have attributes that are mainly simple String attributes, this is a very quick and automated
approach.

Using Perl in Adaptive CLI

If you need conditional logic that goes beyond simple scripting, you can use Perl in Adaptive CLI
The example below checks to see if a String Attribute is empty (null) or not. If the String attribute
(ShowCmdString) has content, the show command with ShowCmdString as a parameter goes
to the device. Otherwise, the Perl script skips or excludes this statement.

Embedded CLI Example:
[IF ShowCmdString]
Show [ShowCmdString]
[ENDIF ShowCmdString]

You could use the CLI format for the above example, but if you need to check attributes of other
types, besides String, then you must switch to Perl. For example:

Boolean myFlag equals True:
if ($myFlag)
{

}
Integer myInt greater than zero:
Example:

if (SmyInt > 0)

{

}

To check whether a string is a particular value—like from a valid values list entry assigned to the
String attribute—then you must also use Perl. The CLI format only can test if the String exists. It
cannot validate its value when populated. For example: EncapsulationType = “VLAN-CCC”,
“VLAN-TCC?”, ... You can not do this check with the CLI Format: [IF EncapsulationType =
“WLAN-TCC”] . Instead, use a Perl script with a statement like this:

If (SEncapsulationType eqg “VLAN-TCC”")
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print “set encapsulation S$EncapsulationType\n”;

}

If any attributes in your script are a List (Collection), the only way to loop through the list’s items
during the Adaptive CLI execution is to use Perl. For example: Processing a List of Strings:

Scount = 0;
foreach @MyCommandList)
{

print (“$MyCommandList[$Scount]\n”);

Scount++

Actions Portlet

The Actions Portlet lets you
manage actions like Adaptive
CLI, backups, change
management actions, and so on.
The list of actions available to
your system depends on the exact
configuration you have installed.
This portlet is the primary access
point for Adaptive CLI editing.

The summary portlet displays
columns with the Name, Family,
and Target Entity Type for the

& Actions

7] 2| B i Search

Hame~

) Upilate Resource Group

L) Update Resource

% Undeploy Service Policy

L) Unacknowvledge Alarm Action
i5 Task Collection Runner

& Sync Allocstions

Family

RC Inwertory
RC Invertory
Service Policy
=]

Task

Fool

@

3

4

3

Target Entity Type
Group
Managed Equipment
Palicy

Alarm

Equipment and Subcomponents

listed Action. The Family column describes the type of Action.

/\  CAUTION:

For Adaptive CLI to be fully functional, you must install Perl on your application server. See Perl on page

39 for more about this.

To configure and schedule groups of actions, right-click in the Schedules portlet, and create an
Action Group. This lets you run several actions, and configure their order and targets.

Actions Portlet | Actions and Adaptive CLI

397



Expanded Actions Portlet

The expanded portlet adds columns for Description, Last Web Service ID, Access Level, Web
Service Deployment, and Supports Groups.

i Actions <2 Return to previous
e ,i | i Filter: “ | Default Activities Filter j & Advanced & Ouick Search | show L:n] Export
Hame Family = Target Entity Type | Description Web Service ID Access Level Web Service Supports Groups
Deployment

{5 Juniper JUNOS .. | Adaptive CLI Managed Equipment | Juniper JUNOS sh Public Uneeployed Q

G Cisen'show s Adaptive CLI Managed Equipment  Cisco ‘show swit... Public Undeployed Q

i Juniper JUNOS...  Adaptive CLI Manzged Equipment Jduniper JUMOS sh. Public Undeployed 0

£ Juniper JUNOS Adaptive CLI Managed Equipment  Juniper JUNOS 'sh... Public Undleployed 0

i Juniper JUNOE. .. Adaptive CLI Manzaged Equipment Juniper JUMOS 'sh... Public Undeployed o

{25 duniper JUNDS. . Adaptive CLI Managed Equipment  Juniper JUNOS sh Public Uneleployed (%]

@ DelPCTLI Sh... | Adaptive CLI Managed Equipment Public Undeployed Q

3 DBIPCTLISh...  Adaptive CLI Manased Equipment PLblic: Urdeployed Q

50 item({s) returned [limit reached] H o4 1 2 4 5 » M

) widgets

Reference Tree Execution History Scheduled Actions
2 Cisco 'show switchport! Execution Date ™ Status UserID = Desc Target Count Scheduled Ne... =

4j25/12 2:20 PM Succeed 2. admin
4{25(12 2:20 PM Failed B admin

No dsts fs svaliable t Glsplsy

4 O B

The expanded portlet also has snap panels to display Reference Tree connections between the
selection and other elements within Dell OpenManage Network Manager, as well as an Execution
Iistory panel listing Device Name(s), Lxecution Date and Status for the selected Action, and a
Scheduled Actions panel cataloging any Schedules for the selected Action. Right-click a Schedule
to edit, execute or delete it.
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The Execution History snap panel displays history by device. Right-click to see the details of what
occurred when the selected action ran against a particular device (Execution Details).

Execution Details

GETCN  Sent Commands

# Find: Go

1 k#3DellSRX650.10.20.1.167110.20.1. 167
2 «?xul version="1.0"7%
3 <juniper-xmls

4 <rpc-reply xmlns:junos="http://xml_juniper net/junos/10 0R3/junos">
5 <configuration=

£ </configurations

7 =/rpo-Eeply>

8 </juniper-xml>

9

# Close

The Execution Details panel displays tabs showing the Results of running an Adaptive CLI, and
the Sent Commands.

You can also View Job to see a screen like the Audit ‘Irail / Jobs Screen on page 114, or Delete to
remove a listed Action record from the list.

Right-click menus on the Actions portlet can include the following items (these vary, depending on
the Action’s family):

New / Edit —Lets you create or modify a selected action in the Adaptive CLI Editor, described
below.

Execute—Execute the selected Action. This typically displays a target equipment selector screen,
and a screen where you can configure any parameters necessary for execution, then a screen
like the Audit Trail / Jobs Screen on page 114. Dell OpenManage Network Manager validates
the parameters before executing the Adaptive CLIL If a parameter is invalid Dell
OpenManage Network Manager logs a validation error to the audit trail. In this case the
Adaptive CLI is not executed and leaves behind no history record.

Some Adaptive CLI scripts also let you Preview what is sent the device in a subsequent screen.
This does not appear in the execution of Targetless, and Multi-target Adaptive CLIs. Some
actions are configured to target groups, too.

Details—Opens a screen displaying the Reference Tree, Execution istory, and Action Details for
the selected Action.

Web Services—You can clect to Deploy / Undeploy or Export WSDL to create a web service from
the selected Action.

Deploy / Undeploy Web Service—Deploy or undeploy the selected activity as a web service.

Export WSDL-This exports the WSDL for the selected activity. You must select the file
name and location. Web Services Description Language (WSDL) is an XML format for the

Actions Portlet | Actions and Adaptive CLI

399



description of network services as a set of endpoints operating on messages containing either
document-oriented or procedure-oriented information.

History— Displays the history of the selected action.

Results
Device Hame v Execution Date Status Result Version  User ID Actions
¥ Router yourdomain.com.10.128 2.1 /24111 1:40 PM Succeed 1 B, admin &1
¥ Router yourdomain com. 10128210 /2441 1:40 PM Failed 1 £, admin &1
¥ Router 182166 1138 672441 1:40 PM Succesd 1 £, admin @1
¥ Router 10.128.2.135 E/24111 1:40 PM Succeed 1 B, admin &1
—t i
CiscoME3M00-101 28231 ovvare net 10.126.2.31 62441 1:40 PM Succesd 1 2, admin @0
L4
CiscOME3400-10128230.10.128.2.30 B24111 1:40 P Succeed 1 2, admin @[3
N BNl ‘
Execution Details
Sent Commands J
# Find: Gig Go
1 %#%iRouter.yourdomain.com.10.128.2.11110.128.2.11 .
2 show protocols
3 Global wvalues:
4 ternst. Protocol routing is enabled
5 jsbitEcherneci/0 is up, line protocel is up
& Internet address is 10.128.7. 11724
7 GigabitEthernet0/l is up, line protocol iz dowm
8 Internet address is 7.5.1.1/30
S GigabitEthernet0/l.l is up, line protocel is dowm
1o Internet address is Z1.1.1.34/29
11 GigsbitEthernec0/l.Z is up, line proteocol iz dowm
12 GigabitEthernetD/1.3 is up, line protocol is dowm
13 Internst address iz 18.85.8.1/30
14 GigabitEthernetDf1.5 is up, line protocol is dowm
15 Internst address iz 2.5.1.1/30
15 GigabitEthernetDf1.6 is up, line protocol is dowm
17 Internst address iz 2.6.1.1/30
18 GigabitEthernet0f1.7 is up, line protocol is dowm
13 Internset address iz 5.5.3.1/30 LI
® Close

In the Results (top of screen panel) click to select the device for which you want additional
information, and the Execution Details panel displays the Results of execution in one tab and
the Sent Commands in another.

Notice that you can Find text within a result (click Go to repeat the find). You can also see the
bottom panel if you right-click a single execution within the Execution History snap panel in
the Expanded Actions Portlet.
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If you select two executions in the top panel (or in the Execution History snap panel and

right-click), a comparison appears.

SerialZ/Z is administratively dowm,
Internet address is 200.1.1.133/28
Serdal?/3 is administratively dowm,

Swo-~o

line protocol

line protocol

P
Restuilts
Device Hame Execution Date Status Result Version  User ID Actions
€9 Router yourdomain.com.10.128.2.11 672411 1:40 PM Succeed 1 :_U_, adimin &[4
9 Router yourdomain.com.10.128.2.10 612411 1:40 PM Failed 1 :.O.:. admin L] |J
¥ Router 192.168.1 138 6124411 1:40 PM Succeed 1 2. admin &1
¥9 Router 10.128.2.135 Bi2411 1:40 PM Succeed 1 ;.O.: admin 8 [ L
¥ CiscoME3400-101 26231 .oware.net.10.128.2.31 Bi2411 1:40 PM Succesd 1 A admin [ NiA
“ CiscoME3400-10128230.10:128 2.30 /2411 1:40 PM Succeed 1 A, admin @[
W @z
p
Execution Details
File Name: AC_RunHistory, Version: 1 File Hame: AC_RunHistory, Version: 1
1 $%3Router 192.158.1.138]192.158.1.138 1 %%%Pouter.10.128.2_135|10.128.2.135
2 show protocols 2 show protocols
3 Global walues: 3 Global values:
4 Internet Protocol routing is enabled 4 Internet Protocol routing is enabled
5 FastEthernet0/0 is up, line protocel is up
B Internet address is 10.128.2.135/24
5 ZerialZ/0 is down, line protocol is dowm 7 erialZ/0 is downm, line protocol is down
8 Internet address is 3.3.3.1/30
ZerialZ/l is dovm, line protocol is dowm 9 gerialZ/l is down, line protocol is down
SerialZ/1.80 is down, line protocol is down 10 Internet address is 2.2.2.1/30

11 SerialZ/Z is administratively down, line protocel

12 Internet address is 200.1.1.134/28
13 Serial2/2.20 is administratively dowm,

line proto
14 Serial?/3 is down, line protocol is down

15 Serialz/3.1 is down, line protocol is dowm
16 Serial?/3.100 is down, line protocol is down

|

® Close

This has the same color coding as you would see comparing configuration files. Lines that
differ between the two Adaptive CLI results appear highlighted green. Lines that are missing
in one, but that appear in another appear highlighted red. Added lines appear highlighted in
yellow. Use the right/left arrows or the page numbers at the bottom of the screen to page

through the side-by-side comparison.

114 for details.

Delete—Remove the selected Action from the list.

OpenManage Network Manager supports ACLI import / export only.

Actions Portlet | Actions and Adaptive CLI

Show Last Results—Show the last execution details (like history for a single run).

Audit—Opens an Audit Trail Viewer for the selected Action. See Audit Trail / Jobs Screen on page

Schedule—Schedule the selected Action. See Scheduling Actions on page 439 for details.

Import / Export—Import or Export a file representations of the ACLI action selected. Dell
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Adaptive CLI Editor

This editor creates new Adaptive CLIs When you click New, or Edit after, selecting an existing
command, the command editor screen opens. You can create Configure Commands, External
Commands, and Show Commands.

Genetal Aftributes Scripts

'.General Settings

Hame Description

? A unique name aptional
Type Is Batch Execution Enabled
Showr Command =l [T Enable Batch Exzeution
Target Type Last Executed on
Managed Devices ;I

Export Path and File Hame

Overwrite on export
[T Ouwenurite export file

| Save ® Close

The editor screen has the following tabs (the ones that appear depend on the type of command you
are editing):

¢ General
e Attributes
*  Scripts

The Adaptive CLI Manager logs into devices in enable mode by default. For most configuration
commands (and even some show commands), you must typically first set the device to its
configuration mode. Dell OpenManage Network Manager also validates entries. If saving fails, a
red “X” appears next to required omitted entries.

Click Save to preserve the Adaptive CLI you have configured. Clicking Close does not save your
configuration.

General

The following are parameters to configure in this panel:
Name—A unique identifier for this action. For example: “Retrieve MyDevice MAC addresses.”

For a new action to appear on the right-click Action menu, begin its name with the vendor
name. For example, Forcel0-showversion would appear under Actions in that menu.
Otherwise, it appears under and Adaptive CLI classification.
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Description—A text description of the action.

Type—Select a type from the pick list (Configure, External or Show Command).

@ NOTICE

You can use Dell OpenManage Network Manager’s optional Proscan policies to scan the results of
Adaptive CLI show commands for compliance, and trigger actions (alarms, e-mail, and so on) based on
their contents. See Chapter 12, Change Management/ ProScan.

The External command refers to a script. Making this an ACLI means Dell OpenManage
Network Manager can schedule such scripts or include them in a workflow. See External
Commands on page 414 for more about these.

Target Type—Select a type of target from the pick list (Card, Equipment and Subcomponents,
Interfaces, Managed Devices, Ports). Adaptive CLI targets can also be None (largetless). On
execution, if you create an Adaptive CLI type with port target, then the selection view panel
lets you choose ports. When the Adaptive CLI type is External then Target Type can be None;
otherwise it is not an option

Export File Location—This is a file name and path (C: \mypath\myfile.txt) where you
elect to store the result of an adaptive CLI execution. You must specify an extension for the
file, and may specify the variable $IPAddress in the filename for pattern substitution.

Overwrite on Export—Check to overwrite the result file. This overwrites any existing results file
with new results (if checked). If it is unchecked, any new results append to the exported file,
with a time / date stamp and target-identifying information.

Is Batch Execution Enabled—Check to allow consolidation of related Adaptive CLI scripts,
provided the associated device driver supports such consolidation when provisioning a service.

Batching is valuable for instances like the following: if an Adaptive CLI-provisioned service
has 10 sub-services, OpenManage Network Manager runs commands for the first service, then
if it’s successful, commits, and logs off. Then OpenManage Network Manager repeats this
procedure nine times more, logging on, committing and logging off for cach command. If
batching is turned on, then OpenManage Network Manager sends the 10 Adaptive CLIs to
the device as a single unit before committing and logging off. (This logic does not apply if you
are running a procedure against 10 devices.)

Batching is best practice, since if one line of a command fails, the device rolls back the entire
block of commands. Cisco devices typically skip and do not commit failing lines.

Last Executed On—Displays the last execution date. This is blank for New Adaptive CLIs.
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Attributes

Adaptive CLI commands let you configure
modifiable Attributes as part of the command you

send to the selected equipment. ([ conera [ soree J
Use the radio buttons to select from the following [ Attribute Settings
OPtiOHS: Ertity Type Settings Attribute Settings J

hd DO not use Pa rameter Schema Select from the following options
i Do not use Parameter Schema,

* Create a new Parameter Schema
*  Use an existing Parameter Schema for this

Adaptive CLI

Sharing a schema rather than creating a new one
with each Adaptive CLI lets you use the same
attributes in complementary scripts. For example I swe || ® close
one script may create an entity, while another
removes it. In this case, the valid values, labels, and
so on for the attributes are always going to be the same in both create and delete Adaptive CLIs;
therefore, sharing the same schema is both safe and easy. Either script can mark unused attributes
as “Not applicable.”

" Create a new Parameter Schema or

i Use an existing Parameter Schema for this Adaptive CLI

Do not use Parameter Schema

This option does not save a set of standard attributes to re-use later. Go directly to the Scripts tab
to create this type of Adaptive CLI.

Create a new Parameter Schema

Click the New button and the schema screens
appear.

Entity Type Settings
The Entity Type Settings tab has the following

tields:

Entity Type Hame TestSchema z
Entity Type Name—An identifier for the schema. FEmTTD TSEEE]
Description—A text description for the schema. ceaety e

Version 1

Category—A category for the schema.

Version—An automatically-created version

number.
Ln] Save K Close
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Attribute Settings

Click the New

Attribute button and
select the attribute type | [ corert IR scrns J
and open editor panel (Aftrbute Safings
and configure the

attribute. Configured JEDIEERN oo | ]

attributes appear in a “Hew |/ Edt | = Remove | | Creating New Altribute
tree to the left of the Testattribute1 (PE—
editor pane]' Cth d © Tesivenanet Label TestAttributel
. . . Title
listed attribute to edit S | Bescripton
it after it has been b
created Details
. Collection Settings Propeties
The editor panel has )
the following fields: Default String
Valid Values ;I
I
Editable Valid Values il
Constraint
Constraint Description
Label—An identifier Min Length
for the attribute. | Max Length

These can have —
spaces, but not
underscores. el Save || ® Close

Description—A text
description for the attribute.

The following tabs may appear, depending on the type of attribute you are configuring (some are
absent). Additional fields may appear, depending on the attribute type you are configuring:

Datatype Settings
Default Value—An optional default value for the attribute.

Collection Settings

Is Collection?—Check to classify this attribute as a collection.
Allow Duplicate Values— Check to enable allowing duplicates.
Allow Reordering— Check to enable allowing reordering.

Collection Min / Max Length—Enter the minimum/maximum number of characters in this
attribute.
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Properties

Upper / Lower Case—Check to validate on case.
Case Insensitive— Validation ignores case.

Multi Line Text—Check to enable multiline text.
One Way Encrypt—Check to encrypt.

Truncate—Truncate the attribute.

Attribute Settings

You can create new attribute schemas. See Attribute Editor Panels below for information about
different datatypes’ ficlds. Once you create a set of attributes, they remain available for re-use as a
schema, or collection of attributes. To identify schemas, enter the following fields:

Label—A unique, mandatory identifier for the collection of attributes.
Description—A text description of the entity.

Click New to create or select an attribute in the displayed tree and click Edit to open an editor
where you can create or modify attributes. Select an attribute and click Remove to delete it from
the list.

Attribute Editor Panels

The following panels appears, depending on the attribute type selected from the pick list. The
fields in the editor depend on this selection. Available types include Boolean, Coded Value, Date,
Decimal, IP Address, Integer, Long, Inventory Reference, and String. The following fields appear
for each of these types (omitting redundant fields):

E4 NoTE:

Configure the data type of an attribute before you save a task. After attributes are in Scripts, you cannot
change the data type.

Boolean
Default Value— Check for True.

Coded Value

Default Coded Value—Enter the default coded value. If an attribute a Coded Value then enter
valid values in the format of NUMBER:Display Label. For example:

10:Hello World
20:Hello Moon

Without this pattern a validation error appears. Coded values become a Drop Down (Combo
Selection) at runtime containing the Display labels within it (like Hello World, Hello Moon).

Actions Portlet | Actions and Adaptive CLI



Selecting one gives the script the numeric value (If users select Hello World, the value the
script gets is 10)

The default appears by default in this list of alternatives. Enter any other alternatives below

this field in the Valid Values.

Valid Values—Enter a valid value in the line above the table of valid values, then click the green +
to add the value entered to the list. Click the Remove icon (the red -) to delete a selected
value. These must be formatted like the Default Coded Value.

Date

Default Value—Enter a default date, or use date icon to display a calendar where you can select
one. Click off the calendar to make it disappear.

Valid Values—Enter valid date values above the list, and click the green plus to add them to the
list.

Decimal
Default Value—Enter a single or range of default decimal values.

Constraints—FEnter a range of acceptable numbers separated by a colon. For example, Constraints
= 2:4096. At runtime, a field where you can enter numbers. validates that entered numbers
are between 2 and 4096 when running the Adaptive CLL If you enter a number outside this
range, a validation message appears and the attribute name turns red. You can also include
several numbers or ranges separated by the pipe (|) character. If you specify a range, the
lowest number must be to the left of the highest number. For example 9:99]999:1010.

Valid Values—Enter valid decimal range values, and click the green + (the red - removes them).
You can manage these as described in Coded Value above.

IP Address
See also Validating IP Address Variables on page 408.
Default Value—FEnter a default [P Address.

Valid Values— Enter valid values as described in Coded Value above. Check IP Mask, Subnet,
Allow 32 Bit Mask, and Allow Any Valid Ip in the Properties tab if you want the values
entered to be those.

Editable Valid Values—Check to enable editing of default or entered IP addresses.

Integer
Default Value—Enter a default integer.

Constraints—LEnter a range of acceptable numbers separated by a colon. You can also include
several numbers or ranges separated by the pipe (|) character. If you specify a range, the
lowest number must be to the left of the highest number. For example 9:991999:1010.
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Valid Values— Enter ranges of valid values as described in Decimal above.

Editable Valid Values—Check to enable editing of default or entered integer.

Long
Default Value—Enter a default long.

Constraints—FEnter a range of acceptable numbers separated by a colon. You can also include
several numbers or ranges separated by the pipe (|) character. If you specify a range, the
lowest number must be to the left of the highest number. For example 9:99]999:1010.

Valid Values— Enter ranges of valid values as described in Decimal above.

Inventory Reference

Select the Reference Iype entity with the list that appears when you click the green plus (+), then
use the side-by-side widget’s arrows to move available attributes from Available to Selected. You
can change the Reference Type by deleting it with the red minus (-), then selecting a new type with
the green plus.

String

Default String— Enter a default string.

Valid Values— Enter valid values as described in Coded Value above.

Editable Valid Values—Check to enable editing valid values.

Constraint—Enter the regular expression constraints, if any, on the string attribute.

Constraint Description—LEnter the message to appear if the regular expression constraints are not
met.

Min / Max Length—Enter the minimum / maximum number of characters in a valid string.

Click Apply to accept your edits for the attribute, or Cancel to abandon them.

Use an existing Parameter Schema for this Adaptive CLI

Select this, and a Select Existing button appears. Clicking this button opens a selector where you
can select from previously-configured attribute schemas (collections of attributes) to use in the
Adaptive CLI you are configuring.

Validating IP Address Variables

Programatically, IP address attributes support four extended properties: [P_ MASK, SUBNET,
ALLOW_32_BIT _MASK, and ALLOW_ANY_VALID_IP. The state of the first two largely defines
Dell OpenManage Network Manager’s responses.

IP_MASK—Determines whether Dell OpenManage Network Manager accepts an IP address OR
a subnet/subnet mask. The value accepted is an IP address attribute when false, subnet/
subnet mask when true.

Actions Portlet | Actions and Adaptive CLI



SUBNET —This property determines whether a subnet value must be provided or not, and
controls display of the subnet portion of the widget. Valid subnet values are 1-31.

By default, when both of the above are false, the attribute only accepts valid IPv4 addresses. For
example: 10.10.10.4

If IP_MASK is false and SUBNET is true then Dell OpenManage Network Manager accepts any
valid IP address with a subnet specified. The address must be an IP within the specified subnet. For
example, 10.10.10.4/24 is a valid entry whereas 10.10.10.0/24 is invalid since it represents the
subnet id, not an actual address within the subnet.

I IP_MASK is true and SUBNET is false, then OpenManage Network Manager accepts one of the
32 valid subnet masks. The widget displays pick list for user to choose from. For example

255.255.255.0

I£IP_MASK is true and SUBNET is true, then OpenManage Network Manager accepts a subnet id
(the first IP address within a subnet). For example 10.10.10.0/24, with 10.10.10.0 as the first
address within the subnet spanning 10.10.10.0 to 10.10.10.254. Entering an IP address within the
subnet, say 10.10.10.4/24, the attribute would convert that to 10.10.10.0/24

ALLOW_32 BIT _MASK—Valid subnet values are between 1 and 31. To extend this to support a
32-bit subnet, which is essentially a single IP address (10.10.10.4/32), set the
ALLOW _32_BIT_MASK property.

ALLOW_ANY_VALID_IP—To accept either an IP address, IP address and subnet or subnet,
then [P_MASK remains false, SUBNET is true. With the ALLOW_ANY_VALID _IP true, the
subnet field is optional and OpenManage Network Manager disables any requirement that a
subnet id be specified. Basically the only validation is that a valid IP address is entered. For

example, in this configuration, 10.10.10.4, 10.10.10.4/24 and 10.10.10.0/24 would all be valid.

Scripts

This screen manages the Adaptive CLI scripts created to query (show) devices or configure them.
Dell OpenManage Network Manager runs only one script per target.

I General Attributes Scripts ]

| Scnpt Settings ~+Add Hew Script |
Hame Filter Type Action
Script 1 Etnbecided CLI »

Ln] Save ® Close
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Notice you can order multiple scripts with the arrow(s) to the right of a listed script. Only one
schema of attributes exists for each Adaptive CLI, so the same attribute(s) appear when you
construct each script.

Dell OpenManage Network Manager uses the script’s filter to match the target. For example,
imagine two scripts for which the first has filter = target.type = SWITCH, and the second has no
filter. Then only SWITCH devices run the first script and quit. All remaining targeted devices do
not run first script. Instead they run the second script since that script has no filter. Only one script
runs on the selected target equipment. The ordering lets you to make the most efficient use of that
one-run-per-target pattern.

Script Settings

Click Add New Script to create a new item in those listed at the top of this screen, or select and
item and click the Edit icon to its right to alter it. When you create a new script, you must select
either Embedded CLI or Perl. Embedded CLI scripts are command-line interface (CLI)
interactions. See Perl Scripts on page 420 for more about using Perl.

[ General | Altributes m

Script Settings

Hame Seript 1 ¥ TargetFitter # Click to Select
Attribute Delimiter == x| Optional Attribute Delimiter  |[] =

Script Cortent Errar Conditions Cortinue Patterns Walue Extractions ]

[ Eﬂm Target Params

Parameter & |

(]

D # =l

1 Show [Testittributelll

E Testattributel
B TestinvertoryRef_Equipment Group

B TestinvertoryRef_Title

Showy: | Tokens @ ¢ 2 n

o Apply ® Close

Clicking the Delete icon removes a selected item. Notice that the up/down buttons to the right of
the list allow you to re-order selected items (they run from top first to bottom last).

See Attribute Appearance and Validation for a description of what constitutes a valid attribute.

Name—Enter an identifier for the script you are creating or altering.
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Target Filter—Click the plus (+) to create a filter that describes the target for this script. For
example, this filter could confine the action of the configured script to devices from a certain
vendor, or only devices with an operating system version later than a certain number. Since
you can have several scripts, those Adaptive CLIs with a single label (“Show Users,” for
example) could therefore contain several scripts with syntax appropriate to a variety of devices
and operating systems.

/\  CAUTION:

Adaptive CLI supports only filters that select the Managed Equipment type of device.

Attribute Delimiter—The delimiter(s) you select from the pick list here surround the attributes
you designate as mandatory. See Adaptive CLI Script Language Syntax on page 419 for more
about these.

Optional Attribute Delimiter—The delimiter(s) you select from the pick list here surround the
attributes you designate as optional. See Adaptive CLI Script Language Syntax on page 419
for more about these.

All but Delete open a script editor with the following panels:

*  Script Content

¢ Error Conditions

¢ Continue Pattern

e Attributes Extraction

Script Content

On the left, you can enter text, Search by clicking the magnifying glass, and use Cut, Copy, Faste,
Undo, Jump to Line #, reformat. The Attributes appear under larget Params on the right of this
text entry screen. Double-click an attribute to insert it unless you are writing a Perl script; this
feature does not work for Perl. Right-click the previously-configured attributes in this panel to
designate them as Mandatory, Optional, Not Applicable or Non Configuration in a context menu
that appears when you right-click.

@ NOoTICE

Dell OpenManage Network Manager does not send Non Configuration attributes to the device with the
script. These are comments that can serve to remind users of critical information. For example, you can
make Non Configuration boolean attributes into a checklist for someone executing a script, and the
history of this script can record whether Dell OpenManage Network Manager made these checks when
the scriptran.

Notice that the Search also permits Regular expressions.

You can also enter two types of script language here. See Adaptive CLI Script Language Syntax on
page 419 for a description of the internal If capabilities. If you need more elaborate scripting, you
can also use Perl scripts to send text to devices. See Perl Scripts on page 420 for a description of
those capabilities.
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Error Conditions

The error condition lets you configure errors for your script.

I Script Content Continue Patterns Value Exiractions ‘

| Global Condition Options \

Continue On Error

@ | Error Condition

Error pattern invalid. *
Error type Emor Zl
Line checking Unirmited (=]

Disabled (Skip error condition _ -

& Add new error condition Specified number of lines

« Apply ® Close

Check Continue on Error under the Global Condition Options, if you want the script to not stop
when it encounters an error. Click Add new error conditions to configure a condition at the bottom
of this screen with the following fields:

Error Pattern—Enter a regular expression for the error.
Error Type—Select from the pick list of options (Error, Warning, Ignore).

Line checking—Select from the pick list (Unlimited, Disabled (Skip error condition), Specific
number of lines). If you select a specific number of lines, enter the number of lines of the
script output to check for the pattern specified, after each command execution. An error
message 1s most likely to appear immediately right after the command is invoked.

Continue Pattern

Like Error Conditions, this screen lets

[ Script Contert Error Conciitions Continue Patterns “Yalug Extractions

you enter conditions to which script

execution can respond. © | Continue Pattern
. . Contil atts r
The Continue Pattern editor operates A:;:::e patern
like the Error Conditions editor, but has cond mew ine M
slightly different fields. Max occurrences o

Continue Pattern—If you expect the
device output of a script to
prompt to continue, you may add
a Continue Pattern with a regular expression to parse.

@ Add new continue pattern

Answer—This field specifies the Answer to the Continue Pattern prompt.
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Send New Line—For some devices, a single key response without a new line would be sufficient;
in such cases, you may need to uncheck the Send New Line option.

Max Occurrences—Indicates the maximum number of times respond to a prompt. The default
value zero (0) indicates no limit.

Attributes Extraction

To support Adaptive Service and Active Monitor functions, Adaptive CLI provides a way for the
user to define output schema attributes. This tab is active only if you have configured schema
attributes to store values previously in the Attributes portion of this editor.

(=} ‘a‘ Processing Task ‘Example ACLT"
(=) '@ Processing Task ‘Example ACLI on target DelEX8216-10201154.10.20.1.154;

ﬂ Executing Adaptive CLI ‘Example ACLI

This lets you Add, Edit or Delete extracted attributes, like Error Conditions’s editor. To clarify
configured Attributes, Parse Algorithms, and Parse Expressions accompany scripts, they appear in a
table. Use the Add button to create more Value Extractions, and the Edit or Delete buttons to the
right of listed patterns to alter or remove them.

[ Script Content Error Conditions Continue Patterns. Value Extractions l

|Atlribule Value Extractions + Add || - Remove Al |
Aftribute Name Parse Algorithm Parse Expression Action
layeristatus Match (Layer 1 Status:\n\s+ACTIVE) 2
layer2status Match {Layer 2 Statusinis+TE| = \d, Ces =\d, SAPI=\d, State =MUL__ | [

Configure Value Extractions with the following fields:

Attribute Name—This field specifies the name of the extracted attribute. To specify the output
value of an attribute, select it from the provided list.

Attribute Type—The data type of the attribute extracted. Only schema attributes of simple type
String, Integer, Long, Float, Double, and Boolean are available to choose from.

Parse Algorithm—Select from the pick list (Extract, Match). For match algorithm, the result is
either true or false for the Boolean attribute type, 0 or 1 for numeric types, or “true” or “false”
for String type.

K nNotE:
Currently, Active Performance Monitor supports only numeric types.

Parse Expression— Enter a regular expression for Parse Expression and the Parse Algorithm
(Extract or Match) used when evaluating the device output on a given script execution.

See Regular Expressions on page 371 for more information about what is these expressions can do.

Actions Portlet | Actions and Adaptive CLI

a3



44

Click Apply to accept your edits, or Cancel to abandon them. Click Add new attribute extraction to
add more such patterns to your script.

Attribute Appearance and Validation

Invalid schema attribute names appear in the script in red italics. This indicates that you cannot
use such attributes in the script.

Valid attribute names contain alphanumeric characters and underscore (_). They must begin with
either an underscore or a letter [A-Za-z].

All blank space characters in the schema attribute name are converted to underscore (_) by default.

A schema attribute name that is invalid in Adaptive CLI may still be valid in other entities, so you
can specify them in the schema but they are not usable by Adaptive CLI

Click Apply to accept your edits for the script, or Cancel to abandon them.

Comparison

Selecting (ctrl+clicking) two Adaptive CLI runs within the Execution History portlet lets you
compare the two execution results. Right-click and select Compare.

Lines that differ between the two configurations appear highlighted green. Lines that are missing
in one, but that appear in another appear highlighted red. Added lines appear highlighted in yellow.
Use the right/left arrows at the bottom of this screen to page through the side-by-side comparison.

External Commands

External commands are essentially scripts that run in the Dell OpenManage Network Manager
environment. For example, you could run the DOS dir command (and schedule its execution).
Make sure you select External Command as the Type of Adaptive CLI in the editor when you
create an Adaptive CLI that refers to an external command. Also, make sure the Net : : Telnet
package is installed with Perl.

You can execute external commands with a device as target, using device attributes as input
parameters to the Adaptive CLI script. See some of the Seeded External Scripts on page 417.
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Audit Trail

When you execute a script, the audit screen displays information about it.

By default, this screen often conceals the info circles in this screen. To see them, click the icon next
to the refresh icon to open the message level selector and check the info circle level of reporting,

© W@ Processing Task ‘command per hitp

@ W Executing 2 Task(s)

& Processing Task ‘command perl hity' on target NG_NAS_15.172.17.101.18:
1 Exscuting Adaptive CLI'command perl hitp'
1@ Running seript "Seript 17, click here to see command list...
o Adsptive CLI execution completed, cick here for details...
I Set stiribute extraction results, click here for detalls...
W Completed Task Status Executed

© Y Processing Task ‘command perl hity' on target NG_XSM72245_41.10.128.4.41:
1 Exscuting Adsptive CLI'command perl hitp'
10 Running script 'Seript 1, chick here to see command list, .
o Adaptive CLI execution completed, cick here for details...
o Set attribute extraction results, click here for details:
) Completed Task Status Executed

By| o | (D ezant 9P ¥ Success

pecl ../../../ovareapps/performance/scripts/heep tesc.pl 172.17.101.18

then click Refresh to see those blue circles.
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Results

Dell OpenManage Network Manager stores the results of running a script as lines the Execution
Details snap panel. Right click the particular command run in the snap panel at the bottom of the
Expanded Actions Portlet. Tabs show the Results, Sent Command, and Script and Parameters.
When viewing a script run the results of running it appear target device-by-device.

Results
Device Hame Execution Date = Status Result Version  User ID Actions
L NG _HSMT2245_41101284.41 12311 319 FM Succesd 6 B, admin &3
[ NG _NAS 15147217 10118 612311 319 PM Succeed 2 L., admin @1
B NG _HSMT2245_ 41101258441 123411 1:30 PM Succesd 5 2. admin & 1
NG_NAS_1517217 101 18 6123/11 1:30 PM Succesd 1 £, admin @[l
HH NG _GSM73525v2_30.10.128.4.30 6723111 1:30 PM Succeed 2 L, admin & 1
EL NG GESMT248v2_24.101254.24 /2341 1:30 FM Succesd ]l £ admin &1

He@z: 2 4 rn ‘

’Execution Details

Sent Commands Script and Parameters 1

# Find: Go Parameter Name = Value

+44NC_XSM72248_41.10.128.4.41/10.128.4.41 ﬂ Resutt 0
0} Ok

HTTP/1.1 200 OK

Server: Web Server
Contenc-Type: text/html
Cacha-Control: no-cache
Pragma: no-cache

D00 D Ol )

10 <!DOCTYPE HTML PUBLIC "-//W3C//DTD HIML ¢.0 Tramsitional//EN
1l <htul>

13 <HEAD=

14 <LINK REL=styleshest HREF="/base/style.css” TYPE="text/cs:
LS <META hotp-equiv="Pragma" content="no-cache®>

1€ <META HITP-EQUIV="Content-Type' CONTENT="text/htnl; charset=:

7 <TITLE>*NetGCear XSM7224S</TITLE> <!-- Netgear Page Tit

? =
T I— _'l_J
x Close |
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Results can also appear in the audit screen messages and in the Results panel of the Action job

VIEWET screen.

[ Joh Viewer

| Target Hame

u Router 192 1681138
u Router yourdomain.com.10.128.2.11

Q cizcolAD2435.10.128.2.50

® Close

show run
Building configquration...

Current configuration : 65836 bytes
'

wersion 1Z.d4

gervice nagle

nho service pad

service top-keepalives-in

no service timestamps debug uptime
no service timestamps log uptime
no service password-encryption

!

hostname Router

'

boot-start-narker

boot bootstrap tftp://192.165.1.3/c7200-]k%03s-nz.124-3.T.bin
boot system tftp://192.165.1.3/c7200-3k%35-n2.124-3.bin
boot system slot0:c7200-ik9s5-mz.123-4.T.bin

boot system tftp://192.165.0.175/c7200-jk9%03s-nz.124-3.bin
boot-end-warker

'

logging buffered critical

logging console critical

logging monitor critical

enahle secret 5 §1iMGmlEpSs0sijYoslr/s. LkAKeD1

enable password cisco

!

ho aaa hew-model

!

resource policy
'

You can also extract parameters for these external commands as is described in Attributes

Extraction on page 413.

Seeded External Scripts

Several external perl scripts come with Dell OpenManage Network Manager as examples of the
kind of commands you can execute. These are in \owareapps\performance\scripts under

the installation root.

To run these, the scripts panel in the Adaptive CLI editor should contain something like the

following:
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perl ../.

./../owareapps/performance/scripts/http_test.pl

[ General | Aftributes

’Script Settings

Hame Scrigt 1 ¥ Target Filter 4 Click to Select |
Attribute Delimiter L LI * Optional Attribute Delimiter  |[] ;I ?
Walue Extractions ]

=9 #

1 perl c:idoradolowareappsiperformanceiscr

o Apply | ® Close

I Action Params Target Params

iptsihttp_test_pl
Parameter a |

B Resulis

Shiowy! | Tokens ® ¢ B B

Notice that these also include a parameter (Result) that contains values extracted.

[ General Adtributes m

’Script Settings

Hame Script 1
Attribute Delimiter == a4

#  Target Filter + Click to Select |

Optional Attribute Delimiter  [[] ;I T

Script Cortent

(-] |rAttribute Extraction Pattern

Attribute name
Parse algerithm

Parse expression

Resutts hd
Extract j

RGOS

6 Add new attribute extraction ‘

o Apply | = Close |

Set up attribute extraction in the Values

Script Names and Functions

Extraction tab of the script editor.

common.pl—Common functions defined for scripts in this directory.

dns_test.pl—Check if DNS can resolve

External Commands | Actions and Adaptive CLI
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finger_test.pl—Check if the finger service is running on a specified host.
ftp_test.pl—Check the FTP service is running on a specified host.
http_test.pl—Check the ITTTP service is running on a specified host.

nntp_test.pl—Check if the NNTP service is running on a specified host. (Public NNTP server to
test: news.aioe.org)

peping_test.pl—Check if a target is pingable from the specified remote host.
pop3_test.pl—Check if the POP3 service is running on a specified host.
smtp_test.pl—Check if the SMTP service is running on a specified host.
telnet_test.pl—Check if the TELNET service is running on a specified host.

Adaptive CLI Script Language Syntax

Here's the Adaptive CLI scripting language syntax:

e CLI script is a line-based syntax. In other words, each line’s syntax has to be completed.
*  CLI script supports primarily two features: Attributes and Conditional Blocks.

Attributes

Each attribute in the script is marked by a delimiter. The following delimiters are supported:
<> [1 {} (O $ % @ #

Think of Attribute delimiters as a pair of open/close markers surrounding a variable name. For
single character Attribute delimiters, there is no closing marker (the close marker is empty).

Examples of Attributes are:
<var>, [var], {var}, (var), Svar, %var, #var, @var

The default mandatory delimiters are <>, and the default optional delimiters are [], but you can
change those default settings. That means an Attribute variable like <var> may represent a
mandatory or an optional Attribute depending on what are set as delimiters.

E4 NoTE:

Single delimiter symbols require a space after the attribute. These do allow values immediately before the
symbol. Perl requires a space after the attribute, or the attribute’s closing delimiter, but values immediately
before single delimiters works.

Here is an example of a command line with a mandatory and optional Attribute:
show <mandatory> [optionall]

If you set the <mandatory> Attribute to interface and do not set the [optionall one, then the
resulting command would be this:

show interface
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If you set the <mandatory> Attribute to interface and set [optionall to brief then the resulting
command would be:

show interface brief

Conditional Blocks

Every line in the script is presumably a command to be sent to the device, except for lines that
denote cither a beginning or ending of a conditional block.

The begin conditional block marker is tied to a Attribute and has the following syntax:
<optional-open-delimiter> IF optional-attribute <optional-close-delimiter>
The end conditional block marker has the following syntax:
<optional-open-delimiter> ENDIF optional-text < optional-close-delimiter>

Here is an example of a conditional block, where the Attribute delimiters are <>, optional delimiter
is [1, and the conditional Attribute variable is set:

[IF set]

execute this command

and execute this command
[ENDIF set]

If the Attribute set has a value then the block is evaluated; otherwise, it is ignored. The text after
ENDIF, that is set or whatever is not required and it is ignored.

Nested conditional blocks are allowed.

Perl Scripts

This section describes the details of using Perl scripts within Adaptive CLI See Using Perl in
Adaptive CLI on page 396 for more about why to use Perl.

The Perl output goes to the selected target device. Typically, this means creating lines like the
following:

println(“show Sparam”) ;
or
print (“show Sparam\n”) ;

You must specify parameters within the script (like $param) in the screen described in Attributes
on page 404. Unlike its internal scripts, Adaptive CLI does not automatically create attributes. You
must also manually configure created attributes to be Mandatory, or Optional in that screen.

A few things to remember when using Perl:

*  The normal output of your Perl scripts (to stdout) are the commands sent to a device by this
application.
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* If your script produces an error message (to stderr), the job fails with that message and all
script outputs are ignored. You can validate a script before sending any command to the
device by using die(...) and warn(...) functions in Perl to produce error messages to stderr.
Such messages trigger the script’s failure.

*  For such scripts to operate correctly, you must have Perl installed on the directory path for all
OpenManage Network Manager servers.

*  Perl does not come with OpenManage Network Manager and must be installed on the server
system independently for it to work with Adaptive CLL.

*  You can install your version of Perl and set the PATH environment variable accordingly so that
one can run perl -v from the command line (where the OpenManage Network Manager
server is to be started). Adaptive CLI invokes that same perl command.

If for some reason Adaptive CLI, fails to invoke the default perl command, it reads the
setting of activeconfig.perl.exe=. . . inside owareapps/activeconfig/lib/
ac.properties, and uses that alternative command.

Note that the default activeconfig.perl.prefix= setting in ac.properties is
prepended to every Perl script. It basically forces the script to use strict mode and
provides a convenient println method for the user. Knowledgeable Perl users can change
this default behavior setting but should be careful about it. Remember, best practice is to
override properties as described in Overriding Properties on page 15.

*  The standard output (using println) of the Adaptive CLI Perl script represents the
command set that is to be sent to the device. For convenience, a print1ln subroutine is
embedded with the script.

* Adaptive CLI with Perl scripts must contain valid Perl under the “strict” pragma (use strict;).
If you import or migrate from a previous version a Perl script that does not pass this “strict”
criterion, you must rewrite it for “strict” compliance before it can be successfully edited or
copied.

E4 NoTE:

When you import a Perl Adaptive CLI that doesn't pass strict, you can execute it without problems.
However, you cannot edit it at all, unless you first edit it to pass strict (or it won't even let you save the
changes).

%
X How To:
Create Adaptive CLI Examples

The following describes the basics of creating and using Adaptive CLIs.
Example 1 - Existing Show Run uses an existing, seeded Adaptive CLI to show protocols.
Example 2 - New Adaptive CLI describes making and using a new Adaptive CLL

Example 3 - Adaptive CLI with Reboot shows you how to make an Adaptive CLI that requires
rebooting the target device(s).

Perl Scripts | Actions and Adaptive CLI | 421



422

Example 4 - Adaptive CLI To Extract Upload / Download Speeds demonstrates Adaptive CLI

that extracts information from the target device, then displays the results on a dashboard.

Example 5: Monitor Text Values demonstrates using and Adaptive CLI configured to monitor

attributes with strings that indicate their status.

Some devices do not respond to commands unless they are in the correct state. For example, some

Dell devices must not be in “Simple” mode to respond to Adaptive CLIs. Take account of this as
you create Adaptive CLls.

Example 1 - Existing Show Run

1

2

Adaptive CLI Manager has pre-seeded tasks and diagnostic commands based upon the drivers

you have installed. For example: the Cisco 'show protocols' command. Right-click and Select
Edit to view and / or alter this Adaptive CLL

[ General | Attributes m

Script Settings

Hame Cisco ¥ TargetFilter T a0 cison, sxchudi & =
Attribute Delimiter <= j z Optional Attribute Delimiter  |[] ﬂ *

Error Condtions Continue Patterns Walue Extractions ]

s D # El S [nﬂm Target Params

1 khow protocols
z

Parameter ~ |

Mo data is avallable to display

Shio! | Tokens @ ¢ B B

o Apply ® Close

Click the Edit icon next to the Cisco script. The Scripts tab in this editor appears above,
displaying the show protocols command to be sent target devices. Notice (in the upper
right corner) that this Adaptive CLI filters so it applies to all Cisco devices excluding PIX.

Close the editor(s), and select this Adaptive CLI

Right click to Execute, and select the target equipment for this run in the next screen. The
screen that appears is a standard Dell OpenManage Network Manager equipment selector.
The Adaptive CLI is valid only on devices that pass the Target Filter mentioned in step 2, but
the selection here narrows the target devices for the Adaptive CLIL
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5 An Audit trail screen tracks the execution progress

L a Proces:

g Task "Cisco 'show protocols™:

(=) @ Processing Task 'Cisco 'show protocols” on target Router 1921651 138

Pu| of | (9 azant1zasen () azant 1235eM JL admin

'& Success

@ Longest Action: 1.022s - Processing Task ‘Cisco 'show protocols” on target

©  shortest Action: 1.0225 - Processing Task 'Cleco 'showy protocals” ontarget..

# Close

Select the Adaptive CLI you ran in the Expanded Portal, and right-click the execution run

that appears in the Execution History snap panel at the bottom of the screen.

Right-click and select Execution Details.

View latest results classified by the device you select on the left.

[ Jdob Viewer

| Target Hame:

4 Router1821681.138
4  Routeryourdomain com10125.2.11
@  ciscolaD2435.101252 50

= Close

show protocols =
Global values:
Internet Protacol routing is enabled
CLES routing is ensbled (address default)
Serialz/0 is dowm, line protocol is dowm
Serialz/l is down, line protecol is down
Serialz/1.50 is dowm, line protocel is down
Serialz/2 is dowm, line protecol is down
Internet address is 200.1.1.133/28
Serialz/3 is up, line protocel is wp
Internet address is 120.20.20.135/24
FastEthernetd/0 is down, line protocol is down
Internet address is 20.20.1.138/24
Ethernet$/0 iz up, line protocol is up
Internet address is 192.168.1.136/23
EthernetS/l i3 aduinistratively down, line protocol is down
Ethernets/2 is up, line protocol is dowm
Internet address is 20.20.2.138/24
Ethernet5/3 is administratively down, line protocol is dowm
Loopbackl is up, line protocol is up
Internet address is 20.20.4.1/32
Loopbackll is up, line protocol is up
Internet address is 20.20.4.5/32
Loopbacklz is up, line protocol is up
Internet address i3 20.20.4.9/32
Loopbackl§ is up, line protocol is up
Loopback454 is up, line protocol is up
Loopback999 is up, line protocol is up
Loophackl000 is up, line protocol is up
Internet address is 138.1.168.192/32
Tummell is up, line protocel is dewn
Interface is wnuubered. Using address of Loopback?99 {0.0.0.0)
CLUS enabled
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9 View latest results by right-clicking in the Execution History snap-in of the expanded Action
portlet. You can use the Find search box to find matches to strings within the results.

’Execuﬂon Details

RN Py S

10
11
1z
1z

15
&
17

18
13

Sent Commands

# Find: Go

sh4Rouser.152.166.1. 136|152, 166. 1. 136
show run
Building configuration...

Current configuration : 6886 bytes
!

version 1Z.4
service nagle

no service pad

service tcp-keepalives-in

no service timestamps debug uptime
no service timestamwps log uptime
no service password-encryption

1

hostname Router
1
boot-start-marker

hoot hootstrap tftp://192_ 168_1.3/c7200-jk9%03s-uz_ 124-3.T bhin
bhoot system tftp:-//132_168_1 3/c7200-3k%3s-mz._124-3 bin

® Close

Click Go to see the next match.

10 You can also look in the Sent Commands tab to see what actually went to the device.

Example 2 -

1 Create a new Adaptive CLI. Right-click and select New.

New Adaptive CLI

2 Name this (for example “Test ACLI”)

3 In the Attributes panel, create string attributes named required and optional after creating a
new Parameter Schema (for example “test123”).

4 In the Script panel define the Attribute Delimiter (< >) and Optional Attributes Delimiter
([ 1) and enter the following three scripts:

show run

show <required>

show [optional]
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Notice that the created attributes appear in the panel on the right of this screen.

[ General | Aftributes

’Script Settings

Hame Sicript 1 2

= =~

Target Filter

Attribute Delimiter

4 Click to Select |

Optional Attribute Delimiter [1 LI b4

Error Condtions Continug Patterns Yalue Extra

RO #

1 show run

2 show =Requireds
3 show [Optional]

Parameter « |

<> optionsl

@ reguired

Show:

® Close

« Apply |

L

| Tokens @ o B B

Select the attribute “required,” then click the Required icon (the green circle) in the lower
right corer to of this screen to associate this icon with the Required attribute. Similarly,

associate the Optional icon with the attribute “optional.”

Notice that you can double-click the attributes listed in the panel on the right, and they

appear in the script editor at the cursor.

Save this Adaptive CLI

Execute it with action > Execute.

Notice that the attributes entered now are visible as inputs.

Job Viewer

'test123 Detalls

required

optional
L

m Add Schedule - Preview | i Execute

% Close
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When you enter values for these, they accompany the show run sent to the target devices.
Notice that you must enter the required variable, or execution fails.

9 Select a target.
10 Click Execute. The show run, and any other required / optional run commands’ results
appear. These are searchable with the results screen.
Example 3 - Adaptive CLI with Reboot

The following describes how to set up multi-line ACLI with error / success tracking for a command
sequence that requires reboot.

1 Create an example configure Adaptive CLI command (here quickThenReboot).

eral Aftributes Scripts J

/General Settings

Hame Description

guickThenRehoot e unique name optional
Type Is Batch Execution Enabled

Show Command ;l [T Enable Batch Execution
Target Type Last Executed on

Managed Devices ;I

Export Path and File Hame

Overwrite on export
[ Ovenite export file

| Save ® Close
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2 Separate commands into parts. First issue the command (here show run), then issue the
reboot command with a parameter that allows a prompt return before actual reboot (a delay,
for instance). If the first command fails the ACLI doesn't continue, so that makes using the

reboot command second the solution.

[ General Attributes

rScﬁptSeﬂhgs

¥ TargetFilter

Hame Script 1
Attribute Delimiter <> Bz

Optional Attribute Delimiter [l hd o4

T CiscoDeviees | #| =

Error Condition= Cortinue Patterns ‘Walue Exiractions

J

o9 #

L khow run
z reboot L minute

o Apply ‘ ® Close

nﬂm Target Params

Parameter &

H Resuls

Shiov: | Tokens @ ¢ B B

In our example:

show run

reboot 1 minute

3 Dell OpenManage Network Manager assumes commands are successful if a prompt appears
without an error return. Default error tracking for most drivers provides all the error pattern
matching you might need (testing the Adaptive CLI lets you know whether the device is

addressed by a driver in “most”).
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Use specific error pattern matching for cases where the driver does not detect the typical
errors by default. , erroneous output appears if the error occurs on the reboot command.

4 Executing Action (guckThenReboot) [}

[| Joh Yiewrer

© ¥ Processing Task ‘quickThenReboot
(=] ﬁ Processing Task ‘quickThenReboot’ on target Router.10.128.2 135
e Error pattern *%." matched "% Invalid mput detected at """ marker."
e Error pattern matched on output.
e g Performing Execute’ against device ‘Router 10.128 2 135
Lg Adaptive CLI execution failed, click here for details...

Ba| | (D 120m1317p0
“Iine aux u

session-timeout 500
exec-timecut 0 0

stopbits 1

line vty 0 4
session-timeout 1000
exec-timeout 0 0
password 7 011709165A0F09
login authentication admin
'

'
end

reboot 1 minute
reboot 1 minute

% Invalid input detected at '"' marker.
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4 When reboot is successful with a proper command sequence, the job screen displays the

successful execution.

P53 Exearting Action (quickThenReboot

[ Joh Yiewrer

© @ Processing Task ‘quickThenReboot:
Q a Processing Task ‘guickThenReboot' on target Router 10,128.2.135:
@ Executing Adaptive CLI'quickThenReboot'
0 Running script "'ShowThenReboof, click here to see command list.
@ Completed Task Status Executed’.
& Executing configure commands against device
@ Adaptive CLI execution completed, click here for details...

?_.|| o | (5 1201011 4:09 P

Loopbackl000 is up, line protoceol is up
Internet address is 135.2.128.10/32
Tunnell000 is up, line protocol is down
Interface is unnumbered. Using address of Loopbackl000 (135.2.128.10)
reload in 1
Reload scheduled in 1 minute by admin on vty0 (172.17.101.36)

5 Continue Patterns—The following Continue Patterns section is an addition to the above
example. It looks for the Proceed prompt so the Adaptive CLI can issue a new line to force
the reboot. But the shutdown command follows the next prompt, so the shutdown command
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must be in another continue pattern to force the last line before a pause in output to be the
router's prompt. The patterns are . *Proceed. * and . *SHUTDOWN in.* allowing any
characters before and after the keywords to match.

[ General | Aitributes

/Scripi Settings

Hame Script 1 > Target Filter T CiscoDevices | 4| =
Attribute Delimiter <= ;I 2 Optional Attribute Delimiter  |[] LI r
Script Contert Error Conciitions Continue Patterns “Yalug Extractions

-] /Continue Pattern

|»

Continue pattern *Procesd * z
Answer
Send new line 17

Max occurrences a

(-] ,Continue Pattern

Continue pattern FEHUTDOWMM in.* ?
Answer
Send new line ~

Max occurrences a

=

e Add new continue pattern

«F Apply ® Close

Alternatively, this example could have a third command after reboot to force a new router
prompt, but managing this problem with the continuation set seemed more straightforward.

Example 4 - Adaptive CLI To Extract Upload / Download Speeds

The following describes an example Adaptive CLI configured to extract upload and download
ADSL speeds from a Cisco Router. To create this example, follow these steps:

1 Right-click to create a new Adaptive CLI in the Actions portlet.

2 Name it and configure the Adaptive CLI in the General screen. Since these are generic
settings described elsewhere, the details do not appear here.
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3 Create attributes to extract. In this case, we configure Upload Speed, and Download Speed as

integer attributes, with a name, description, and nothing else.

[Genelal Attributes [N

’Attnbute Settings

Entity Type Settings R

wNew ||# Edit

= Remove

Editing 'Upload Speed'

Upload Speed ( General

Download Speed

Label Upload Speed

Description Upload Speed

’Deta\IS

I Data Type

Collection Settings

Default Integer
Constraint

“alid Yalues

Editable Valid Values -

I

® Close

 sove

Notice, however, that you could configure validation for extracted attributes if you liked in

this screen.

Create a new schema for these attributes. Schemas are helpful if you are creating several

Adaptive CLIs (create, destroy, update, and so on) with the same set of attributes. With
schemas, you are sure the attributes are configured exactly the same.

5 Save the configured attributes, click the Seript panel

output from this command (the script’s contents):

show dsl int atm0 | inc Speed

Enter the script. This extracts upload and download speeds from a Cisco device based on the

This command shows dsl, grepping (inc) for the unique line beginning with Speed. The line

for which this script searches looks like this:

Speed (kbps) : 544 0

256 0
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The attributes configured previously appear beside the script panel, but are not part of the script, even

though that possibility might be useful for another Adaptive CLI. The current attributes are for
extraction from the script results.

[ General | Atuibutes
) 9
Script Settings
Name Target Filter
Cisce e T Al Cisea, excluding PIx | & =|
Atribute Deli miter Optional Attribute Delimiter
<> Bl *

] = *

Errar Conditions Continue Patternz Walue Extractions ]

&

L]
3
-]
LT

I #ction Params  [RETAEEFETE ]

2 shew 4=l int atmld | inc Epeed
B

Parameter = |

© Download Speed

& Upload Speed

Show: | Tokens e o @ @

o Apply | % Close

@ NOTICE

The filter at the top of this panel can limit the devices scanned by the Adaptive CLI to extract data. If you

have a specific device or group of devices against which you plan to test this script, it would be a time
saver to create the filter first.
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7

10
11

Click the Value Extractions panel within the Scripts screen, and configure an extraction
regular expression for each of the two values.

[ General Attributes

Script Settings

Harne Target Filter

Cisco L4 T Al Gisse, excluding X #| =
Soilantts Wit . Optional Attribute Defi miter
| T—

[ Seript Cantent Errar Canditions Continue Patterns Walue Extractions I

e ’Attribute Extraction Pattern 2| =

Attribute name Upload Speed -
Parse algarithm Extract =

Parse expression [Spaed (kbps)ict] 0-G]+ie+ [0-GFHieH([0-0]+

e ,Atmbute Extraction Pattern

Attribute name Download Speed -
Parse algarithm Extract =
Parse expression [Speed (bps)ie+]([0-01+).

[«

€ Add new attribute extraction

« Apply ® Close

Click the green plus to add the second attribute.

With the pick lists, select an attribute, and that you want to extract (that is, within which you
plan to store a value), then enter the regular expression to match its target value. Here are
those attribute / regular expression pairs:

Download Speed (the first integer in the output)
[Speed (kbps):\s+]([0-9]+).

Upload Speed (the third integer in the output)
[Speed (kbps) :\s+][0-9]+\s+[0-9]+\s+([0-9]+).

@ NOTICE

You can use free regular expression testers to debug these expressions. See Regular Expression Testing
on page 439.

Apply the edits you have made to script and extractive regular expressions, then Save the

Adaptive CLL
Right-click the Adaptive CLI and Execute it.
Select the target device(s).

Confirm the execution. The screen that appears before you click Execute again would have
fields if you had a script with input parameters.
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12 The Results panel appears to advise whether the script ran successfully, displaying its output.

13 Click Job Viewer, and arrange that panel so it displays informational messages by clicking the
icon next to the date / time display. Check the checkbox next to the blue informational circle,
and click the Refresh icon to the far left.

Results

© W Processing Task'Cisco 'show atmi'1 Maike:
© W Processing Task'Ciseo 'show atm'1 Mark on target HYPER-ADGL0622237506.10 0.122 55
i@ Executing Adaptive CLI'Cisco 'show im0t Mank
i Running soript 'Ciseo'. olitk here to see command list.
@ Executing read commands against device
i@ Adaptive CLI exeoution completed, olick here for details...
i@ Set sttribute exdraction results, click here for details

&= |(= @~ A |7§| {5 31413 402 PM @ Success

Upload 3peed=256
Dowmload Speed=544

®  Close

14 Click the last informational message (Set attribute extraction results...) and the extracted
attribute values appear in the data panel at the bottom of the screen.

Example 5: Monitor Text Values
Create an Adaptive CLI with the following to monitor layer 1 and layer 2 status:
* integer attributes: layerlstatus, layer2status
*  Script to produce the output: show isdn status
Here is the output to match:
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 0, Ces = 1, SAPI = 0, State = MULTIPLE_FRAME ESTABLISHED

e Attribute Extraction Pattern:
layerlstatus / Match / (Layer 1 Status:\n\s+ACTIVE)

*  For layer2status, the regular expression is like

(Layer 2 Status:\n\s+TEI = \d, Ces = \d, SAPI = \d, State =
MULTIPLE_FRAME_ESTABLISHED)
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Create a monitor to display the result of regularly running this Adaptive CLI on selected targets,
and display its result in a dashboard.

@ NOTICE

Don't forget to enable the attributes in the monitor!

Monitoring Upload / Download Speeds

Once you have configured this Adaptive CLI, you can monitor its operation. Follow these steps to
configure the monitor for the ow to: Create a Monitor for the External Script Adaptive ACLI:

@ NOTICE

If you are testing, make the monitoring more frequent than you mightin a production system so you can
see if the data is available as expected. You can always change this after you have successfully tested
the monitor.

1 Right-click in the Resource Monitors portlet to create a new monitor.
2 Enter the default name, and interval for the monitor in the General panel.

3 In Monitor Options, sclect the Monitor Entities (target devices) with the green plus, and
subsequent screen.

PEINCIREITITEM Calculated hetiics | Thresholds | Inventory Mappings | Conditions ]

Wonitor Entities @ Add | Remave Al
Ertity Type Action
B HYPER-ADSL0622237505.10.0.122.66 Managed Equipment 4

’Adaptive CLIProperties

Select Adaptive CLI: [ Cisco 'show atmi'1 Mak &

Input Parameters AL ibutes I

Attribute Name Attribute Type Enabled hetric Type Action=
Upload Speed Integer tiue Gauge )
Download Speed Integer tiue Gauge 3

kd Save | @ Cancel

Perl Scripts | Actions and Adaptive CLI | 435



436

4 In the same screen, elect to Enable the extracted Monitor Attributes with the editor icon to
the right of the listed attribute. Notice you can also elect to report the attribute as a Gauge,

Counter or Boolean. We selected Gauge.

5 Click Save.

6 Right-click the saved monitor to View Monitor Data.

* View Data for Monitor: MarkTest

# J'} Filter o | Default MakTest Filter

|  advanced

Monitor Target
© HYPER-ADSLOS22237506.10.0.122 55
© HYPER-ADSLOS22237505.10.0.122 58
© HYPER-ADSL0522237505.10.0.122 55
© HYFER-ADSLOS22237508.10.0.122 55
© HYPER-ADSLO522237505 10.0.122 55
© HYFER-ADSLOS22237508.10.0.122 55

© HYFER-ADSL-0522237505 10.0 122 56

Polled DatedTime™
FA2 420 PM
M3 420 PM
33 429 PM
212 420 PM
43 428 PM
12 428 PM

343 428 P

. .
bl Export

Dovimioad Speed Upload Speed

594 266

544 256

544 258

544 256

544 258

594 266

544 256

You may have to click the wrench icon to configure the columns that appear so this screen
displays the extracted attribute information. You should see the extracted values displayed in

a table.

Configure a Dashboard for Your Monitor

Finally, if you want to configure a dashboard to display your monitored data graphically, follow

these steps:

1 Go to the Dashboard portlet, and right-click to create a Custom dashboard.
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2 Enter the default data (name, retention policy, and so on) and configure the device and

monitor selection by editing the panel(s) you want to display with its editor icon in the upper

right corner.

I Ganeral Properties

Title Shovwy Title

MankDash z ~
Componert Type Agoregate
Line =
Manitar
b akT est =

[ Monitor Targets Attributes

Avsilable Attributes Available Series

Response Time =] =]

e Seve | @ cance

[
e
M

Selected Aftributes

Upload Speed =]
Download Speed

Notice that you can select not only the monitor, but also the target(s) and attribute(s) to

display. Here, we have selected the Upload / Download Speed attributes configured in the
How to: Create a Monitor for the External Script Adaptive ACLL

3 Save the configured dashboard.
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4 Right-click the dashboard in the Dashboard Views portlet and view it in one of the options
available (Full Screen / Popup).

() | Last 30 Minutes
Custom Dashboard

MarkDash

o+
15.:02:49 iﬁiﬁ 29

B pownload Speed B4 Uplead Speed

Notice that you can hover your cursor over a node in the graph and see all reported values for
that node.
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Regular Expression Testing

Several applications, some free, are helpful to validate regular expressions. These are helpful when
trying to match a particular number and phrase in the Adaptive CLI and other output. In this
example, we used Kodos to test various iterations of our regular expressions.

Enter the regular expression in the top panel (note the helpful hints from the online help), the

output to scan in the middle panel, and the match appears in the bottom panel.

+* Kodos - The Python Regex Debugger =10x|
| File Edit Help
i = e [ ,
ZE 4@ no [0 K|
Regular Expression Pattemn
[Speed (kbps)is +](10-9]+).
Flag:
’7|_ Ignore Case [ Multi Line I~ Datal ™ Veibose [~ Locale [~ Unicode

Search String | Replace String |

Speed [kbps): 544 o 256

Match Mumber IT H:

Replace Mumber |0 3:

Group | Match IMalchAII | Replace | Sample Code

Speed (kbps): R4 1] 256

il

ﬁ |Pattern matches (found 3 match)

v

Scheduling Actions

You can schedule actions with a right-click in the Actions Portlet or the Schedules Portlet. This

opens an editor with the following screens:

General
Parameters

Schedule
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See Schedules Portlet on page 120 for more scheduling actions with that portlet. Schedules created
in the Actions Portlet also appear in the Schedules Portlet.

General

This screen lets you identify the scheduled item and its targets.

Parameters Schedule

’General Settings

Action: Schedule Description
454 Dell PCT Set SMTP Server & | * This schedules Dell SNTP server set &
r S
Associated Targets # Add | = RemoveAl |
Hame | Actions ‘
E-:- 6224 _kinnick_T3.10.201.73 ]

|l Save || = Close

This has the following fields:

General Settings
Action—Identifies the action being scheduled.
Schedule Description—Identifies the schedule.

Associated Targets

Click the Add button to select target equipment. You can remove listed equipment with the icon to
the right of listed items or with the Remove All button.
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Parameters

This screen’s configuration depends on the selected action you are scheduling. Many actions have
no parameters, so this tab is disabled. Enter the parameters for the action you are scheduling.

| Dell PCT L3 3.0 Set SNTP Server Details |

Server IP 192 . 168 . 2 . 32
Priority z =

Encryption Key I} ABCdef

| Save ® Close

Hover the cursor over fields to make their description appear in a tooltip.

Schedule

This screen is a standard scheduler screen, as described in Schedules on page 118.

Active Performance Monitor Support

You can monitor Adaptive CLI execution results with Active Performance Monitor. To do this, you
must select Adaptive CLI as the monitored type when creating a new performance monitor (see
Resource Monitors on page 295), then select a target entities (with the Add button in the top

Active Performance Monitor Support | Actions and Adaptive CLI
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panel) and a particular Adaptive CLI (with the green plus [+] in the Adaptive CLI Properties panel
at the bottom of this screen. Click the Edit (page) icon to select the Input Parameters to monitor
once you have selected an Adaptive CLL

Thresholds Conditions

Genersl Calculated Metrics Inventory Mappings

Monitor Entities # Add | Remove All
Entity Type | Action |
:-;-j 6224 _kinnick_731020.1 73 Managed Equipment | d

’
~

’Adapiive CLI Properties

Select Adaptive CLI: [T Cisco 'show switchport' | 4 |

Inpout Parameters ]

Attribute Hame ‘ Attribute Type Enabled Metric Type | Action |

J

Resufts String false Gauge _2

[ﬂ] Save | 0 Cancel

The user can choose an Adaptive CLI to monitor and may have to configure both its input values
and metric type for each output attribute. The Input data depends on what is configured in the
Adaptive CLI attributes.

Input Parameters

In Active Monitoring, all attributes of the schema appear in the Input Data for user-entered values.
You must enter the data necessary for all selected targets” scripts. To enter data, click Edit and then
enter values. Clicking Apply switches the panel back to read-only mode. You must click Save to
preserve input or output data configurations.

Monitor Attributes

Conlfigure Adaptive CLI output attributes for (Active CLiFroperties

monitoring in this tab in the lower panel of the

. . . Attribute Hame Show-Result:
Monitor Editor screen. You can monitor only _ ——
. . Attribute Type String
exposed attributes of numeric or boolean Erablod -
types. To change metric type, select the row Metric Type T —
and click the Edit button to its right. & swe | (® concel |
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An Adaptive CLI Properties screen appears that reminds you of the Attribute Name, and Attribute
Type, where you can Enable the attribute monitoring, and select Gauge, Counter or Boolean
buttons to the right of this panel to configure the metric type of the selected output data.

These attributes default to the metric type Gauge. Adaptive CLI is where you define these
attributes, but you must select their metric type settings on this screen if it is something other than

the default.

Click Save to preserve your configuration, or Cancel to abandon it and close the editor screen.

% How To:

Create a Monitor for an External Script

The following steps describe creating a monitor for an external command configured as an
Adaptive CLI (ACLI). Several Perl scripts appear in this performance\scripts directory by default.
You can try others in addition to the http_test.pl script in the example.

Create the Adaptive CLI
1 Right click in the Actions portlet, and create a new External Command ACLI
2 Make a new attribute schema with attribute: Status (integer)
3 In Scripts, enter the following as Script Content:

perl
"C:\Dorado\owareapps\performance\scripts\http_test.pl" [_EquipmentManage
r IP_Address]

The variable [_EquipmentManager_IP_Address| provides the target device’s IP address, and
comes from the Target Params tab, where you can find other such variables. If you want to test
this script on an HI'TTP process on a device not under management, just to see the outcome,
enter a known URL instead of that variable (like www.doradosoftware.com), and run the
script to see its output. (You will still have to select a target managed object to run the script,
even though it is not part of the command line.)

4 In the Value Extraction panel enter the following:

NN+ N *

5 Click Apply

6 Click Save

7 Right click and Execute the ACLI to test it.

Active Performance Monitor Support | Actions and Adaptive CLI
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% How To:

Create an Advanced Script Monitor Example

The following monitors an external Adaptive CLI example of setting up a simple process monitor
using ACLI:

1 Make sure Perl is installed (and Windows has restarted after installing it), and check that the
required libraries (Info.pmand WMI . pm) are in place. Your directory may vary; with 64-bit
Strawberry Perl the locations are:

For Info.pm:

C:\strawberry\perl\vendor\1lib\Win32\Process
and for WML pm:

C:\strawberry\perl\vendor\1lib\Win32\Process\Info

The process folder is attached to this document with proper structure. Put it in
C:\strawberry\perl\vendor\1ib\Win32 and you are ready to go.

@ NOTICE

Here are the URLs where you can download these libraries:
http://search.cpan.org/~wyant/Win32-Process-Info-1.018/lib/Win32/Process/Info.pm
http://search.cpan.org/~wyant/Win32-Process-Info-1.019/lib/Win32/Process/Info/WMI.pm

2 Put process_check.pl in the proper directory. For Windows the default is
C:\Dorado\owareapps\performance\scripts.

3 Inyour actions portlet, import TEST _ACTION.xml.

4 In your monitors portlet, import PROCESS_UPTIME_MONITOR xml.

5 Lven though the monitor and Adaptive CLI do not need one, select any target a dashboard
can track.

6 In your dashboard views portlet, create a new custom Monitor Dashboard for whatever
device(s) you decided to monitor, you will see Status as one of the tracked metrics (1 for up, 0
for down). You can use it as you would any other metric in Dell OpenManage Network
Manager to track, graph, and so on.

By default this script and monitor track whether notepad. exe is running, but you can have it
track anything by editing the monitor. Go to Monitor Options > Adaptive CLI Properties, and you
can edit the Process Name variable to be any other process.

Extra credit: Modify the script to track multiple applications.

process_check.pl
#!/usr/bin/env perl

use Win32::Process: :Info;
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Sprocessname=$SARGV[0];
Sfound = 0;
$pi = Win32::Process::Info->new ();
@info = S$pi->GetProcInfo (); # Get the max
@info = grep {
print $_->{Name};
print "\n";

if ($_->{Name})

{
if ($_->{Name} eqg Sprocessname)
{
Sfound = 1;
}
}

} $pi->GetProcInfo ();
if (Sfound == 1)

{
print "Process " . S$Sprocessname . " is running! 1";
}
else
{
print "Process " . S$Sprocessname . " is not running! 0";
}
TEST_ACTION

This action’s name is TestlixternalScript. It has two attributes, Process Name, a string, and Status,
an integer. It stores the retrieved process’ status in the Status integer, and takes Process Name as a
required input. It refers to the process_check.pl script as an external command in its Scripts tab.
Here is the syntax:

perl C:\Dorado\owareapps\performance\scripts\process_check.pl
<Process_Name>

In addition to referring to the script, this Adaptive CLI extracts the status from the script’s run.
Essentially it looks for 0 (down) or 1 (up) with the following regular expression in the Value
Extractions tab:

(\d)s

Active Performance Monitor Support | Actions and Adaptive CLI
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PROCESS_UPTIME_MONITOR

This monitor’s name is ProcessUptimeMonitor. It refers to the TestExternalScript
(TEST_ACTION) Adaptive CLI. Notice that the Process Name attribute defaults to notepad.exe,
and the Monitor Attributes tab contains the Status attribute.

Monitor Dashhoard

To see the result of your monitoring, create a custom monitor dashboard with the
PROCESS_UPTIME_MONITOR as its target monitor, and the desired target device as its target
device.

=
otepadMonito

(&) | Last 30 Minutes
Entity 192.168.53.124

15

Status ()

You can then see the process” activity over time when you launch the dashboard.
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7

Look in Job Viewer for the results.

(=} '&' Processing Task ‘Example ACLI
(=) @ Processing Task ‘Example ACLI on target DelEX8216-10201154.10.20.1.154:
g Executing Adaptive CLI'Example ACLI
g Running script *Script 1", click here to see command list.
Q Adaptive CLI execution completed, click here for details...
g Set attribute extraction results, click here for details...
g Completed Task Status ‘Executed”.

| = [ Fi@ F A F@,:\ {0 3612 11:44 AM ¥ Success
Status=0
® Close

Click Set attribute extraction results, click here to see the results appear in the bottom panel.
Notice also that you must check informational messages for all these to appear, and that
several additional sets of messages besides the extraction results appear.

Create a Monitor for the External Script Adaptive ACLI

Now that you have verified the script is working, you can create a monitor to see how this attribute
is doing.

1
2

10
11

In the Monitors portlet, create a new ACLI Monitor

Uncheck Update Network Status (recommended since the ICMP monitor is already doing
this)

You may want to test your monitor, in which case, change the monitoring interval to 30
seconds. Re-edit it to configure it with the interval needed for your production system.

In Monitor Options select your example monitor configured previously.
Confirm that Monitor Attributes displays the Status attribute configured previously.

In the Conditions tab of the Monitor Editor, create “Status Up” condition, with the severity
of Informational, and check Alert.

Create a criterion which is Status = 0.

Save this condition

Create a new Condition called “Status Down”
The criterion is Status = 1

Apply and Save

Active Performance Monitor Support | Actions and Adaptive CLI
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12 Save your monitor.

13 Right-click to select View Monitor Data, and you can see the results of your efforts.

* View Data for Monitor: Example ACLI Monitor 4= Return to previous

A By ¢ Fiter: (2] | Detauft Default ICMP Monitor Fitter ;I © advanced © ouick Search [l Export
Monitor Target Polled Date Time ¥
© erx310-0.211.192.168.0 211 42512118 PM

(2] Router yourdomain.com.10.128.2.11 42512118 PM

© Router 1921681 138 472512118 PM

© Juniper5-10128.3.1510128.315 472812118 PM

© DelISRXES010.201 167 472512118 PM

© 5224 _Kinnick_73.10.201.73 42512118 PM

© DelSRX220n_166.10.20.1 166 42812118 PM

© CiscoME3400-10128231 ovvare net.10.128.2.31 4/25M21:18 PM

© ciscoltD2435.10.1258.2.50 472812118 PM

© erx310-0.211 192 168.0 211 472512 110 PM

(] Router yourdomain.com.10.128.2.11 42512110 PM

© Router 1921681 138 472512110 PM

© Junipers-10.128.3.1510128.315 4/2512 110 PM

© DelSRXES0.10.201 167 472512110 PM

© 5224 _kinnick_73.10.201.73 42512110 PM

© DellSRX220n_166.10.20.1 166 472512110 PM

© CiscoME3400-10126231 ovwvare net 10.128.2 31 472512 110 PM

© ciscoltD2435.10.1258.2.50 472512110 PM

855 item(s) returned LI | o 2|lz]|[4][5] » M
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Add Action—This opens an Action Editor where you can select the Action that is to be a member
of the group, its Target devices and any Parameters associated with the Action.

A
General Parameters l

| General Settings |

Action: Description

& r

Resync
|Associated Targets ¢ Add | = Remove Al |
Name Actions

L ] Router yourdomain.com.10.128.2.10

L ] yourdomain.com.yourdomain.com.10.128.2.11
“ CiscoME3400-10128230.10.128.2.30 ]
% DellEX8216-10201154.10.20.1.154

= 0A007.192.188.53.124

SRX DellSRX220h_186.10.20.1.168 i
SRX DellSRX650.10.20.1.167 &

SRX DellSRX240-POE-10201155.10.20.1.155

SEX DellSRX210POE.10.20.1.157
WS Juniperis-10.128.3.15.10.128.3.15 i

KAz

o Apply @& cancel

Use the Add button to add Associated Targets, and the Delete this entry icon to delete any
added by mistake. Click Apply to accept an added (or edited) Action.
Remove All—Delete all Actions.

Click Save to create the Action Group. Once you have saved the group, you can right-click to
Execute it manually. You can also click Add Schedule to schedule its execution. Clicking Close ends
your editor session without saving any new Action Group, or changes you may have made to an
existing one.

Troubleshooting Adaptive CLI

The following issues can prevent the correct completion of Adaptive CLI execution.

Connectivity—The device can be offline. To detect whether this is true, right-click the device in
the Managed Resources portlet and Direct Access > Ping it.
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Incomplete Discovery—If the device is online and still does not respond to Adaptive CLI, you
may have only partially discovered it. Right-click the device in the Managed Resources portlet
and select Direct Access > Telnet. If that menu option does not exist, it is only partially
discovered. Right-click to edit the device, and add a Telnet Management Interface and
Authentication in those two tabs of the editor.

Adaptive CLI Records Aging Policy

You can use OpenManage Network Manager’s aging feature to preserve Adaptive CLI information.
Click the Redcell > Database Aging Policy (DAP) node of the Control panel, and click the default
Adaptive CLI DAP and click the edit button on its right.I

- Adaptive CLT Aging Polics X

| General [EOTE
Keep History for this many days a0 L4
Delete history associated with -

Negate command

Archive deleted records 2

« Applv | @ Cancel

After filling in the General Info tab, the Parameters screen lets you configure the following:
Keep History— Enter the number of days to retain the history in the database.

Delete history associated with Negate command— Check to remove archived records associated
with Negate (described under General on page 402).

Archive Deleted Records—Check to have deleted archived records saved as a file (configured in
the General Info parameters too).

@ NOTICE

You can see deployed Axis2 web services listed in the screen at http://[application server IP
address]:8089/axis2/services/listServices. These may take a little time to appear, so be patient. If you
have been patient, and they still do not appear listed, you may have to clear your browser’s cache.
Clicking the Activity link once they appear displays the WSDL.
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Glossary

Access CONTROL — Refers to mechanisms and policies that restrict access to computer
resources. An access control list (ACL), for example, specifies what operations different users
can perform on specific files and directories.

ALARM — A signal alerting the user to an error or fault. Alarms are produced by events. Alarms
produce a message within the Alarm Window.

API — Application Programing Interface—A set of routines used by the application to direct
the performance of procedures by the computer’s operating system.

AUTHENTICATION — The process of determining the identity of a user that is attempting to
access a network. Authentication occurs through challenge/response, time-based code
sequences or other techniques. See CHAP and PAP.

AUTHORIZATION — The process of determining what types of activities or access are permitted on
a network. Usually used in the context of authentication: once you have authenticated a user,
they may be authorized to have access to a specific service.

CoS — Class of Service—Describes the level of service provided to a user. Also provides a way of
managing traffic in a network by grouping similar types of traffic.

DATABASE — An organized collection of Oware objects.
DEPLOYMENT — The distribution of solution blades throughout the domain.

DIGITAL CERTIFICATE — A digital certificate is an electronic “credit card” that establishes your
credentials when doing business or other transactions on the Web. It is issued by a certification
authority (CA). It contains your name, a serial number, expiration dates, a copy of the certificate
holder's public key (used for encrypting and decrypting messages and digital signatures), and the
digital signature of the certificate-issuing authority so that a recipient can verify that the certifi-
cate 1s real.

DOMAIN — A goal-oriented environment that can include an industry, company, or department.
You can use Oware to create solutions within your particular domain.

ENCRYPTION — Scrambling data in such a way that it can only be unscrambled through the
application of the correct cryptographic key.

EQUIPMENT — A network device managed by the system.

ETHERNET TRUNK — An Ethernet Trunk service represents a point-to-point connection between
two ports of two devices. Ethernet frames transported by the connection are encapsulated
according to IEEE §02.1Q protocol. The each tag ID value in §02.10 encapsulated Ethernet

frames distinguishes an Ethernet traffic flow. Thus, an Ethernet trunk can aggregate multiple
Ethernet VLANs through a same connection which is why “trunk” describes these.
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ETHERNET TRUNK PORT — An Ethernet trunk port is a port that terminates a point-to-point
Ethernet trunk. Since Ethernet trunk is a point-to-point connection, each Ethernet trunk
contains two Ethernet trunk ports.

ETHERNET SERVICE — An Ethernet service represents a virtual layer broadcast domain that
transports or transmits Ethernet traffic entering from any one endpoint to all other end-
points.

Often, this is a VLAN service across multiple devices.

An Ethernet service may or may not use Ethernet trunk, depending on the desired connec-
tion between two neighboring devices. If the connection is exclusively used for this Ether-
net service, no Ethernet trunk is needed. On the other hand, if the connection is configured
as an aggregation which can be shared by multiple Ethernet services, an Ethernet trunk
models such a configuration.

Each Ethernet service can have multiple Ethernet Access Ports through which Ethernet
traffic flows get access to the service.

ETHERNET ACCESS SERVICE — Since an Ethernet trunk can be shared by multiple Ethernet
Services, each Ethernet Service relates to a shared trunk via a unique Ethernet Access com-
ponent.

Because Ethernet trunk is a point-to-point connection, there are two Ethernet Access Ser-
vices per trunk per Ethernet service instance.

ETHERNET A CCEss POINT — These represent the access points through which Ethernet
frames flow in and out of an Ethernet service.

For an Ethernet Service that uses an Ethernet Trunk Service, an Ethernet Access Port must
be associated with either one of the two Ethernet Access Services.

EVENT — Notification received from the NMS (Network Management System). Notifica-
tions may originate from the traps of network devices or may indicate an occurrence such as
the closing of a form. Events have the potential of becoming alarms.

EVENT DEFINITION — Parameters that define what an event does. For example, you can tell
Oware that the event should be to wait for incoming data from a remote database, then
have the Oware application perform a certain action after it receives the data.

EVENT INSTANCE — A notification sent between two Oware components. An event instance
is the action the event performs per the event definition.

EVENT TEMPLATE — Defines how an event is going to be handled.

EVENT THRESHOLD — Number of events within a given tomfooleries that must occur before
an alarm is raised.

EXPORTING — Saving business objects, packages, or solution blades to a file for others to
import.
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FILTER — In network security, a filter is a program or section of code that is designed to
examine each input or output request for certain qualifying criteria and then process or for-
ward it accordingly.

GUI — Graphical User Interface

ISATAP — The Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) is an IPv6 tran-
sition mechanism which is defined as a tunneling IPv6 interface and is meant to transmit
IPv6 packets between dual-stack nodes on top of an IPv4 network.

KEY — In cryptography, a key is a variable value that is applied using an algorithm to a string
or block of unencrypted text to produce encrypted text. The length of the key generally
determines how difficult it will be to decrypt the text in a given message.

KEY MANAGEMENT — The establishment and enforcement of message encryption and
authentication procedures, in order to provide privacy-enhanced mail (PEM) services for
clectronic mail transfer over the Internet.

MANAGED OBJECT — A network device managed by the system.

MEDIATION — Communication between this application and external systems or devices, for
example, printers. Mediation services let this application treat these devices as objects.
MEDIATION AGENT — Any communication to and from equipment is handled by the Media-
tion Agent. This communication includes SNMP requests, ASCII requests, and unsolicited
ASCII messages. In addition, the Mediation Agent receives and translates emitted SNMP
traps and converts them into events.

MEG — Maintenance Entity Group
MEP — Maintenance End Point

MIB — Management Information Base. A database (repository) of equipment containing
object characteristics and parameters that can be monitored by the network management
system.

OAM — Operation, Administration and Maintenance
OID — Object ID.
OSPF — Open Shortest Path First routing protocol.

PoLicY — A rule made up of conditions and actions and associated with a profile. Policy
objects contain business rules for performing configuration changes in the network for con-
trolling Quality of Service and Access to network resources. Policy can be extended to per-
form other configuration functions, including routing behavior, VLAN membership, and
VPN sccurity.

PoLICY ENFORCEMENT POINTS (PEP) — In a policy enforced network, a policy enforcement
point represents a security appliance used to protect one or more endpoints. PEPs are also
points for monitoring the health and status of a network. PEPs are generally members of a

policy group.
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PoLICY ROUTING — Routing scheme that forwards packets to specific interfaces based on
user-configured policies. Such policies might specify that traffic sent from a particular net-
work should be routed through interface, while all other tratfic should be routed through
another interface.

PoLicy RULES — In a policy enforced network (PEN), policy rules determine how the mem-
bers and endpoint groups of a policy group communicate.

PPTP (POINT-TO-POINT TUNNELING PROTOCOL) — Point-to-Point Tunneling Protocol (PPTP)
is a network protocol that enables the secure transfer of data from a remote client to a pri-
vate enterprise server by creating a virtual private network (VPN) across TCP/IP-based data
networks. PPTP supports on-demand, multi-protocol, virtual private networking over public
networks, such as the Internet.

PRIVATE KEY — In cryptography, a private or secret key is an encryption/decryption key
known only to the party or parties that exchange secret messages. In traditional secret key
cryptography, a key would be shared by the communicators so that each could encrypt and
decrypt messages. The risk in this system is that if either party loses the key or it is stolen,
the system is broken. A more recent alternative is to use a combination of public and private
keys. In this system, a public key is used together with a private key.

PROFILE — A profile is an abstract collection of configuration data that is utilized as a tem-
plate to specify configuration parameters to be applied to a device as a result of a policy con-
dition being true.

PusLIC KEY — A public key is a value provided by some designated authority as a key that,
combined with a private key derived from the public key, can be used to effectively encrypt
and decrypt messages and digital signatures. The use of combined public and private keys is
known as asymmetric encryption. A system for using public keys is called a public key infra-
structure (PKI).

QoS — Quality of Service. In digital circuits, it is a measure of specific error conditions as
compared with a standard. The establishment of QoS levels means that transmission rates,
error rates, and other characteristics can be measured, improved, and, to some extent, guar-
anteed in advance. Often related to Class of Service (CoS).

RADIUS — RADIUS (Remote Authentication Dial-In User Service) is a client/server proto-
col and software that enables remote access servers to communicate with a central server to
authenticate dial-in users and authorize their access to the requested system or service.
RADIUS allows a company to maintain user profiles in a central database that all remote
servers can share.

RIP — Routing Information Protocol
SELF-SIGNED CERTIFICATE

A self-signed certificate uses its own certificate request as a signature rather than the signa-
ture of a CA. A self-signed certificate will not provide the same functionality as a CA-signed
certificate. A self-signed certificate will not be automatically recognized by users' browsers,
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and a self-signed certificate does not provide any guarantee concerning the identity of the
organization that is providing the website.

SMTP — Simple Mail Transfer Protocol.

SNMP — Simple Network Management Protocol. Network management protocol used
almost exclusively in TCP/IP networks. SNMP provides the means to monitor and control
network devices, and to manage configurations, statistics collection, performance, and secu-
rity.

SPANNING TREE PROTOCOL (STP) — The inactivation of links between networks so that infor-
mation packets are channeled along one route and will not search endlessly for a destina-
tion.

SSH (SECURE SHELL) — A protocol which permits secure remote access over a network from
one computer to another. SSH negotiates and establishes an encrypted connection between
an SSH client and an SSH server.

SSL (SECURE SOCKETS LAYER) — A program layer created by Netscape for managing the
security of message transmissions in a network. Netscape's idea is that the programming for
keeping your messages confidential ought to be contained in a program layer between an
application (such as your Web browser or HI'T'P) and the Internet's TCP/IP layers. The
“sockets” part of the term refers to the sockets method of passing data back and forth
between a client and a server program in a network or between program layers in the same
computer.

TRAP (SNMP TrAP) — A notification from a network element or device of its status, such as a
server startup. This notification is sent by an SNMP agent to a Network Management Sys-
tem (NMS) where it is translated into an event by the Mediation Agent.

TrAP FORWARDING — The process of re-emitting trap events to remote hosts. Trap Forward-
ing is available from the application through Actions and through the Resource Manager.

VLAN — A virtual local area network (LAN), commonly known as a VLAN, is a group of
hosts with a common set of requirements that communicate as if they were attached to the
Broadcast domain, regardless of their physical location. A VLAN has the same attributes as
a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch. Network reconfiguration can be done through software
instead of physically relocating devices.
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Advisory Text, 829

Aging Inventory Report
Retention, 710

Alarm, 901
Advisory Text, §10
MIB Text, 809
Reference Tree, 809

Alarm DAP Parameters, 719
Alarm Default, 803

Alarm Details, 809

Alarm Manager, 8§04

Alarm Severities
Cleared, 804
Critical, 804
Indeterminate, 804
Information, 8§04
Major, 804
Minor, 804
Warning, 8§04

Alarm Severity and

Count, 803
Alarm Table Columns, 807

Alarm Window Refresh
Rate, 121

Alarms, 801
Alarm State, 808
Archiving, 810
Assigned by, 808
Assigned User, 808
Causes, 810
Count, 808
Date Assigned, 808
Date Closed, 808
Date Opened, 8§08
Entity OID, 808
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Entity Type, 808

Event detail window, 809
Impacts, 810

Logging, 810

Notification Instance, 808
Overview, 801

Severity, 808

Alarms DAP Parameters, 719
Alarms in Topology, 688
Align, 672

Allow Reverse Userld, 112
API, 901

Append properties, 58

Application
email settings, 119

Application Security
Policy, 99

Application Server, 63, 141
Configuring, 63
Options, 63

Application server
troubleshooting, 125

Application Server, Status
Monitor, 143

Archived data viewing, 719
Archiving Alarms, 810
ARP, 302

Associated VRRP
Interfaces, 368

Audit, 228, 819
Audit Control Settings, 716

Audit Trail
Editor, 714

Data, 715
Job Status, 715
Manager, 713

Authenticated Users, 379

Authentication, 225, 901
Editor, 82
Equipment panel, 91
FTP 83
HTTP/HTTPS, 84
Manager, 80
Objects, 81
SNMP, 85-86
Telnet / SSH, 88
User Groups, 91

Authentication Profile, 234
Authorization, 901
Autoextend, 8§97

Automatically Starting
Servers, 50

Automation Event Processing
Rule Editor, 816

Available Attribute List, 157
Available Detail Panels, 157

B

Bad logon, 146
Balloon Tree, 674
Basic Filter Editor, 739

Basic Network
Considerations, 44

Batch operations, 692, 698
Bindings, 833
BOOTP / DHCP Relay, 369



Broadcast Control, 248
Browser View, 161

B-Series
Fabric -> Hardware
Activation, 402
Fabric -> System, 401
Policy -> Status Settings, 405
Show -> Domains, 410
Show -> Switch Status, 411
Show -> System, 409
SNMP -> Settings, 404
SNMP -> Syslog
Daemon, 403
Zone -> Manage Zone, 406
Zone -> Manage Zone
Sets, 407
B-Series Driver, 401

Bus, 680

C
Cable Test, 306

Cancel installation,
Windows, 54

Cancelling the
Installation, 54

Cannot find topic, 185
Caution, 171
Cell Presentation, 176

Change Determination

Label, 892
Change the IP address, 53
Change Tracking, 180
Changing the system time, 54

child alarms, 688
Circular, 677

Class of Service - IP Port
Priority, 269

Class of Service - IP
Precedence/DSCP, 270

Class of Service - Queue

Scheduling, 268

Class of Service - Traffic

Classes, 267

Class of Service -> IP Port
Priority, 269

Class of Service -> IP
Precedence/DSCP, 270

Class of Service -> Queue
Scheduling, 268

Class of Service -> Traffic
Classes, 267

Client Installation,
Windows, 48

Client Logging, 65

Client Password, 32
Clustering, 141

Color conventions, 165
Colors, 165

Colors in the display, 165
Column titles, editing, 755

com.dorado.redcell.manager.p
olling.AlarmManager, 121

com.dorado.redcell.manager.p
olling.ResourceManager,

121
Command, 790

Command button, 169

Command Line
Installation, 57

Command Test Monitors, 796
Common Operations, 171
Common Problems, 186
Compliant label, 892

Contig Editor, 175
Configuring Logging, 65

Contact Editor, General
Tab, 659

Contacts, 657
Contact ID, 659
Edit, 659

Controls, 115

Conventions, 169
Cautions, 171
Command button, 169
Eraser button, 169
Notes, 171
Select items from menus, 169
Tips, 171
Warnings, 171

Copy Files, 243, 384
Core Device Driver, 189
Correlation, 830

Correlation Event Processing
Rule Editor, 819

CoS, 901
Create a new User, 71

Create an SNMP
Monitor, 759
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Creating and Modifying
Resources, 217

Creating or Modifying
Resource Roles, 632

Creating or Updating a
Dashboard, 782

Creating or Updating a
Monitor, 771

Creating or Updating a
Retention Policy, 788

Ctrl+C, 56
Custom Fields, 178

Custom v. User-defined
attributes, 180

Customer Company
Name, 210

Cut thru, Error messages, 217

Cygwin, 45

D

DAP, Inventory Records, 723
dapviewer, 719

Dashboard, 781

Dashboard View Manager, 781
Dashboard Viewer, 783

Database, 901
Management, 133

Database Aging Policy, 8§97
Audit Trail Logs, 720

Configuration File
Records, 720

Editor, 718
Alarm Parameters, 719
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Audit Trail Logs, 720
General Info, 718
Inventory Change
Tracking, 722
Job Parameters, 723
Log Parameters, 724
General Info, 718

Inventory Change
Parameters, 722

Inventory Change
Tracking, 722

Job Parameters, 723

Log Parameters, 724

Order Summaries, 726

Overview, 717

Tracking Parameters, 722

Database Aging Policy (DAP)
Overview, 717

Database Backup, 13§
Database backup, 138

Database Emergency
Email, 135

Database Security, 134
Database Sizing, 136, 897
Database sizing, 897
Database Timeout, 65, 135

Databases, Adding a
performance
database, 133

Declutter, 678

Default database login, 134
Default Domain Name, 310
Default ICMP Monitor, 798

Default Interface
Monitor, 796

Default Monitors, 796
Default Role and User, 80
Default WMI Monitor, 799

Deleting columns, 153

Dell

3424, 3448,3424P,3448P, 3524,
3524P, 3548, 3548P,
5316M, 5324, 6024,
M6220, 6224, 6248, and
M8024 Screens, 370

Access Control Lists, 297

Access Profile, 327

ACL Bindings, 300

Active image, 395

Address Table - Address
Aging, 254

Address Table - Static
Addresses, 251

Advanced Settings, 372

ARP, 302

Authenticated Users, 379

Authentication Profile, 234

Bind MAC to VLAN, 391

Broadcast Control, 248

Cable test, 306

Class of Service - IP Port
Priority, 269

Class of Service - IP
Precedence, 270

Class of Service - IP
Precedence/DSCP, 270

Class of Service - Queue
Scheduling, 268

Class of Service - Traffic
Classes, 267

Copy Files, 243, 384

Default domain name, 310

Device Driver, 229



DHCEP IP Interface
Parameters, 301

DHCP Relay, 310

Domain naming, 309

Double VLAN Settings, 390

Dynamic Address Table, 252

File System, 396

Flow Control, 332

GARP Settings, 253

GVRP Global Parameters, 354

Host name mapping, 308

IGMP Settings, 290

IP Address, 232

IP Based ACL, 297

IP based ACL, 297

1SCSI -> Target, 353

LACP Parameters, 304

LACP Settings, 304

LAG Settings, 385

Leave Timeout, 291

LLDP global settings, 312

LLDP Med Local Media
Policy, 315

LLDP Port Settings, 313

LLDP Remote Settings, 314,
317

Logging, Remote Logs, 294

Logging, System Logs, 293

MAC Based ACL, 298

MAC-based Access Control
Lists, 298

Management Interface, 333,
397

Management Security Enable
Password, 240

Management Security Line
Password, 239

MSTP Interface Settings, 264
Multicast, 286

Multicast - IGMP
Settings, 290

Multicast - Multicast
Settings, 286

Multicast -> IGMP Proxy
Settings, 292

Multicast Forward All, 393

Multiple Hosts, 377

Password management, 307

Password Settings, 242

PoE, 335

Policy, 294

Port and Trunk Settings, 245

Port Based
Authentication, 243, 373

Port Mirroring, 356

Port Security, 375

Power over Ethernet, 335

Protocol, 387

QOS - Clobal Settings, 277

QOS - Queue Settings, 277

QOS - Queue Settings, 277

Quality of Service - CoS
Mapping, 271

Quality of Service - DSCP
Mapping, 275

Quality of Service - Port
Settings, 266

Quality of Service - TCP/UDP
Mapping, 276

Radius Defaults, 238

Radius Server Editor, 237

Radius Servers, 237

Radius Settings, 236

Rapid Spanning Tree, 254

Reset Device, 370

Restore Vendor Panel, 875

RMON Alarms, 341

RMON Events Control, 340

RMON History Control, 339
Select Authentication, 235
SNMP - Communities, 279
SNMP - Community
Settings, 279
SNMP - Trap Settings, 278
SNMP - Traps, 278
SNMP -> Access Control
Groups, 282
SNMP Community
Settings, 279
SNMP Global Parameters, 280
SNMP Trap Settings, 278
SNTP Authentication, 381
SNTP Clobal Settings, 380
SNTP Interface Settings, 383
SNTP Server Details (Read-
only), 382
SNTP Servers, 382
Spanning Tree, 262
Spanning Tree - Bridge
Settings, 254
Spanning Tree - Port
Settings, 258
Spanning Tree LAG
Settings, 257
Stack Management
Stack
Contfiguration, 345
Stack Port
Counters, 348
Stack Port
Summary, 347
Stack Summary, 346
Supported
Switches, 350
System Settings, 230
TACACS+ Settings, 241
Time Synchronization, 371
Time synchronization, 371
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UDP Relay, 311

User Authentication, 233
VLAN Protocol Group, 386
VLAN Protocol Port, 388

Dell Default Screens, 370
Dell Device Driver, 229

Dell M6220, 6224, 6248,
62xxP, 62xxF, and M8024
Screens, 394

Dell PowerConnect Device
Driver, 229

Dell Screens, 370
Deployment, 901
Description, 834

Detail Panels, 157, 165, 210,
826

DHCP Filtering, 335

DHCP IP Interface
Parameters, 301

DHCP Relay, 310

Digital Certificate, 901
Direct Access, 215

Disabled user, 146

Disabled user, re-enabling, 73

Discovering Ethernet Links
for WBEM and WMI
devices, 643

Discovery, 227

Discovery — Authentication
Editor, 196

Discovery delays, 187
Discovery panel, 227
Discovery Problems, 188
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Discovery Profiles, 204

Discovery Wizard
Link Discovery Options, 643

DNS, 44

Domain, 901

Domain Name Servers, 44
Domain Naming System, 309
Drag and drop, 153

Dynamic Address Table, 252
Dynamic Groups, 638

E
Editing Column Titles, 755

Editing Event History
Entity, 834

Editor, 217

Email
return address, 122

settings, 122
SMTP host name, 122

E-mail action
User-Created Attributes, 845

Email Settings, 119
e-mail settings, 119, 121

Embedded Database
Sizing, 136

Embedded Database,
Backup, 138

EMS Alarms, 810
Encryption, 901
End point

A, 647
Z, 647

Entity Data Discovery DAP
Parameters, 722

Equipment, 901
Adding for authentication, 91
Deleting from
authentication, 91

Equipment Editor, 8§58
Equipment Name, 808
Escalating Syslog, 814
Ethernet Access Point, 902
Ethernet Access Service, 902

Ethernet Links for WBEM
and WMI, 643

Ethernet Service, 902
Ethernet Trunk, 901
Ethernet Trunk Port, 902
Event, 902

Event Default, 803
Event Definition, 902
Event Definition Editor, 8§27
Event Definitions, 825
Event Filter, 817

Event Filter Criteria, 818
Event Forwarding, 837
Event History, 832

Event Instance, 902

Event Management
Properties, 127

Event Name, 808



Event Processing Rule
Details, 816

Event Processing Rules, 8§15

Event Template, 902
Scripts, 727

Event Threshold, 902
Event/Alarm correlation, 8§27

Events
Rejected, 8§20
Suppressed, 8§20

Example Group
Operation, 702

Executing Reports, 708
Exporting, 902
Extended Map, 642

F

Figures
About Box, 147
About Process Monitor, 144
Action Menu, 213
Actions Manager, 835
Active Performance Monitor
Command Monitor -
Command Settings
/ Editor, 790
Dashboard, 783
Dashboard Component
Action ->
Configure, 785
Dashboard
Properties, 782
Dashboard View
Manager, 781
Data, 789

Default ICMP
Monitor, 798
Default Interface
Monitor, 797
Default WMI
Monitor, 799
DNS Lookup, 796
Inventory
Mappings, 779
Monitor Editor —
Calculations, 777
Monitor Editor - Gener-
al (Key
Metric), 772
Monitor Editor —
Thresholds, 775
Monitors, 770
Reference Tree, 780
Retention Policy
Editor, 788
Retention Policy
Manager, 787
SNMP Add Editor, 795
SNMP Attribute
Management, 793
View Editor, 782
Adding Object Group
Permissions, 99
Alarm Details, 809
Alarm Manager, 804
Alarms, 802
Causes and Impacts for
Service Alarms, 810
All Permissions, 77
Audit Control Settings, 716
Audit Trail Editor -
General, 714
Audit Trail Manager -
Data, 715
Audit Trails Manager, 713

Automation Event Processing
Rule Editor, 817
Available Attribute List
Toggle, 157
B-Series
Fabric -> Hardware
Activation, 402
Fabric -> System, 401
Policy -> Status
Settings, 405
Show -> Domains, 410
Show -> Switch
Status, 411
Show -> System, 409
SNMP -> Settings, 404
SNMP -> Syslog
Daemon, 403
Zone -> Manage
Aliases, 408
Zone -> Manage
Contigs, 407
Zone -> Manage
Zone, 406
Change Password Dialog, 146
Change Tracking, 181
Child Alarms, Contracted and
Expanded View, 688
Commands screen, 727
Contig Editor - Cell
Presentation, 175
Contig Editor - Custom
Fields, 179
Contfig Editor - Row
Presentation, 177
Configuration Labels, §91

Contact Editor, 659
Contacts screen, 657

Correlation Rule Type
Selector, 819
Custom Attributes, 223
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DAP

Configuration File
Records DAP
Parameters, 721

Data Collection, 721

Inventory Change and
Tracking DAP
Parameter, 723

Inventory Records, 723

DAP Audit Trail Logs, 720
DAP for Event Services Alarm

Logs, 719

DAP General Info, 718
DAP Order Summaries, 726
Data Policies, 731

Data Policy Editor, 732
Data Policy Editor -

Membership, 733

Database Aging Policy (DAP)

Dell

464

Manager, 717

Access Profile, 327
Address Aging, 250
Advanced Settings, 372
ARP Interface

Settings, 303
ARP Settings, 302
Assigning a Multicast

IP. 287
Authenticated

Users, 379
Authentication

Profile, 234
BOOTP/DHCP

Relay, 369
Broadcast Control, 249
Cable Test, 306
Copy Files, 243, 384
COS - IP Port

Priority, 269
COS -1P
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Precedence, 270
COS - Queue
Scheduling, 268
COS - Traffic
Classes, 267
Default Domain
Name, 310
DHCEP Filtering, 335
DHCP IP
Parameters, 301
DHCP Relay, 310
Domain Naming
System, 309
Dynamic Address
Table, 252
Enable Password, 240
File Management ->
Active Images, 395
File Management ->
File System, 396
GARP Settings, 253
Global SNTP
Settings, 380
GRVP Global
Parameters, 354
Host Name
Mapping, 308
IGMP Settings, 290
IP Address Setting, 232
IP Based ACL, 297
IPv6 Default
Gateway, 320
IPv6 Interface, 318
IPv6 ISATAP
Tunnel, 322
IPv6 Neighbors, 324
IPv6 Routes, 325
iSCSI -> Session, 352
i1SCSI -> Target, 353
LACP Settings, 304
LAG Settings, 385
Line Password, 239

LLDP
Connections, 331
LLDP Global, 312
LLDP Med Local Media
Policy, 315
LLDP MED Port
Settings, 317
LLDP Port, 313
LLDP Remote
Settings, 314
LLDP Statistics, 332
MAC-based Access
Control Lists, 298
Management
Interface, 333, 397
Management
Security, 334
MSTP Interface
Settings, 264
MSTP Settings, 260
Multicast -> Multicast
Forwarding, 289
Multicast Forward

All, 393
Multiple Hosts, 377
Older Port

Mirroring, 356
Password

Management, 307
Password Settings, 242
PoE, 336
Port and Trunk

Settings, 246
Port Based

Authentication, 24

4 373
Port Security, 376
Priority Flow

Control, 273
Q0S

COS

Mappings, 271



COS Mappings
Mapping
Table, 271
DSCP
Mapping, 275
Global
Settings, 277
Queue
Settings, 277
QOS -> CoS
Interface, 274
QoS Port Settings, 266
RADIUS Defaults, 238
RADIUS Servers, 237
Radius Settings, 236
Rapid Spanning
Tree, 255
Remote Logs, 294
Reset Device, 370
Restore Vendor
Panel, 875
RMON ->
Statistics, 343
RMON Alarm
Contfiguration, 341
RMON Events
Control, 340
RMON History
Control, 339
Routing
RIP, 358
Static Routes, 360
Routing OSPF Global
Settings, 361
Routing OSPF
Interface, 365
Routing VRRP, 367
Select
Authentication, 23
5
SNMP

Communities, 279

Traps, 278
SNMP -> Access Con-
trol Groups, 282
SNMP -> Global
Parameters, 281
SNMP -> Notification
Recipients (SNMP
v3), 285
SNMP -> User Security
Model, 284
SNMP -> Views or
SNMP ->
Filters, 280
SNTP
Authentication, 38
1
Spanning Tree
Bridge
Settings, 254
Port Settings, 258
Spanning Tree -> LAG
Spanning Tree
Settings, 257
Spanning Tree -> Span-
ning Tree, 262
Stack Management ->
Stack
Contfiguration, 345
Stack Management ->
Stack Port
Counters, 348, 350
Stack Management ->
Stack Port
Diagnostics, 349
Stack Management ->
Stack Port
Summary, 347
Stack Management ->
Stack
Summary, 346
Static Addresses, 251
System Banner, 329

System Logs, 293
System Settings, 230
in  Group Opera-
tions Wizard, 231
TACACS+
Settings, 241
TCP and UDP to Queue
Mappings, 276
Time
Synchronization, 3
71
UDP Relay, 311
User
Authentication, 23
3
VLAN -> Bind IP Sub-
net to VLAN, 392
VLAN -> Bind MAC to
VLAN, 391
VLAN -> Double VLAN
Settings, 390
VLAN -> Interface
Settings, 389
VLAN -> Private
VLAN, 355
VLAN -> Protocol
Group, 398
VLAN Protocol
Group, 387
VLAN Protocol
Port, 388
Dell Policy - VLAN
Management, 295
Dell SNTP Servers, 382-383
Detail Panel, 211
Detail Panels, 166
Device Access Options, 8§21
Direct Access SNMP, 167
Discovery Audit Requests
Module
Authentication, 203
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Discovery Definition Data
Records, 722
Discovery Profile Editor -
Discovery Tab, 206
Discovery Profile Editor -
General Tab, 205
Discovery Profile Editor -
Options Tab, 207
Discovery Profiles, 204
Drag and Drop Cursor, 153
Editable Column Titles, 755
Editing Event History
Entity, 8§34
E-mail the Alarm, 805
Equipment Roles, 226
Event Definition Editor -
Correlation, 830
Event Definition Editor -
General, 827
Event Definitions, 825
Event Filter Criteria, 818
Event History, 832
Event History DAP
Parameters, 722
Event Template - Script
Command Editor, 728
Example Custom Variables in
Email Action, 838
Example Email from
Action, 839
Expanded Filter in a
Manager, 738
Expired Account Age, 101
File Management
Click File Compare on
These Screens, 865
Compare Configura-
tions for Two
Devices, 866
Compare Files on One
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Device, 866
Current Config, 8§58
Download Schedule

Parameters, 888
Download Status, 887
File Comparison, 867
File Server

Manager, 849
File Server Setup, 852
Import Configuration

File, 863
Network Services

Scheduler, 873
New/Edit FTP Server

Form, 850
OS Editor, 884
OS Images

Manager, 883
Resource Editor

Action

Summary, 859

Contfigurations, 86

1

Current

Contiguration, 86

0
Resources Screen, 857

Show Readme, 885
Status Messages, 863
File Management Context
Sub-Menu, 214
Filter, 158
Alternative Editor, 739
Name Field, 742
Filter Editor, 736
Filtering on Group
Membership, 212, 635
Filters screen, 735
Frequency Options, 8§21
Functional Permissions, 75

General (EMC) Page, 82

General (FTP) Page, 83
General (HT'TP/HTTPS)
Page, 84
General (Telnet / SSH)
Page, 88
Group Editor - Dynamic
Group Filter, 638
Group Editor - Legacy
Dynamic Groups, 639
Group Editor - Static Group
Editor, 637
Group Operations
Audit History, 701
Batch Screen, 698
DNS Servers, 694
Editor, General, 700
Manager, 699
Save and Execute
Options, 698
System
Information, 696
Time Servers, 697
Group Operations Preview
Screen, 693
Group Rights Summary
Page, 114
Groups Manager, 636
Heartbeat Policies, 743
Heartbeat Policy Editor, 744
Idle Account Age, 103
Inactivity Timeout, 101
Inventory Report
Manager, 703
Job DAP Parameters, 724
J-Series
Action Tab, 474
Adaptive Services
Application, 423

Firewall Rule Term

Actions, 426



Firewall Rule Term
Match
Criteria, 425
Flow, 420
IDS Rule Action
Editor, 437
1P Sec IKE
Proposal, 430
1P Sec
Proposal, 431
IP Security Policies
(IKE Edit), 432
IP Security Policies
(IP Sec Edit), 433
NAT Pool
Properties, 427
NAT Rules, 428
PIC, 419
Service Sets, 439
Stateful Firewall
Contfiguration
Wizard, 424
Adaptive Services
Applications, 421
Adaptive Services Rule
Sets, 438
Add PIC Channels, 614
Advanced Firewall Filter
Match
Conditions, 470
Aggregated Devices >
AE Interfaces, 442
Aggregated Devices >
Device
Options, 441
ATM Port Unit, 597
Authentication
Class, 572
Authentication
Order, 569
Ccc - Circuit cross-
connect, 604

Channel
Components, 611
Channel
Properties, 612
Channelized
Channel
Groups, 610
OC-12 Layout, 611
Channelized Interface
Contigure > Clear
Channel (no
partition), 620
Channelized Interface
Contigure >
Partitions, 619
Class of Service >
Fabric, 452
Class of Service > Irag-
mentation
Map, 457
Class of Service >
Interfaces, 454
Class of Service > Inter-
faces > Classifiers
Tab, 455
Class of Service > Inter-
faces > Rewrite
Rules Tab, 456
Class of Service > Rout-
ing Instance, 458
Class of Service > Traf-
fic Control
Profiles, 459
Contiguring
Redundancy, 463
Contiguring Routing
Engines, 464
COS
Classifiers, 451
Code Points, 444
Drop Profiles, 446
Forwarding Classes

Panel, 445

Forwarding  Policy

Panel, 453

Rewrite Rules

Panel, 450
Scheduler Map
Panel, 449
Scheduler
Panel, 448
Date and Time, 559
DS0 Channel

Properties, 613
Editing ATM 11

VPI, 594
Ethernet Port Unit, 596
IDS Rules, 436
Interface —

Aggregate, 581
Interface — ATM, 585
Interface — DS0, 588
Interface — E1, 587
Interface —

Ethernet, 579
Interface — Fast

Ethernet, 580
Interface — Gigabit

Ethernet, 580
Interface — PPP, 584
Interface — Sonet, 582
Interface Contiguration

— General, 576
Interface Contiguration

— Hold Times, 579
Interface Contiguration

— KeepAlives, 578
Interfaces — Serial, 591
Interfaces — T'1, 589
IP Security Rules, 434
L2 Circuit > Local

Switching, 528
L2 Circuit >

Neighbors, 527
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LSP Next Hop, 536

Lt Port Unit, 597

Operations
DHCP /  Bootp

Relay, 465-466

PIC Chassis
Hardware, 575

Point-to-Multipoint
(P2MP) LSPs, 536

Policy > Firewall
Filters, 469

Policy Options > Fire-
wall Filter
Interfaces, 475

Policy Options > Policy
Communities, 477

Policy Options > Policy
Statements, 482

Policy Options > Prefix
Lists, 476

Policy Statement Route
Filter, 484

Policy Statements -
Community, 483

Protocols > Setup

LDP, 491

MPLS (Auto
Policing), 498

MPLS

(Bandwidth), 497
MPLS  (Diff-Serv
TF), 493
MPLS (Log Up-
Down), 496
MPLS
(Options), 497
RIP, 500
RSVP, 499
Protocols > Setup
(BGP), 486
Radius
Authentication, 57
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0
Restore Type Vendor
Panel, 623
RIP Policy Import, 526
Routing Instances >
Instances, 539
Routing Instances >
VRF Instances -
BGP 544
Routing Instances >
VRF Instances -
Interfaces, 543
Routing Instances >
VRF Instances -
OSPF and OSPF3
(Area), 548
Routing Instances >
VRF Instances -
OSPF and OSPF3
(Export
Policies), 546
Routing Instances >
VRF Instances -
OSPF and OSPF3
(Interface), 549
Routing Instances >
VRF Instances -
RIP, 550
Routing Instances >
VRF Instances -
Routing
Options, 551
Routing Instances >
VRF Instances -
Static, 553
Routing Instances >
VRF Instances -
VRE Settings, 541
Routing Options > Ag-
gregate Routes, 537
Routing Options >
General >

Autonomous, 532
Routing Options >
General >
Confederation, 532
Routing Options >
General > Forward-
ing Table, 533
Routing Options >
General > Maxi-
mum Routes, 533
Routing Options >
General > Route
Options, 531
Routing Options > Stat-
ic Routes, 534
Routing Protocols
BGP Peer
Groups, 507
BGP Peer Groups,
Allow, 509
BGP Peer Groups,
Export, 510-511
BGP Peer Groups,
Family, 508
BGP Peer Groups,
Import, 509
ISIS BFD
Options, 519
ISIS Levels, 517
ISIS Mesh
Group, 518
LDP, 520
LDP or
MPLS, 520-521
MPLS, 521
OSPF
Interface, 512
OSPF LSP, 514
OSPF Peer
Interface, 516
OSPF
Stub/NSSA, 515



RSVP
Interfaces, 524
Routing Protocols >
Setup
ISIS, 489
OSPE, 488
Set All J-
SeriesChannels, 61
4
Shaping, 607
Show Screens, 615
SNMP
Community, 554
SNMP Traps, 556
Sonet and E1 Port
Unit, 597
System > General, 557
System > Location, 560
System > Syslog
Files, 565
System > Syslog
Hosts, 567
System > Syslog
Users, 568
System Log File, 563
System Management
SNMP
Loopback, 561
System Services, 562
Tcc - Translational
cross-connect, 605
Tunnel Contfiguration
and GRE Unit Tun-
nel
Contfiguration, 606
Unit inet
Contfiguration, 600
Unit Inet6 - IPv6
Protocol, 601
Unit MIppp
Protocol, 603
Unit Mpls, 602

Unit Multilink Frame
Relay
end-to-end
Protocol, 603
UNI NNI
protocol, 604
Unit OSI ISO
Protocol, 601
Unit Service
Options, 609
Unit Services
Contfiguration, 608
User Authentication
(Telnet &
SSH), 571
Vpls - Virtual Private
LAN Service, 605
JunMT
Protocols > RIP
Groups, 525
Protocols > VRRP
Groups, 529
Key Metrics — Settings, 791
Label Editor (General), 893
Layout Appearance, 163
Layout Bar, 155
Layout Editor, 162
Layout Menu, 156
Learned MAC Address Detail
Panel, 629
License File Selection, 144
Link Bundle Angle
Amplitude, 669
Link Bundle Offset / Angle
Spacing, 668
Link Discovery — Status, 645
Link Discovery Wizard —
Options, 644
Link Discovery Wizard —
Select Equipment, 642

Link Manager, 641
General Panel, 646
Location Editor - General, 651
Locations Screen, 649
Lockout Period, 102
Log DAP Parameters, 725
Login Attempts, 102
Login Policy
Allow Password
Reuse, 109
Allow UserID in
Password, 111-113
Require a number, 110
Require a special
character, 110
Require Mixed
Case, 111
Login Policy Page, 100
Login Prompt, 145
Management Interface
Editor, 223
Maximum Logins per
Userld, 104
MDI View, 161
MIB Browser, 794
Minimize, Maximize and
Close MDI Window, 161
Monitor Reports, 767
Moving Between Lists, 172
Multiple Filter Criteria -
Expanded, 160
Multiple Filter Criteria -
Summary, 159
My Favorites, and Add to
Favorites, 172
MySOL Users, 134
Object Group Manager, 97
Online Help System, 185
Password Expiration Age, 107
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Password Expiration
Warning, 107
Password History, 106
Ports, 627
Preview Detail Panel, 221
Print Dialog — Paper Tab, 684
Printed Alarms (pdf), 8§06
Privacy Warning, 103
Quick Group, 158
Registry Edits, 119
Registry Panel, 118
Report Execution, 709
Report Execution
Progress, 709
Reports - Filter Screen, 708
Reports Info -> Audit, 708
Reports Info -> Filters, 705
Reports Info -> General, 704
Reports Info ->
Historical, 707
Resource Editor
Authentication
Panel, 225
Discovery Panel, 227
General Panel, 218
Object Groups
Panel, 222
Resources, 210
Resources Manager -
Audit, 228
Resync Alarms Button, 689
Resynchronization
Scheduler, 749
Role Editor, 633
Role Reference Tree, 633
Schedule Firmware Download
Parameters, 749
Schedule Info Screen, 751
Schedules screen, 747
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Scheduling a New Group
Operation, 702

Scheduling Inventory Reports
— Report Parameters, 710

Search Fields, 170

Select a Group and Operation
Type, 692

Selected Targets, 197

Server Manager Client, 51

Service Topology, 683

Session Inactivity
Timeout, 104

SMTP / Email Settings, 119

Status Bar, 162

Syslog Escalation Editor, 8§23

Telnet Direct Access, 216

Title Bar, 155

Toolbar, 154

Topology Print — Pages, 686

Topology Print — Preview, 687

Topology Print — View
Selection, 685

Topology View — Align
Layout, 672

Topology View — Bus
Layout, 680

Topology View — Circular
Layout, 677

Topology View — Declutter
Layout, 678

Topology View — Hierarchical
Layout, 673

Topology View — Hierarchy
Layout, 681

Topology View — Label
Optimizer, 679

Topology View — Spring
Layout, 670

Topology View — Table
Layout, 674

Topology View — Tier
Layout, 676
Topology View Properties, 666
Topology Views, 661
User Manager, General Tab, 72
Vendors screen, 653
Contacts Panel, 655
Information Panel, 655
View Editor, 754
Viewing Topology, 662
Views screen, 753
VRF Monitor — Monitor
Entities, 795

File, 160
File Management, 8§56

Audit Panel, 8§63
Authentication, 852
Available Firmware
Options, 887
Backup, 851, 867-868
Backup / Restore Elements
Overview, 849, 855, 877
Backup e-mail
notification, 8§69
Compare Options, 868
Comparing Files, 8§64
Configurations, 8§60-861
Configurations Panel, 861
Current Device
Configurations, 8§61
Current Labelled
Contfigurations, 8§62
Deploy, 877
Deploy Globally, 880
Deploying Globally, 8§80
Download, 885
e-mail, 8§69
e-mail Frequency, 8§70
External Servers, 850



File Comparison, 864

File Server Manager, §49

File Server Setup, 852

FTP Credentials, 887, 889
FTP File Server Net Mask, 851
FTP Server, 851

FTP Service, 849

Monitor Firmware, 889
Network Services

Scheduler, 873
OS Editor, 884
OS Editor Readme tab, 884
OS Manager, 882
Resource Screen Buttons, 856
Resources Screen, 858
Restore, 871
Restore Action Type, 863
Schedule Backup, 8§70
Schedule Options, 8§88

Send e-mail about

backups, 8§69
TFTP, 849

File Management -> Active
Images, 395

File Management -> Copy
Files, 243

File Management -> File
System, 396

File Management Panel, 8§59

File Management
Restore, 871

Files modified during
installation, 57

Filter, 902
Filter Editor, 736
Filter Manager, 735

Filter on event varbind
data, 819

Filter Wildcard
Examples, 739

Filtering, 158

Filtering the List of
Equipment, 211

Filters
Manager, 735
Wildcards, 738

Firewall, 41
Fixed IP Address, 45
Flow Control, 332

For SONET and E1 port types
, 597

FTP /TFTP Servers on
Linux, 32

FTP Firmware Download
Limitations with Two

NICs, 888
FTP Timeout, 853
Full Text Search, 185

Functional Permissions, 74

G

GARP Settings, 253
General, 218, 828, 833
General control panel, 117
General Parameters, 162
General Tab, 633

Generic Device
Discovery, 189

Geographic topology, 667
getlogs, 65, 186

Global Alarm Default, 803
Global Event Default, 803
Global operations, 692, 698
Global Settings, 358

Go Button, 159, 171

Group Manager
Adding a group, 78
Moditying a group, 78

Group Operations, 691
Batch Operations, 698
DNS Servers, 694
Editor, 700
Gateway, 695
Labels, 894
Manager, 699
Network Services, 695
Port Speed & Duplex, 695
Save and Execute, 698
Scheduling, 702
System Information, 696
Time Servers, 697
Wizard, 692

Group
operations,limitations, 69

1
Group Rights Summary, 114
Groups, 635
Groups Manager, 635
GUI, 902
GVRP Global Parameters, 354
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Hardware
recommendations, 27

Hardware, System
Requirements, 27, 46

Heartbeat Policies, 743
Heartbeat Policy Editor, 744
Help, 164, 185

Helpset Limitations, 185

Hiding and Displaying the
Navigation Window, 165

Hierarchical, 673
Hierarchy, 681

Host Name Mapping, 308
How to Get Help, 184
HTTPS, 148

HTTPS port, 148

|
Incorrect password, 146
Informs, 224

Installation Overview and
Prerequisites, 43

installed.properties, 57
Installing Licensing, 144
Installing the Application, 47
Installing the application, 43
Introducing Groups, 635
Introducing Resources, 209

Introduction, 25
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Inventory Config, 174
Inventory Records, 723

Inventory Report
Manager, 703

IP Address, 232

[P Based ACL, 297

IP SLA Monitor Example, 759
IPv6 Default Gateway, 320
IPv6 Interface, 318

[Pv6 ISATAP Tunnel, 322
ISATAP, 902

iSCSI -> Global, 351

iSCSI -> Session, 351

iSCSI -> Target, 353

J
java.exe, 41
JMX Console, 64

J-Series

Action, 485

Action Tab, 473

Action tab, 426, 429

Adaptive Services License, 419

Adaptive Services PIC, 418

Add Channels, 613

Advanced Firewall Filter
Match, 470

Aggregate Routes, 552

Allow, 508

Allowed or Denied
Commands, 573

And For ATM port types, 597

, 597

Application, 422
Application Sets, 422
Applications, 420
Area, 548
Area Range, 512
ATM, 584
ATM 11 Virtual Path Traffic
Shaping Options, 593
ATM Port
VPI, 592
ATM Port > VPI, 592
ATM Port, VPI, 592
Auto Policing, 498
Auto Protection Switching
Options, 583
Backup Routers, 558
Bandwidth, 496
Batch and Global Group
Operations, 417
Batch Group Operations, 418
BEFD Liveness Detection, 513
BFD Options, 518
BGP, 487, 506, 543
Ccc - Circuit Cross-
Connect, 604
Channel Properties, 611
Channelized Interface
Configure >
Partitions, 619
Channelized 1Q Interface
Partitioning, 618
Channelized PICs, 610
Channel Groups, 610
Channelized QPP PICs, 610
Checkbox Options
, 487,508
Class of Service, 453
Class of Service > Fabric, 452



Class of Service >
Fragmentation Map, 456
Class of Service >
Interfaces, 453
Classifier Properties, 451
Classifiers, 451
Classifiers Tab, 455
Code Point, 444
Code Point Properties, 444
Confederation Autonomous
System Number, 532
Contiglet Files, 414
Configuration File Show
Commands, 618
Configure > Clear
Channel, 620
Configure > Redundancy, 462
Contiguring Interfaces, 576
Contfiguring Redundancy, 462
Contiguring Routing
Engines, 463
Console Logging Settings
, 564
COS
Classifiers, 451
Code Point, 444
Configuration, 453
Drop Profile, 446
Forwarding Classes, 445
Forwarding
Policies, 452
Rewrite Rules, 449
Scheduler, 447
Scheduler Map, 449
Craft Interface RS-232
ports, 558
CSN Options, 519
Date and Time, 559
Default File Archive Settings
, 563

Device Driver, 413
DHCP / Bootp Relay
Interface, 465
Server, 464
DHCP / Bootp Relay >
Interface, 465
DHCP / Bootp Relay >
Server, 464
DHCP / Relay > Server, 464
DHCP Bootp Relay
Interface, 465
Server, 464
Diff-Serv TE, 495
Drop Profile, 446
DS0, 588
DS0 Channel Properties, 612
El, 587
Edit L2 Circuit Interfaces, 527
Editing / Creating an IDS
Rule, 437
Editing / Creating an IP
Security Term, 435
Encapsulation, 576
Ethernet, 579
Ethernet port type, 596

Ethernet port types
, 596

Export, 509
Export Policies, 547, 550
Export Tab - Export
policy, 526
4 OAM Cell and Virtual Path

Liveness Options, 593-
594
Fabric, 452
Failover Sequence, 460
Family, 508
Family, 561
Fast Ethernet, 580

Figures
Editing ATM [, 593
Protocols > PIM
Interfaces, 522
Protocols > Setup
PIM, 502, 505-506
PIM (Static), 504
Firewall Filter, 468
Firewall filter interfaces, 475
Firewall Filter Policy
Wizard, 468
Flags, 547
For Ethernet port types, 596
, 596
For SONET and E1 port
types, 597
Forwarding Class
Properties, 446
Forwarding Classes, 445, 453
Forwarding Policy, 452
Forwarding Policy
Properties, 453
Fragmentation Map, 456
GE (Gigabit Ethernet), 580
General, 576
General Parameters, 608
General Settings, 487-489,
492, 499-500
General Sonet Options, 582
Global Group Operations, 418
Graceful or hitless routing
restart options., 532
Graceful Restart, 488, 490,
492
Graceful Restart
Attributes, 499
GRE Unit Tunnel, 606
Group Operations, 417
Group-Operations, 417
Hardware Configuration, 413
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Hardware pre-
configuration, 413

Hardware Show
Commands, 617

Hold Times, 579

IDS Rules, 436

IKE Policy, 432

Import, 509

Import Tab - Import
policy, 526

Inbound / Outbound
Parameters, 435

Inet, 599

Inet - IPv4, 599

inet6 - IPv6 protocol, 601

Input Parameters, 608

Interface, 512, 549

Interface and Unit Show
Commands, 617

Interface Options, 578

Interface Show
Commands, 616

Interfaces, 543

Interfaces Tab, 539

Intrusion Detection Services

(IDS), 436
IP Sec Policy, 433
IP Security Rules, 434
IP Security
IP Sec Proposal, 430
IKE Proposal, 429
IP Security—IKE Proposal, 429
IP Security—IP Sec
Proposal, 430
[P-Security Policies, 431
ISIS, 489
ISIS Interfaces, 516
Iso - OSI ISO protocol, 601

J-Series
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Routing Options
General, 531
KeepAlives, 578
L2 Circuit > Local
Switching, 528
L2 Circuit > Neighbors, 527
L2 Circuit neighbors, 527
L3 VPN prerequisites, 414
LDP, 491, 519
Levels 1 and 2, 490, 518
License, 419
Log Up-Down, 496
Logging Settings, 566, 568-
569
Login Class, 571
Login-Class Properties, 572
Loopback, 561
LSP 514
Match Criteria, 483
Match Criteria Tab, 470
Match Criteria tab, 425
Maximum Number of
Routes, 533
Md5 Panel, 514
Mesh Group, 518
mlfr-e2e - Multilink Frame
Relay end-to-end, 603
mlfr-end-to-end - Multilink
Frame Relay end-to-
end, 603
mlfr-uni-nni - Multilink Frame
Relay UNINNI, 603
Mlppp - Multilink PPP
protocol parameters, 603
MPLS, 493, 520
Mpls - Multiprotocol Label
Switching, 602
Multiple management I[P
addresses,, 413

Multi-Service Options, 609
NAT Pools, 426
NAT Rules, 427
NAT Services, 427
Neighbors, 508, 550
Neighbors Tab, 525
Network Address Translation
(NAT), 426
Network Show
Commands, 616
Next Hop, 535
Next Hop To Destination, 540
Next Hops, 554
NTP Servers, 559
Options, 490, 492, 497, 558,
578
OSPE 487
OSPF (and OSPF3), 546
Output Parameters, 608
P2MP LSP Next Hop, 536
Peer Interface, 515
Permissions, 573
PIC Chassis Hardware, 575
PIC Show Commands, 617
PIM, 501
Policer
Actions, 468
Properties, 468
Policer Actions, 468
Policer Properties, 468
Policers, 467
Policies, 553
Policy Options > Firewall
Filters, 468
Policy Options > Policy
Communities, 477
Policy Options > Policy
Statements, 481



Policy Options > Prefix
Lists, 476
PPP, 583
Pre-Configuring the
Hardware, 413
Prefix Lists, 476
Preserving Configlet Files for
Debugging, 414
Pre-shared Key, 432
Priority Levels, 564
Proposals, 433
Protocols > BGP Peer
Groups, 506
Protocols > ISIS, 516
Protocols > ISIS
Interfaces, 516
Protocols > LDP
Interfaces, 519
Protocols > LDP, or
MPLS, 519-520
Protocols > MPLS, 520
Protocols > MPLS
Interfaces, 520
Protocols > OSPF Area, 510
Protocols > OSPF Areas, 510
Protocols > RIP Groups, 525
Protocols > RSVP
Interfaces, 523
Protocols > Setup, 486
Protocols > Setup MPLS, 493
Auto Policing, 498
Bandwidth, 496
Diff-Serv TE, 495
Log Up-Down, 496
Options, 497
Protocols > Setup RIP, 500
Protocols > Setup RSVP, 498
Protocols > VRRP
Groups, 529
Rate Limiting, 467

Redundant Routing Engine
(RE) Support, 460
Restore Vendor Panel, 623
Rewrite Rule, 449
Rewrite Rule Properties, 450
Rewrite Rules, 449
Rewrite Rules Tab, 455
RIP, 500, 550
Routing Instances >
Instances, 538
Routing Instances > VRF
Instances, 540
Routing Options, 550
General, 531
Routing Options >
General, 531
Routing Options > Static
Routes, 534
Routing Protocols
BGP, 506
BGP Peer Groups, 506
ISIS, 516
LDP, or MPLS, 519-
520
OSPE, 510
OSPF Area, 510
RSVP, 523
RSVP Interfaces, 523
Routing Show
Commands, 615
RSVP, 498, 523
Rule Sets, 438
Rules, 439
Scheduler, 447
Scheduler Map, 449
Scheduler Map Properties, 449
Select a Stateful Firewall term
to Add/Edit
, 424,429

Select Label Map to Add / Edit
/ Delete, 521

Select Rule-Set(s) to apply
Rule to
, 424,429, 435, 437
Service Options, 608-609
Service Set Information, 440
Service Sets, 439
Set All Channels, 614
Shaping, 606
Show Screens, 615
Show screens, 615
SNMP
Community, 554
Traps, 555

SNMP > Community, 554
SNMP > Traps, 555
SNMP Traps, 555
Sonet, 582
SONET and El port type, 597
Sonet Header Bytes
Options, 583
Stateful Firewall Rules, 423
Stateful Firewall Services, 423
Static, 553
Static Routes Tab, 539
Stub/NSSA, 514
Syslog, 440, 609
Syslog Hosts, 566
System > Date and Time, 559
System > General, 557
System > Location, 560
System > Loopback, 561
System > Services, 561
System > Syslog
Configuration, 562
System > Syslog Files, 564
System > Syslog Hosts, 566
System > Syslog Settings, 562
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System > Syslog User, 568
System > Syslog Users, 568
System Authentication
Order, 569
Radius, 569
Users, 570
System Authentication —
Radius and
TACACs+, 569
System Authentication >
Class, 571
System Authentication >
Login User, 570
System Authentication >
Order, 569
System Authentication >
Radius / TACACs, 569
System Authentication >
Radius and
TACACs+, 569
System Authentication >
Users, 570
System Authentication—
Class, 571
System Authentication
—Users, 570
System Authentication,
Class, 571
System Log, 562
System Log—VFile, 562
System Log, File, 562
System Services, 561
System Show Commands, 616
Targets, 557
Tec - Translational Cross-
Connect, 604
Time Format Settings, 563
Trace Options, 547
Traffic Engineering, 488
Trap Categories, 557

476 | Redcell Glossary

Trap-Group Properties, 556
Tunnel Contfiguration
J-Series
GRE Unit
Tunnel, 606

Tunnel Configuration / GRE
Unit Tunnel, 606

Unit Configuration, 595

Unit Services, 607

Unit Tab, 454

Update firmware, 413

Updating IP Addresses on
Routing Engines, 462

Using UNIX Regular
Expressions for
community-ids, 480

Virtual Path Traffic Shaping
Options, 594

Vpls - Virtual Private LAN
Service, 605

VRF Settings, 542

J-Series Series Device
Driver, 413

J-Series/] Series and IRM
Device Driver, 413

J-Serieskirewall Filter Policy
Wizard, 468

juniper.updatemanagement

property, 462

K
Key, 903
Key Management, 903

Key Metrics, 215, 791
In Resources Editor, 791

L

Label Editor, 893
Label Manager, §91
Label Optimizer, 679

Labels, 891
Change Determination, 8§92
Compliant, §92
Group Operations, 8§94

LACP Parameters, 304

LACP Settings, 304

LAG Settings, 385

Layout, 162, 682

Layout and Organization, 163
Layout Bar, 155

Layout menu, 156

Learned MAC address, 629
Leave Timeout, 291

Legacy web services, disabling

/ enabling, 50
License, 25, 115
Licenses, 115
Licensing, 144
Limiting the Result Set, 212

Link Editor, 646
A end point, 647
General panel, 646
7 end point, 647

Link Manager, 641
Link type, 642

Link,New, 646

Links
Causes, 810



Impacts, 810

Linux / Windows Browser
trouble, 148

LLDP Connections, 331
LLDP Global, 312

LLDP Med Local Media
Policy, 315

LLDP MED Port
Settings, 317

LLDP Port, 313

LLDP Remote Settings, 314
LLDP Statistics, 332
Location, 808

Location Manager
Add location, 651
Address, 652
Location details, 652
Location name, 651
Location type, 652
Parent location, 652

Locations screen, 649
Log in, 145
Logging - Remote Logs, 294
Logging - System Logs, 293
Logging -> Remote Log
Servers, 294

Logging -> System Logs, 293
Logging Off, 147
Login Policy

Editing, 100

Expired Account Age, 100

Idle Account Age, 103
Inactivity Timeout, 101

Lockout Period, 102
Login Attempts, 101
Maximum Logins per
Userld, 104
Privacy Warning, 102
Session Inactivity
Timeout, 104

logs.jar, 186

M6220 Discovery and
Resync, 229

MAC Based ACL, 298
Making a Link, 415
Making an ISIS Link, 415
Managed Object, 903

Management Interface, 333,
397

Management Security, 334

Management Security ->
Enable Password, 240

Management Security ->
Line Password, 239

Management Security Enable
Password, 240

Management Security Line
Password, 239

Managing Backup/ Restore by
IP Address or
Hostname, 855

Managing Windows
systems, 28

Mandatory fields, 165

Max Items, 163

Max Items Displayed
Properties

Increasing Max Items
Displayed, 122

MDI View, 161
Mediation, 903
Mediation Agent, 903

Mediation Event
Management
Properties, 127

Mediation Service, 64
MEG, 903

Menus, 160

MEP, 903

Message Template, §29

message URL http
//sourceforge.net, 28

MIB, 903

MIB Browser, 167

MIB Text, 829

MIBs, 899

Minimum hardware, 27, 46
Modified Files, 57

Modifying MySQL Installed
Defaults, 137

Modifying screen refresh
rates, 121

Monitor performance, 759
Monitor Reports, 789

Monitors, 770
Restore Defaults, 771
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Moving Items Between
Lists, 172

Multicast - IGMP
Settings, 290

Multicast - Multicast
Settings, 286

Multicast -> IGMP
Settings, 290, 292

Multicast -> Multicast
Forwarding, 289

Multicast -> Multicast
Settings, 286

Multicast Forward All, 393
Multiple Criteria Filters, 159
Multiple Hosts, 377
Multiple NICs, 47

My Favorites, 172

MySQOL Backup, 138

N
Name Resolution, 44

Natural Groups
Location, 97
Object Vendor, 97
Role, 98

Navigation, 153

Network Considerations, 44
Network Requirements, 44
New Schedules, 748

New User, 71

Node Order, 682

Node Rank, 682
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Northbound, 837
Note, 171
Notification History, 832

0

OAM, 903

Object Group Manager, 97
Object Groups, 222

Ol1D, 903

Online Help, 185

Online help, 185

Online Help for Web
Client, 148

Optional Virtual Router IP
Addresses, 368

Options, 8§18

OSPFE, 903
Areas, 363
Global Settings, 361
Interface, 365

OSPF -> Areas, 363

OSPF -> Global Settings, 361
OSPF -> Interface, 365
Overriding Properties, 57
Overriding properties, 126
Overview, 153, 169
OWAdmin, 56

OWARE.CONTEXT.SERVER
.URL, 44, 48, 125

OWServerAdmin, 56

P

Pages, 686

Paper, 684
Password, 50, 146

Password Constraint, 108
Allow Password Reuse, 109
Require a number, 110
Require a special

character, 110

Password Management, 307
Password Policy, 105

Minimum Password
Length, 109
Password Expiration Age, 107

Password Expiration
Wiarning, 107
Password History, 106

Password Settings, 242
Paths, 44

Performance database, 133
Performance Note, 26
Perl, 29

Permissions Caution, 99
pmgetstatus, 51
pmstopall, 50

PoE, 335

Policy, 294, 903

Policy Enforcement Points

(PEP), 903
Policy routing, 903
Policy Rules, 903

Populating the SSII
known_hosts File, 92



Port and Trunk Settings, 245
Port Assignments, 35

Port Based
Authentication, 243, 373

Port Manager, 627
Port Mirroring, 356
Port Security, 375

Ports
Functional permissions, 628

Ports Used, 35
Ports used, 35
Ports,In Use, 628

PPTP (Point-to-Point
Tunneling Protocol), 903

Prepend and Append
Keywords, 58

Prepend properties, 58
Prerequisites, 45

Preventing Discovery
Problems, 188

Preview, 687

Print driver, win32, 123
Private Key, 904
Product Updates, 164
Profile, 904

Properties
Adding a property, 117
Copying a property, 117
Editing a property, 117
Files, 129
Managing, 117
Removing a property, 117

Properties Best Practices, 142
Properties Loading, 58
Properties loading, 58
Properties, overriding, 126
Protocol, 387

Protocols, 44

Protocols > PIM
Interfaces, 522

Public Key, 904

Q

QoS, 904

QOS - Global Settings, 277
QOS -> CoS Interface, 274
QOS -> CoS Mapping, 271
QOS -> DSCP Mapping, 275
QOS -> Global Settings, 277

QOS -> TCP/UDP
Mapping, 276

QOS - Queue Settings, 277
QOS -> Queue Settings, 277

Quality of Service - CoS
Mapping, 271

Quality of Service - DSCP
Mapping, 275

Quality of Service - Port
Settings, 266

Quality of Service - TCP/UDP
Mapping, 276

Quality of Service -> Port
Settings, 266

Quick Group, 157
Quick Search, 742
Quick Searches, 742

R

RADIUS, 904

RADIUS Authentication, 94
RADIUS Defaults, 238
Radius Defaults, 238
Radius Server Editor, 237
RADIUS Servers, 237
Radius Servers, 237
Radius Settings, 236
Radius Use Cases, 96
Rapid Spanning Tree, 254

redcell.open_window_warnin

g level, 164
Reference Tree, 834

Reference Tree Detail
Panel, 221

Refresh display, 159
Refresh Monitor Targets, 799
Refresh rates, 121
Registry
Adding a class, 118
Copying an entry, 119
Editing an entry, 119
Removing an entry, 119
Registry, control panel, 118

Reject all event from
unknown sources, 128
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Reject Event, 820

Rejected event, 8§20
Relocating columns, 153
Report Info -> Audit, 707
Reporting Overview, 703
Reports From Monitors, 766
Reports Info -> Filters, 705
Reports Info -> General, 704

Reports Info ->
Historical, 707

Reports Info -> User
Groups, 705

Reset, 370
Reset Device, 370

Resource Editor, 217

Audit, 228

Authentication panel, 225

Authentication panel see also
Equipment
Authentication

Discovery, 227

General panel, 218

Management Interfaces, 223

Object Groups, 222

Resource Groups, 635

Resource Manager Refresh
Rate, 121

Resource Role Manager
General Tab, 632

Resource Roles Manager, 631

Resources, 209
Default filter, 740
Filters, 211

max rows to return, 212
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Resources Groups, 631
Resources Role Manager, 631
Results, 184

Resync Alarms, 689
Resynchronization, 748
Retention Policies, 787
Reverse dns lookup, 124

RIP, 357, 904

RIP Interface Editor, 359
RMON -> Alarms, 341

RMON -> Events
Control, 340

RMON -> History
Control, 339

RMON -> Statistics, 343
RMON Alarms, 341

RMON Events Control, 340
RMON History Control, 339
Role,Default, 80

Route Mask, 360

Routing Protocols, 357

Row Presentation, 177

Rule Properties, 8§17

Runtime Requirements, 63

S
Save and Back buttons, 172
Saving and Reverting, 172

Schedule
Default start time, 124

Discovery, 750
Firmware Download, 749
Resynchronization, 748

Schedule Alarm
Suppression, 830

Schedule Dialog
by date and time, 751
by occurrence, 751
Never, 751
Recur, 751
Recurrence, 751
Starting on, 751
Stopping on, 751

Schedule Info, 750
Schedule Info screen, 750
Schedule Manager, 747

Schedule Refresh Monitor
Targets, 799

Scheduler, 873, 888

Scheduling Discovery, 750

Scheduling Learned MAC
Discovery, 630

Scheduling Monitor Target
Refresh, 799

Scheduling Reports, 710
Screen color conventions, 165
Screen refresh rates, 121
Search Fields, 169

Search icon, 170

Searching for an IP

address, 159

Searching with "Like" for IP
addresses., 159



Secure WBEM
authentication, 89

Secure web access, 148

Secure Web Client
Connection, 148

Security, 67

Select Authentication, 235
Select Content, 155

Select items from menus, 169
Select Layout, 155

Self Management Layout, 8§10
Self-signed Certificate, 904
Server manager, 51

Server URL, 125

Service Alarms, 810

Service Topology, 683

Set Severity, 820

Setting F'TP timeout, 853
Setting Subnets, 173

Settings > Change
Password, 164

Settings >
Configuration, 164

Settings > Options, 164
Settings > Permissions, 163
Settings.txt, 117

Shared drive unsupported, 44
Sign on, 145

SMTP, 904

SNMP, 904

SNMP - Communities, 279

SNMP - Traps, 278

SNMP -> Access Control
Groups, 282

SNMP -> Communities, 279

SNMP -> Notification
Recipients (SNMP
v3), 285

SNMP -> SNMP Global
Parameters, 280

SNMP -> Traps, 278

SNMP -> User Security
Model, 284

SNMP -> Views / Filters, 280

SNMP Authentication
Object, Creating, 85-86

SNMP MIB Browser, 167
SNMP MIB Locations, 899
SNMP Sessions, 217

SNMP v3, 86, 224

SNMP v3 informs, 224
SNMP voice VLAN, 330
SNTP -> Authentication, 381
SNTP -> Global Settings, 380

SNTP -> Interface
Settings, 383

SNTP -> Servers, 382

SNTP Authentication, 381
SNTP Global Settings, 380
SNTP Interface Settings, 383

SNTP Server Details (Read-
only), 382

SNTP Servers, 382

Sort columns, 173

Sorting Columns in
Managers, 173

Spanning Tree - Bridge
Settings, 254

Spanning Tree - Port
Settings, 258

Spanning Tree -> Bridge
Settings, 254

Spanning Tree -> LAG
Settings, 257

Spanning Tree -> MSTP
Interface Settings, 264

Spanning Tree -> MSTP
Settings, 259

Spanning Tree -> Port
Settings, 258

Spanning Tree -> Rapid
Spanning Tree, 254

Spanning Tree -> Spanning
Tree, 262

Spanning Tree LAG
Settings, 257

Spanning Tree Protocol

(STP), 904
Specify Filter Query, 8§19
Spring, 669
SSH (Secure Shell), 904
SSH HostKey Errors, 94

SSH Strict Host Key
Checking, 91

SSL (Secure Sockets
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Stack Management -> Stack
Configuration, 345

Stack Management -> Stack
Port Counters, 348

Stack Management -> Stack
Port Summary, 347

Stack Management -> Stack
Summary, 346

Stack Management ->
Supported Switches, 350

Starting Application
Server, 50

Startup difficulties, 125
State Flutter, 822
Static Groups, 637
Static Routes, 360
stopappserver, 50, 56
stopmedserver, 56

Stopping Application
Servers, 56

Stopping Servers, 56
Subnets, 173

Supported systems, 229
Suppress Alarm, 8§20
Suppressed event, 8§20
SuppressInformational, 128

SuppressUnknownSource, 12

8

Syslog and Trap
Performance, 814

System Banner, 329
System Capacity, 46
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System Labels, §92
System requirements, 27

System Settings, 230

T
Table, 674

TACACS + Settings, 241
Telnet Sessions, 216

Testing Alarms and
Events, 811

Testing Receipt of
Alarms, 811

Tier, 675

Time Synchronization, 371
Tip, 171

Title Bar, 155

Too Many Windows error
message, 164

Toolbar, 154

Topology, 661
Align Layout, 672
Circular Layout, 677
Declutter Layout, 678
File > Save As..., 667
Hierarchy Layout, 681

Label Optimizer Layout, 679

Resync Alarms, 689
Spring Layout, 669
Table Layout, 674
Tree layout, 671

Topology Alarms, 688
Topology Printing, 684

Topology View Manager, 661
Topology View Properties, 666
Topology Views, 662

Trap (SNMP Trap), 905

Trap Forwarding, 905

Trap Forwarding Process, §46
Tree, 671

Troubleshooting, 65, 186

Troubleshooting application
server, 125

Troubleshooting SSH, 94
Troubleshooting Tips, 186

Tuning The Embedded
Database, 138

U
UDP Relay, 311

Unclassified Device
Discovery, 189

Uninstalling, 55

Uninstalling the
application, 55

Unrecognized Events, 803

Updating an Existing
Installation, 54

Updating firmware for J-
Series, 413

Updating Your License, 25

Upgrade licenses from
previous version, 26

User Authentication, 233



User Group Manager, 77

User Groups
Associating with
authentication objects, 91
Manager, 77

User Manager
Column sorts, 69
Filtering the display, 69
General Panel, 72

User name restrictions, 71
User, Default, 80

User, new, 71

User-Created Attributes, 845
User-Defined Attribute, 179

User-defined v. Custom
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Using Filters, 738

vV

Vendor Manager, 654
Vendors,General, 653
View, 160

View Editor, 754
View selection, 685
VLAN, 905
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Parameters, 354

VLAN -> Interface
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VLAN -> Protocol
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VLAN -> Protocol Port, 388
VLAN Protocol Group, 386
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Voice VLAN, 330

VRRF Settings, 369

VRRP, 366

VRRP Interface Editor, 368

w
Warning, 171
WBEM Access, 89

WBEM Root
Authentication, 89

Web Client, 147
Online Help, 148
Secure, 148

Web Client Connections, 148

Web Client on Headless
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Web services and
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Wildcard characters, 738
Win32 print driver, 123
Window, 164

Windows Management
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ports, 41

Windows Prerequisites, 45
Windows Server 2008, 27
Windows Terminal Server, 27

WMI, 41
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Work Area, 165
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Zone -> Manage Aliases, 408

Numerics

32-bit Linux Libraries 36

A

About Box 95

Access Control 451

ACLI needs Perl 39

Acrobat 11

Action Groups 120

Action Job Screen Results

panel 417

Actions 145
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256

Active Directory 70

Active Performance Monitor
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Monitoring 312

Performance

Monitoring Ex-
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Active Performance Monitor

SNMP
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Support 441
Adaptive CLI
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414
Attributes 404
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Continue Pattern 412
Editor 402
Error Condition 412
General 402
Monitor Attributes 442
Non Configuration at-
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Perl Scripts 420
Script Language Syntax
419
Scripts 409
With Reboot 426
Adaptive CLI login limita-
tions 395
Adaptive CLI To Extract
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430
Add > Applications menu 75
Additional Products 4
Advanced External Script
Monitor 444
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Options 65
Alarm 451
Alarm Editor 131
Alarms 123
Alarm State 127
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Date Assigned 127
Date Closed 127
Date Opened 124
Email 129
Entity Type 125, 131
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Notification
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Snap Panels 129
Suppression 201
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Amigopod 21
API 451
Application Server Statistics
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Application Server Status
Monitor 311
Application Settings 59
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Audible Alerts 132
Audible alerts 132
Audit Trail 116
Audit Trail Screen 114
Audit Trail Snap Panels 118
Authentication 16, 451
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Portlet 177
Snap Panel 180
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Background Settings 265

Instance
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Common Setup Tasks 88
Comparison reports 225
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ry 360



Conferences 100
Configuration Files 277
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Configuring Audit Trails
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Container Manager Expand-
ed 243
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Container View in Tenant
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Control Panel 44
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Creating a new label 275
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Custom Debug 95
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D
DAP 60
SubPolicies 64
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mat 330
Data Configuration 57
Data roll up 299
Data rollup 329
Data summary 299
Database 451
Database Aging
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Database Aging Policies 60
Database Backup 67
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Default Server Status Moni-
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Default User Roles 48
Deploy OS 287
Deployment 451
Digital Certificate 451
Direct Access 213
Direct Access Tool 81
Discovering hostnames 185
Discovery Profile

Editor 183

Network 85, 185

Results 87, 189
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Discovery Profiles 181
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Expanded 190

General 183

Inspect 86, 188
Display Strategies 262
DNS 14, 15
Dock 96
Domain 451
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drvrpt 95
Dynamic Group 194
E
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Enabling SSL 40
Enabling Terms of Use 48
Encryption 451
Equipment 451
Equipment Details 210
Equipment Icons 195
Equipment Name 127
Error Condition 412
Ethernet Access Point 452
Ethernet Access Service 452
Ethernet Service 452
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Ethernet Trunk Port 452
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Redcell Glossary | 485



164
Event Correlations 163
Event Definition 452
Event Definitions 158
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Editor 158
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Message Template 160
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Portlet 134
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Event Template 452
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Alarm Portlet 126
Audit Trail Portlet 117

Authentication  Portlet
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Location Portlet 172
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Resource Monitor 297
Vendor Portlet 176
Export / Import 109
Exporter Registration 346
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External Script Monitor
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Group Reports 238
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Create a Server Status
Monitor  Dash-
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Create a Simple Dash-
board View 330

Create a topology view
254

Create a Visualization
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Create an ICMP Monitor
313

Create an SNMP Inter-
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Create Event Processing
Rules 137

Create new users 74

Create Source Group
Criteria 367

DAP Workflow 61

Deploy an OS Image 288

Discover Resources 181

Discover Your Network
85

Do Change Management
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Edit Discovery Profiles
183

Filter Expanded Portlet
Displays 108

Register a License 83

Report on Change Deter-
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Restore a single configu-
ration to many
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290

Restore Configurations
276
Restrict Pages for a User
75
Run Change Determina-
tion Process 379
Set Unix Permissions 33
Share a Resource 111
Use “How To” 5
Use Containers 243
Use Traffic Flow Ana-
lyzer 345
HowTo
Open an archived file in
dapviewer. 62
HTTPS 40
I
ICMP Monitor 319
Import / Export 109
in Control Panel 45, 46
Incomplete Discovery 87
Install on Linux 43
Installation and Startup 29
Installing on Windows 2012
9
Installing Perl 39
Interface Portlet 222
Introducing Display Strate-
gies 241
IP address changes 15
IP Address Search 209
IP or MAC Address Search
209
IPSLA OIDS 316
ISATAP 453

J
Java 11
java.exe 27
K
Key 453
Key Features 2
Key Management 453
L
Labels 272
LDAP 69
Portal Settings 71
Legend Tab 266
Level of authentication 179
License 4
License Viewer 83
Link Discovery 208
Linked View 260
Links in Visualization 267
Location Editor 171
Location Manager
Address 172
Parent location 171
Location, updates 173
Locations
Portlets 171
Snap Panels 172
M
MAC Address Search 209
Mail hosts 53
Maintenance Log 199
Managed Object 453
Managed Resource Groups
190
Managed Resources 88
Expanded 204
Portlet 195
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Mandatory Fields 105
Map Context 249
Portlets filtered 247
Map Context without Con-
tainers 251
Maps and Containers To-
gether 251
Mass deployments 285
Match Regex for each line
366
Mediation 453
Mediation Agent 453
Mediation ~ Server
Monitor 311
MEG 453
Memory Footprint 30
Memory Tuning 16
Menu 128
Menu Bar 100
Menu Options 182
MEP 453
MIB 453
MIB Browser 214
MIB Browser Tool 81
MIB Browsing undiscovered
devices 321
MIB file locations 81
Migrating heartbeats 302
Migrating Versions 8
Minimum Hardware 12
Minimum hardware 8
Missing Users 9
Monitor Editor 300
Calculated Metrics 303
Conditions 309
Inventory Mappings 308

Status
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Monitor Options 303

Thresholds 305
Monitor Graph Background
308
Monitor Options Type Spe-
cific Panels 315
Monitor Reports in Multi-
tenant Environments 314
Monitor Strings 434
Monitor Text Values 434
Monitoring 291
Monitors 327
Monitors and Discovery 291
Multiple indexes in the
SNMP Interface 324
Multiple Performance Tem-
plates 342
Synergy Admin /45
N
Name Resolution 14
Navigation 93
Netrestore File Servers 91
Network Basics 14
Network Considerations 14
Network Requirements 15
Network Tools 79

Direct Access 81

MIB Browser 81

Ping 80
Network Topology 254
New link creation 207
Non Configuration attributes
411
O
OAM 453
OID 453

OS Image Editor 283

OS Images Portlet 281

OSPF 453

Portal > 54

Overall Compliance 359

P

Page Level Permissions 74

Password Reset 88

PDF 113

Performance Dashboard 331
Portlet 331

Performance Note 5

Perl 39

Perl / Java (Groovy) Lan-

guage Policies 373

Permission Manager 54

Permissions 52

Permissions when installing

to Unix 33

Personal pages 73

Ping Tool 80

pmtray 30

Policy 453

Policy Enforcement Points

(PEP) 453

Policy routing 454

Policy Rules 454

Port Assignments 23

Port Details 219

Port Expanded 220

Portal > Portal Settings 53

Portal > Roles 51

Portal > Settings 53

Portal > Users 46

Portal Database Backup 68

Portal Database Restore 68



Portal Memory Settings 16
Portal Overview 93
Portal Settings 53
Portlet Instances 105
Portlet Level Permissions 76
Portlets 102
Ports
Expanded 220
Portlet 218
Ports required 31
Ports Used 22
Ports used 22
Post-processing rules 143
PPTP (Point-to-Point Tun-
neling Protocol) 454
Printing manager contents
110
Private Key 454
Profile 454
Promote 285
ProScan 355
Compliance
383
count number of occur-
rences 366
Editor 361
Editor - Compliance 364
Editor - General 362
Java (Groovy) 374
Manager 358
Perl 373
Supported Regular Ex-
pressions 371
Use Cases 355
Use paradigms 355
Proscan

Reporting

Case Sensitive 367
Criteria Properties 367
Monitor 320
Multi-Line Support 367
ProScan Policy
Creating or Modifying
361
Creating or Modifying
Groups 376
Proscan Policy
Group Editor 376
Protocol flows 26
Protocols Used 15
Public / Private Page Behav-
ior 50
Public Key 454
Q
QoS 454
Quick Navigation 79
Quick Start 28
R
RADIUS 454
Recommended
System Versions 9
Recommended
File Servers 271
Recorder / Page turn icons
107
Redcell > Application Set-
tings 59
Refresh 94
Refresh Monitor Targets 326
Regular Expressions 371
re-index 45
Report Templates 223
Editors 224

Operating

Windows

Reports
Customizing Logos 237
Maximum size 231
Portlet 231
Snap Panels 234
Repositories 66
Resolve DNS Hostnames
Activity 185
Resource Discovery 180
Resource Icons 195
Resource Management
Portlet 177
Resource Monitors
Portlet 295
Snap Panels 297
Restore Configurations 276
Restoring Database 68
Resync alarms 129
Retention Policies 298
Return to previous 94
RIP 454
Roles 51
Rule Editor 139
Actions 145
S
Saving page configurations
73
Schedule Refresh Monitor
Targets 326
Schedules 118
Portlet 120
Scheduling 118
Actions 118
Scheduling Monitor Target
Refresh 326
Scheduling Refresh Monitor

Redcell Glossary | 489



Targets 326
Screen resolution 11
Screen width in pixels 11
Script Monitor Example 444
Search 103
Search in Portlets 105
Search Indexes 45
Search IP or MAC Address
209
Secure Connections 40
Secure WBEM Access 21
Self Management 311
Self Monitoring 311
Self-signed Certificate 454
Server 69
Server monitor 30
Server Statistics 293
Settings 103
Sharing 110
Shift+Click 94
Show Performance Tem-
plates 339
Show Versions 95
Single Server Sizing 12
Site Map portlet 101
Sizing for Standalone Instal-
lations 12
Sizing memory 30
SMTP 455
Configuration 89
Snap Panels 107
SNMP 455
Interface Monitor 323
Interface Monitor Exam-
ple 312
Monitor 321

490 | Redcell Glossary

Performance  Monitor-
ing Example 312
Table Monitor 325
SNMP v3 authentication er-
ror 179
SNMP v3 passwords 179
Solaris
Prerequisites 32
Sorting 106

Spanning Tree Protocol
(STP) 455

SSH (Secure Shell) 455

SSL 40

SSL (Secure Sockets Layer)
455
Start application server 7
Start web server 7
Starting Web Client 40
Starting Web Server 31
Static Group 192
Status Bar Messaging 98
Stop application server 7
Stop web server. 7
Storage
Array Capacity 390
Disk Groups and Virtual
Disks 390
General 391
Host Access and Ports
389
Reference Tree 389
Storage Array Configu-
ration 389
Summary 389
Storage Array Portlet 387
Storage Array Portlet Ex-

panded 388
Storage Arrays 387
Sub-Policies 65
Supported Flow versions
343
Supported Operating System
Versions 9
Supported
Models 18
Supported Web Browsers 10
Syslog Escalation Criteria
144
System Basics 8
System requirements 8
T
Tenant Reports 314
Terminal 216
TFTP Servers 271
The Back Button 94
Threshold display 308
Threshold Graph  Back-
ground 308
Tooltips 93
Top [Asset] Monitors Port-
lets 327
Top Configuration Backups
Portlet 328
Topology 254

Balloon 264

Circular 264

Layout 263

Orthogonal 264

OVERVIEW 262

Radial 265
Topology, saving 261
Traffic Flow Portlet 346

PowerConnect



Display registered ex-
porters 204

Drill Down 350

Search 351
Traffic Flow Snapshot 352
Trap (SNMP Trap) 455
Trap Forwarding 455

Process 150
Troubleshooting 7

Users and Organizations

45

Troubleshooting Discovery
87
Troubleshooting tip 7
U
Uninstalling 39
Update Location 173
Updating Your License 4
Upgrade licenses from previ-
ous version 4
Upgrading from a Previous
Version 8
User Login Report 239
User Role 47
User Screen Name length 15
Users Missing 9
Using Nokia Maps 253
A%
Vendors Portlet 174
Vendors Snap Panel 176
View as PDF 113
Visualization 254
Visualize

Alarms 267

Balloon 264

Circular 264

Circular Layout 264
Configuring Views 255
Design Tools 259
Global Settings 265
Hierarchical-Cyclic 263
Layout 263
Legend Tab 266
Links in Visualization
267
Node alarms 267
Organic 265
Orthogonal 264
Overview 262
Properties and Settings >
Layouts Tab 263
Properties and Settings >
Properties 265
Radial 265
Saving Views 261
Tools 257
Top-Level Nodes Tab
266
View 261
Visualize acting as filter 254
Visualize My Network 254
Visualizer Display 246
Visualizer Views 262, 268
VLAN 455
W
WBEM 20
root login 21
WBEM Prerequisites 21
Web Client on UNIX 33
Web Server property over-
rides 15
Web services port 23

Web Services ports 31
Web-Based Enterprise Man-
agement 20
Why share a schema? 404
Windows 2012 9
Windows Management In-
strumentation 28

ports 28
Windows Management In-
terface 18
Windows Server 2008 9
Windows Terminal Server 9
WMI 18, 28

ports 28
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