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1. Overview

1.1 Product Features

e Compliance with IEEE 802.11g and 802.11b standards

e Highly efficient design mechanism to provide unbeatable performance

e Strong network security with WEP and WPA-PSK encryption

e Achieving data rate of up to 54Mbps for 802.11g and 11Mps for 802.11b; optional
108Mbps is achievable with compatible wireless network adapters

e Quick and easy setup with Web-based management utility

1.2 System Requirements

e Windows 98, 98SE, Millennium Edition (ME), 2000 and XP operating systems
e Microsoft Internet Explorer 6.0 or higher

e DSL/Cable Modem Broadband Internet connection and ISP account

e PCs equipped with 10Mbps or 10/100 Mbps Ethernet connection to support
TCP/IP protocol

1.3 Applications

e Home SOHO networking for device sharing and wireless multimedia

e Wireless office provides a wider range for home and SOHO Ethernet

e Enables wireless building-to-building data communication

e Built-in infrastructure mode

e Router provides ideal solution for:

e Difficult-to-wire environments

e Temporary LANs for scenarios such as trade-exhibitions and meetings

e Enables LAN adaptability to frequently changing environments

e Enables remote access to corporate network information, for example e-mail and the
company home page



2. Getting Started

2.1 Knowing the 802.11g Wireless Router

Ports:

(LAN Ports): automatically detect the cable type when connecting to Ethernet-enabled
computers.

(WAN Port): the connection for the Ethernet cable to the cable or DSL modem.
(Power): receptor for the power adapter

(Reset): restore the router to its original factory default.

LEDs:
LED Color Status Description
Power Green On Receiving power from power supply
Off Not receiving power
Status Green On Device is ready
WAN Green On Device is connected to WAN
Blinking Data transmission
WLAN On Link ready
On Blinking Data transmission
Off Link not ready
LAN On Link is established
On Blinking Data transmission
Off Link not established

2.2 Connecting to the Wireless Router

2.2.1 Connecting the Router

Note: Prior to connecting the router, be sure to power off your computer, DSL/Cable
modem, and the router. You should setup the router with a wired connection first before
attempting to setup any wireless connection.

Step 1 Connect one end of a network cable to the WAN port of the router and connect
the other end of the cable to the DSL/Cable modem.

Step 2 With another network cable, connect one end of the cable to your computer’s
network card and connect the other end to one of the LAN ports of the router.

Step 3 Power on the DSL/Cable modem and wait for the lights on the modem to settle
down.




Step 4 Power on the router by connecting one end of the supplied power adapter to the
power jack of the router and connecting the other end to an electrical outlet.

Step 5 Power on your computer.

Step 6 Make sure the WAN, WLAN, and the LAN ports that the computer is connected
to are lit. If not, try the above steps again.

DSL/Cable Modem

Computer 1 / Wireless Router \ Computer 4

Computer 2 Computer 3




2.2.2 Verify Connection to Router

Step 1 Go to Start, Run, type command (for Windows 95/98/ME) or cmd (for Windows
2000/XP) and click OK. You will see the command prompt as below.

Step 2 Type ping 192.168.1.1 and press Enter. You should get four reply responses
back.

v C:AWINDOWS\System32\cmd. exe

Microsoft Windows HP [Version 5.1.26801
C(C> Copyright 1985-2001 Microsoft Corp.

C=“Documents and Settings“\Ouwner>ping 192_168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<ims TTL=255
Heply from 192.168.1.1: hyt ime=1mz TIL=255
Reply from 192_.168.1.1: byt 32 time<ims TTL=255
Reply from 192.168.1.1: bytes=32 time=1ms TTL=255

Ping statistics for 172.168.1.1:

Packets: S8ent = 4, Heceived = 4, Lost = B (B» loss),
Approximate round trip times in milli-seconds:

Hinimum = Bmz,. Maximum = 1ms, Average = Bms

C=“Documents and Settings“Ouwnerr_

Step 3 If you get Request timed out, or Destination host unreachable, double-check
the network cable connection between the computer and the router and try Step 2
again. If you still encounter problem, go to the next step; otherwise proceed to the next
section.

Step 4 For Windows 2000/XP, type ipconfig/release and press Enter.

Microsoft Windows EP [Uersion 5.1.260081
(C>» Copyright 1985-28A1 Microsoft Corp.

IC:“\Documents and Settings“OwnerXipconfig/release

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix

IP Address. « - « = = = = « = « « &
Subnet Mask H
Default Gateway

sDocuments and Settings“\Ouner>




Step 5 Type ipconfig/renew and press Enter. You should get an IP address of
192.168.1.x (where x is a number between 2 — 254). Proceed to the next section. If you
don’t get an IP address, reset the router by holding in the reset button at the back of the
router for 10 seconds while it is ON and try ipconfig/renew again.

. S R i
Microsoft Windows XP [Version 5.1.26881
(C>» Copyright 1785-2801 Microsoft Corp.

IC:~Documents and Settings“Owneripconfig/renew h

HWindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
IP Address. . . . . . . . - . . . = 192.168.1.5 P
Subnet Mask = 255.255.255.8 .

Default Gateway = 192_168.1.1

IC:~Documents and Settings“Ouner>_

Step 6 For Windows 95/98/ME go to Start, Run, type winipcfg and click OK.

Step 7 Select your network card from the drop-down menu and click Release.

IP Configuration M= E3 |

— Ethernet Adapter Information

|Realtek 3135-series PO NIC. 7]

Adapter Address | 00-AQ-OC-CT-B4-50
IP &ddress | 0000

Subnet Mazk | o.o.0.0

Default G ateway |

Releaze Renew

Releaze All | Fenew Al More [nfo >




Step 8 After your IP address is released, click Renew. You should get an IP address of
192.168.1.x (where x is a number between 2 — 254). If you don’t get an IP address,

reset the router by holding in the reset button at the back of the router for 10 seconds
while it is ON and try Renew again.

m IP Configuration = | = =] |

— Ethemet Adapter [nformation

|Realtek B133seies POINIC 7]

Adapter Address | O0-A0-0C-C7-64-5C
IP Addiess | 192.168.1.101
SubnetMask | 2552552550
D efault Gateway | 19216811

Feleasze | R enew |

Releaze All | Renew All | More Info »» |

2.2.3 Configuring the Router

Step 1 Open the web browser and type 192.168.1.1 in the URL Address field and press
Enter.

File Edit ‘iew Fawvorites

Q- © [

Address | 192.168.1.1

Step 2 Enter admin for both the username and the password fields and click OK.

Connect to 192.168.1.1

2
R

AP-Router

User name: | € admin w ‘

Password: | ooooo ‘

[Iremember my password

[ Ok ] [ Cancel




Step 3 Click Next at the router’s Setup Wizard.

AN elcome to Wireless Router Setup Wizard

Step 1. Set your new passwiord

Step 2. Choose your time zone

Step 3. Set LAN connection and DHCF server
Step 4. Setinternet connection

Step 5. Setwireless LAMN connection

Step 6. Restart

| Mexdt > ||Exit| display wizard next time? &) Yes (O No

Note: If you don’t see the Setup Wizard, click on the Wizard button on the menu bar.

Step 4 Change the router’s password by removing the bullets and typing in your new
password. OR you may keep the current password (admin) and click Next.

B o -

“an Welcome to Wireless Router Setup Wizard
Set Password

PESSWDI’d T T T T TR YT RITTT)

Yerify Fassword eeessssssssssss

| < Back || Mext » ||E:-:it|
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Step 5 Select your time zone and click Next.

Zan Welcome to Wireless Router Setup Wizard

Choose Time Zone

(G T-08:00 Facific Time (US & Canada) W

| <Back || Next> ||Exit|

Step 6 You may change the router’'s LAN settings or just click Next to keep the default
settings.

E?ﬁqf' ﬁ elcome to Wireless Router Setup Wizard
Set LAN & DHCP Server

LANIF Address 152 1651.1

LAMN Subnet Mask 2552552560
CHCF Server & Enable © Disable
Fange Start|192.168.1.100

Fange End |192.168.1.199

| <Back || Next> | [Exit]
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Step 7 The router will now auto-detect what type of WAN setting your DSL/Cable
modem has. You may follow steps 8a through 8f to configure your WAN type.

Note: If you are certain that your WAN type is different then from the one detected, you
should manually select the proper WAN type to configure.

‘%i elcome to Wireless Router Setup Wizard
Auto Dectecting WAN

Flease wait dectecting WAN connecting type now ..

Step 8a For Obtain IP automatically (DHCP client) and cable modem users click
Next and proceed to Step 9.

‘%i elcome to Wireless Router Setup Wizard
Select Internet Connection Type

@ Obtain IP automatically (ODHCF client)
O Fixed IP address

O FPPPoE to obtain IFP automatically

O FPFPFoE with a fixed IP address

O FFTF

O LZ2TF

| <Back || Next> ||Exit|
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Step 8b For Fixed IP address, enter the values provided by your ISP and click Next.
Proceed to Step 9.

L

Zax “Welcome to Wireless Router Setup Wizard
Set Fixed IP Address

WANIF Address |0.0.0.0

WWAR Subnet Mask 0.0.0.0
WWAN Gateway Address |0.0.0.0
DMNS Server Address 10.0.0.0
DMNS Server Address 20000
DMNS Server Address 3 0.0.0.0

[ < Back ] [ Mext > ] [Exit]

Step 8c For PPPOE to obtain IP automatically, enter the User Name and Password
required to get online and click Next. Proceed to Step 9. You may need to include the
domain name with your user name.

Ex. username@sbcglobal.net

B . -

7an  Welcome to Wireless Router Setup Wizard
Set PPPoE to obtain IP automatically IP

ser Name

F'E]SSW[er asdaaaseadaaEREERRERREEEE

Yerfy Password jeesssssssssssssssssssssse

| <Back || Mext> | [Exit]
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Step 8d For PPPOE with a fixed IP address, enter the User Name and Password
required to get online and the IP address provided by your ISP, and click Next. Proceed
to Step 9. You may need to include the domain name with your user name.

Ex. username@sbcglobal.net

‘“ elcome to Wireless Router Setup Wizard
Set PPPoe with a fixed IP Address

User Mame
Fasswar] eesesssssssssssssssssssse
Yerify Password sessssssssssssssssssssess
IF Address |0.0.0.0

[ < Back H Mext > HExit]

Step 8e For PPTP, enter the values provided by your ISP and click Next. Proceed to
Step 9.

‘M elcome to Wireless Router Setup Wizard
Set PPTP Client

YIS 0.0.0.0

’ < Back ] [ Mexdt ¥ ] ’Exitl
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Step 8f For L2TP, enter the values provided by your ISP and click Next.

“?ﬁﬂ' ﬁ elcome to Wireless Router Setup Wizard
Set L2TP Client

Eetype Pa et SESSSESENEREENERNEREEREN

| < Back || Mext » ||Exit|

Step 9 Choose to Enable or Disable the wireless function of the router. Click Next to
accept the default Wireless Network ID (default) or change the existing name to fit your
current wireless network. You may also change the channel number if needed.7

“?gﬂf' ﬁ elcome to Wireless Router Setup Wizard
Set Wireless LAN Connection

Wireless LAN @ Enable © Disable
ESSI0 |default
i_hannel |5

[ < Back ] [ Mext » ] ’E:-:it]
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Step 10 Click Restart to apply the settings.
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3. Verifying Internet Connection

Step 1 Login to the router’s configuration page and click on the Status button.

Step 2 Verify that the status for the WAN connection says
Connected.

Firmware VYersion: 1.5.7 , 2004/04/27

MAC Address 00-03-2F-22-C2468
IP Address 192.168.1.1
Subnet Mask 255255 255 0
DHCP Server Enabled DHCPE Table

T wiz

Connection 502119 AP Enable
ESSID default
Channel &
WER DISABLE

e

WAN —

MAC Address 00-03-2F-22-C2-69

Connectio{ DHCP Client Connected|  DHCPRelease || DHCPRenew |
P 192 168.1.126
Subnet Mask 255 255 2550
Default Gateway 192 168,11
DNS 1921681 .1

Note: If the status is disconnected, click on DHCP Renew (for Cable Modem), or
Connect (for DSL Modem). If it is still disconnected, go to the Troubleshooting section
at the end of this manual.

Step 3 If the status says Connected, your setup is complete.

17



4. Web Configuration Utility

Step 1 Open the web browser and type 192.168.1.1 in the URL Address field and press
Enter.

Step 2 Enter admin for both the username and the password fields and click OK.

4.1.1 LAN & DHCP Server

This page enables you to set the LAN and DHCP properties such as the host name, IP
address, subnet mask, and the domain name. LAN and DHCP profiles are listed in the
DHCP table at the bottom of the screen.

EAP—RDuter
192.166.1.1 |

|255.265.265.0

& Enabled O Disahled
SIET S 1 57.165.1.100
) Routing SRR 1521651199 |

o Access
_J Management

@, LAN Setting

|} Wireless

Domain Mame

Lease Time | 1 Week VI

IP Address MAC Address

unkenow 192.168.1.103 00-0C-6E-7D-AD-72

Host Name: Type the host name (if available) in the text field. The host name is
provided by your ISP and is required by some ISPs for Internet connection.

IP Address: This is the IP address of the router. The default IP address is 192.168.1.1.
You may change it to suit your existing LAN environment.

Subnet Mask: Type the subnet mask for the router in the text field. The default subnet
mask is 255.255.255.0.

DHCP Server: Enables the DHCP server function which allows the router to
automatically assign IP addresses to devices connected to the LAN. DHCP is enabled
by default. All DHCP clients are listed in the table at the bottom of the screen, providing
the host name, IP address, and MAC address of each client.

Start IP: Enter an IP address to serve as the start of the IP range that DHCP will use to
assign IP addresses to all LAN devices connected to the router.

18



End IP: Enter an IP address to serve as the end of the IP range that DHCP will use to
assign |IP addresses to all LAN devices connected to the router.

Domain Name: Enter the local domain name of the network in the text field. This field is
optional.

Lease Time: Set the lease time for the IP address assigned by the router.

Click Apply to save any changes.

4.1.2 WAN

This screen enables you to set up the router's WAN connection, specify the IP address
for the WAN port, add DNS address, and enter the MAC address.

& Obtain IP Automatically
O Specify IP
_J Wireless

5 Default
_J Routing
) Access :

_J Management : _:|

3 o
ilools o0 [.3 |.leF .22 |.[ca [.[e1 | [ Clone MAC Address

Connection Type: Select your Internet connection type: DHCP client, PPPoE, PPTP,
or L2TP from the drop-down list.

WAN IP: Select whether you want to specify an IP address manually, or use DHCP to
obtain an IP address automatically from your ISP. When Specify IP is selected, type the
IP address, subnet mask, and default gateway in the text fields. Your ISP will provide
you with the information.

DNS 1/2/3: Enter up to three DNS IP address in the text fields. Your ISP will provide
you with the information.

MAC Address: If your ISP requires a registered MAC address, click on Clone MAC
Address to clone your PC’s MAC Address.

19



4.1.3 Password

This screen enables you to set administrative and user passwords. These passwords
are used to gain access to the router’s interface. The User account can only view the
settings but not change them. To change the settings, you must log in using the admin
account.

B Rovting |
_J Access
| Management

Cancel || Apphy

4.1.4 Time

This screen enables you to set the time and date for the router. Select your time zone
and enable or disable daylight saving.

|| Management

_J Tools
Wi

20



Local Time: Displays the local time and date.

Time Zone: Select your time zone from the drop-down list.

Default NTP server: Enter a public NTP time server (optional)

Daylight Saving: Allows you to enable or disable daylight saving time. When enabled,
select the start and end date for daylight saving time.

4.1.5 Dynamic DNS

DDNS allows Internet users to connect to your Virtual Servers using an URL, rather
than an IP Address.

Note: You must register for the DDNS service at one of the DDNS Service Providers
first.

Server Address: Enter the IP Address of the DDNS server.
Host name: enter your host name.

User name: enter your user name for the DDNS service.
Password: enter your password for the DDNS service.

21



4.2 Wireless

This section enables you to set wireless communications parameters for the router's
wireless LAN feature.

4.2.1 Basic

This page allows you to enable and disable the wireless LAN function, change the
SSID, and select the channel for wireless communications.

A RL'N.*S_ 1[03Mbps

P Basic P Authentication M Advanced I SHELP

S (& Enabled O Disabled

_J LAN Sefting Wire
- W default !
i
¥ | (Domain: USA)
b ™| Domain )

_J Tools
_J Wizard

Enable/Disable: Enables and disables wireless LAN via the router. If disabled, no
wireless clients can connect to the router.

SSID: Type an SSID in the text field. The default SSID is default. The SSID of any
wireless clients must match the SSID typed here in order for the wireless clients to
access the router.

Channel: Select a transmission channel for wireless communications. The channel of
any wireless clients must match the channel selected here in order for the wireless
clients to access the router.

Super G Mode: Super G is a group of performance enhancement features that
increase end user application throughput in an 802.11g network. Super G is backwards
compatible with standard 802.11g devices. For best performance, all wireless devices
on the network should be Super G capable. Select either Disabled, Super G without
Turbo, Super G with Dynamic Turbo, or Super G with Static Turbo.

Cancel || Apply

Note:

B Super G without Turbo: Capable of Packet Bursting, Fast Frames, Compression,
and no Turbo mode.

B Super G with Dynamic Turbo: Capable of Packet Bursting, Fast Frames,

22



Compression, and Dynamic Turbo. This setting is backwards compatible with non-
Turbo (legacy) devices. Dynamic Turbo mode is only enabled when all devices on
the wireless network are configured with Super G with Dynamic Turbo enabled.
Super G with Static Turbo: Capable of Packet Bursting, Fast Frames, Compression,
and Static Turbo. This setting is not backwards compatible with non-Turbo (legacy)
devices. Static turbo mode is always on and is only enabled when all the devices on the
wireless network are configured with Super G with Static Turbo enabled.
SSID broadcast: select to enable or disable the broadcast of the router’s SSID.

4.2.2 Authentication

This screen enables you to set authentication type for secure wireless communications.
Open System allows public access to the router via wireless communications.

Shared Key requires the user to set a WEP key to exchange data with other wireless
clients that have the same WEP key. This router also supports WPA-PSK encryption.

P Basic B Authentication P Advanced

Wl & Open System O Shared Key O WPA O WPAPSK
=8 C Enabled @ Disabled

| e [EEES

Bdbit v

_J LAN Setting
o, Wireless

_J Routing

) Access

_J Management
_J Tools

(8 @ 0000000000

& ) |0000000000

|
pd () 0000000000 |
|
|

LCT®Y ) 0000000000

[ Cancel ] [Apply l [ Clearl

Authentication Type: The default setting for authentication is set to Open System.
There are five options: Open System, Shared Key, WPA, and WPA-PSK.

Note: If you don’t have a RADIUS server in your network and you want to use
WPA encryption, select WPA-PSK as the Authentication Type.

WEP: Enabled or Disabled. This is to enable or disable WEP encryption.

Mode: Select the key mode in ASCII (any letter or number) or HEX (letters A-F and
numbers 0-9).

23



WEP Key: Select the level of encryption you want from the drop-down list. The router
supports, 64-bit (Hex 10 characters/ASCII 5 characters) and 128-bit encryption (Hex 26
characters/ASCI| 13 characters).

Example: if you selected to use 64-bits using HEX characters, you would enter 10 Hex
characters in each of the four keys below.

Key 1 ~ Key 4: Enter a value for each key. Use the radio button to select which key you
want to activate. All wireless clients must use the same key number with the identical
value. Click Clear to erase key values.

If you choose WPA-PSK as the Authentication Type, enter the PSK key in the
Passphrase field. The length for the passphrase should be 8 to 63 characters (ASCII).

AfRLl% 1’08Mbp5

SHELP

For WPA users, enter the RADIUS server’s IP address as well as all the necessary
encryption settings.

AfRLI% 1[08mp5

SHELP

!_30 hinutes +
@ B4 bits (O 128 bits

(0000

812

Shared Secret
e | :

0.000

TH[

Shared Secret

24



4.2.3 Advanced
This screen enables you to configure advanced wireless functions.

) LAN Setting —
‘@ Wirel |2346 l(default:2346, range: 1500~2345)

c |§3iﬁ_| (default: 2345, range: 2586~2345, even number anly)

_J Routing N 1 | (default:1, range: 1~255)
- Access # Rates ( Auto (¥ |
) Management g o ) Enable @ Disable

] TWB Artenna transrmit pover (SO VJ
2
st

Beacon Interval: Type the beacon interval in the text box. You can specify a value from
1 to 1000. The default beacon interval is 100.

RTS Threshold: Type the RTS (Request-To-Send) threshold in the text box. This value
stabilizes data flow. If data flow is irregular, choose values between 256 and 2432 until
data flow is normalized.

Fragmentation Threshold: Type the fragmentation threshold in the text box. If packet
transfer error rates are high, choose values between 256 and 2432 until packet transfer
rates are minimized. (NOTE: setting the fragmentation threshold value may diminish
system performance.)

DTIM Interval: Type a DTIM (Delivery Traffic Indication Message) interval in the text
box. You can specify a value between 1 and 65535. The default value is 3.

TX Rates (Mbps): Select one of the wireless communications transfer rates, measured
in megabits per second, based upon the speed of wireless adapters connected to the
WLAN.

11g Only Mode: If enabled, the router will only communicate in 11g mode (54 Mbps).
Antenna Transmit Power: select from full, half, quarter, eighth, min.

25



4.3 Status

This selection enables you to view the status of the router’'s LAN and WAN connections,
and view logs and statistics pertaining to connections and packet transfers.

4.3.1 Device Information
This screen enables you to view the router’'s LAN, Wireless, and WAN configuration.

MAC Address 00-03-2F-22-C2-65
IP Address 192.165.1.1
Subnet Mask 255265 2550
DHCP Server Enabled DHCP Table

Cannection 802 119 AP Enable
EZSID default
Channel 6
WEP DISABLE

WAN -_—

MAC Address 00-03-2F-22-C2-69
Connection DHCP Client Connected l DHCF Felease ] l DHCF Fenew ]
IP192.168.1.126
Subnet Mask 255 255 2550
Default Gateway 192 163.1.1
DNS 192 168.1.1
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Firmware Version: Displays the current version of the firmware installed. After updating
the firmware from Tools - Firmware, check this page to ensure that your firmware is
successfully updated.

LAN: This field displays the router's LAN interface MAC address, IP address, subnet
mask, and DHCP server status. Click DHCP Table to view a list of clients currently
connected to the router LAN interface.

Wireless: Displays the router's wireless connection information, including the router's
wireless interface MAC address, the connection status, the SSID, the channel number,
and whether WEP encryption is enabled or disabled.

WAN: This field displays the router's WAN interface MAC address, DHCP client status,
IP address, subnet mask, default gateway, and DNS. Click DHCP Release to release
the IP address obtained by the router from the ISP. Click DHCP Renew to renew the IP
address obtained by the router from the ISP.

Note: The buttons will be changed to Connect and Disconnect if you've set the router
to one of the PPPoE modes, but the functions remain the same.

4.3.2 Log

This screen enables you to view a log of the router’s system statistics, events, and
activities. The log can display up to 200 entries. Older entries are overwritten by new
entries. The Log screen commands are as follows:

A{RLINII'S 1[03Mbps

P Device information Log M Log Setting * Statistic & Wireless | "HELP

[ First Fage H Last Fage H Fresvious Page ” MNext Page ” Clear Log H Refreshl

Molsin: |
o |

Click First Page to view the first page of the log

Click Last Page to view the final page of the log

Click Previous Page to view the page just before the current page
Click Next Page to view the page just after the current page

Click Clear Log to delete the contents of the log and begin a new log

page 1 of 1

| Time | Message | Source | _ Destination | Note |
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Click Refresh to renew log statistics

Time: Displays the time and date that the log entry was created.
Message: Displays summary information about the log entry.
Source: Displays the source of the communication.
Destination: Displays the destination of the communication.
Note: Displays the IP address of the communication

4.3.3 Log Setting
This screen enables you to set router logging parameters.

| Email Address [ Email Log Maw
I

"} LAN Setfing
| Wireless

_J Routing
) Access
_J Management

I - ack

| I ocoie Packets
B Wizord N I -

iiiia

SMTP Server: Type the SMTP server address for the email that the log will be sent to
in the next field.

Send to: Type an email address for the log to be sent to. Click Email Log Now to
immediately send the current log.

Syslog Server: Type the IP address of the Syslog Server if you want the router to listen
and receive incoming Syslog messages.

Log Type: Enables you to select what items to be included in the log:

e System Activity: Displays information related to router operation.

e Debug Information: Displays information related to errors and system malfunction.

e Attacks: Displays information about any malicious activity on the network.

e Dropped Packets: Displays information about packets that have not been transferred
successfully.

e Notice: Displays important notices by the systems administrator.
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4.3.4 Statistic

This screen displays a table that shows the rate of packet transmission via the router
LAN and WAN ports (in bytes per second).

1400 1 73
43052 143165576 4313
431 0 119
17848 143165576 11937

cess

Click Reset to erase all statistics and begin logging statistics again.

4.3.5 Wireless

This screen enables you to view information about wireless devices that are connected
to the router.

Af RLlI% 1[03Mbps

P Device information P Log P Log Setting P Statistic % Wireless | SHELP

- Connected Time MAC Address
| ) LAN Setting

4
&

Connected Time: Displays how long the wireless device has been connected to the
router.
MAC Address: Displays the MAC address of the connected wireless clients.
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4.4 Routing

This section enables you to set how the router forwards data: Static and Dynamic.
Routing Table enables you to view the information about the network topology created
by the router.

4.4.1 Static

This page enables you to set parameters by which the router forwards data to its
destination if your network has a static IP address.

AfRLlh% 1[03Mbp5

Network Address | Mask | Gateway | Intetface | Metric _

Network Address: Type the static IP address your network uses to access the Internet.
Your ISP or network administrator provides you with this information.

Network Mask: Type the network (subnet) mask for your network. If you do not type a
value here, the network mask defaults to 255.255.255.255. Your ISP or network
administrator provides you with this information.

Gateway Address: Type the gateway address for your network. Your ISP or network
administrator provides you with this information.

Interface: Select which interface, WAN or LAN, you will use to connect to the Internet.
Metric: Select which metric you want to apply to this configuration.

Add: Click to add the configuration to the static IP address table at the bottom of the
page.

Update: Select one of the entries in the static IP address table at the bottom of the
page and, after changing parameters, click Update to confirm the changes.

Delete: Select one of the entries in the static IP address table at the bottom of the page
and click Delete to remove the entry.
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New: Click New to clear the text boxes and add required information to create a new
entry.

4.4.2 Dynamic
This screen enables you to set NAT parameters.

i,
T [ Disabled RIF 1 RIP 2

. B [s]s]):

NAT: Click the radio buttons to enable or disable NAT.

Transmit: Click the radio buttons to set the desired transmit parameters, disabled, RIP
1, or RIP 2.

Receive: Click the radio buttons to set the desired transmit parameters, disabled, RIP
1, or RIP 2.
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4.4.3 Routing Table

This screen enables you to view the routing table for the router. The routing table is a
database created by the router that displays the network interconnection topology.

A RLI% JO8mbps

[SHELP

_J Sta

Network Address: Displays the network IP address of the connected node.
Network Mask: Displays the network (subnet) mask of the connected node.
Gateway Address: Displays the gateway address of the connected node.
Interface: Displays whether the node is connected via WAN or LAN.
Metric: Displays the metric of the connected node.

Type: Displays whether the node has a static or dynamic IP address
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4.5 Access

This page enables you to define access restrictions, set up protocol and IP filters, create
virtual servers, define access for special applications such as games, and set firewall
rules.

45.1 MAC Filters

Enables you to allow or deny Internet access to users within the LAN based upon the
MAC address of their network interface. Click the radio button next to Disabled to
disable the MAC filter.

P Filter P Virtual Server B Special AP » DMZ B Firewall Rule

Filters

LAN Setting
Nireless Filters are used to allow ar deny LAN users from accessing the Internet.
@ MAL Filters ' URL Blocking

O IP Filters 2 Domain Blacking ) Protocol Filters

_ Routing
), Access
_J Management

MALC Filter

& Disabled

a

) Only allow computers with MAC address listed below to access the network

m O Cnly deny computers with MAC address listed below to access the network
Apply

MAC Table

Name| |

Mac Address| || |-[ [ [ ][]

|
[ Name | WaC Address

Disabled: Once the function of MAC filter is disabled, those listed in the MAC Table are
allowed Internet access.

MAC Table: Use this section to specify which user is denied or allowed Internet access.
The user profiles are listed in the table at the bottom of the page. (Note: Click anywhere
in the item. Once the line is selected, the fields automatically load the item's
parameters, which you can edit).

Name: Type the name of the user to be permitted/denied access.

MAC Address: Type the MAC address of the user's network interface.
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Add: Click to add the user to the list at the bottom of the page.

Update: Click to update information for the user, if you have changed any of the fields.
Delete: Select a user from the table at the bottom of the list and click Delete to remove
the user profile.

4.5.2 URL Blocking
This page allows you to deny users from accessing certain URLs specified in the list.

AfRLugl&loau

BFilter » Virtual Server b Special AP+ DMZ P Firewall Rule SHELP

Filters

Filters are used to allow or deny LAM users from accessing the Internet,
O MAL Filters & URL Blacking

O IP Filters ) Damain Blacking 3 Pratacal Filters

URL Blocking
Block those URLs which contain keywords listed below,
© Enabled @ Disabled

Enabled/Disabled: Select to enable or disable URL blocking.
Once URL blocking is set to enabled, enter the keywords in the text field and click Add.
To delete a keyword, select it from the list and click Delete.
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4.5.3 IP Filter

This screen enables you to define a minimum and maximum IP address range filter; all
IP addresses falling in the range are not allowed Internet access. The IP filter profiles
are listed in the table at the bottom of the page. (Note: Click anywhere in the item. Once
the line is selected, the fields automatically load the item's parameters, which you can
edit).

Filters

Filters are used to allow or deny LAM users fram accessing the Internet.
) MAC Filters & URL Blocking

@ |P Filters & Domain Blockin O Protocol Filters
s _nowng :

IP Filter

Enable: Click to enable or disable the IP address filter.

Range Start: Type the beginning address for the IP range. IP addresses falling
between this value and the Range End are not allowed to access the Internet.

Range End: Type the final address for the IP range. IP addresses falling between this
value and the Range Start are not allowed to access the Internet.

Add: Click to add the IP range to the table at the bottom of the screen.

Update: Click to update information for the range if you have selected a list item and
have made changes.

Delete: Select a list item and click Delete to remove the item from the list.
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4.5.4 Domain Blocking

This page allows you to either permit or deny users from accessing certain domains
specified in the list.

AfRLII% 1’03Mbps

Befiter B Virtual Sever b Special AP DMz P Firewall Rule [SHELF

Filters
Filters are used to allow or deny LAM users from accessing the Internet.

O MALC Filters > URL Blacking
O IP Filters @ Dormain Blocking 0 Protocol Filters

Domain Blocking
& Disablad

O Allow users to access all domains except "Blacked Damains”

) Deny users to access all domains except "Permitted Damains”

Permitted Domains

Blocked Domains

Domain Blocking: choose from Disabled, Allow users to access all domains except
“Blocked Domains”, or Deny users to access all domains except “Permitted Domains”.
Permitted Domains: enter the domains you wish to allow access in this field and click
Add.

Blocked Domains: enter the domains you wish to deny access in this field and click
Add.
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455 Protocol Filter

This screen enables you to allow and deny access based upon a communications
protocol list you create. The protocol filter profiles are listed in the table at the bottom of
the page.

AfRLlr% 1[03Mbps

P Fiter P Virtual Server B Special AP+ DMZ P Firewall Rule JHELP

Filters

Filters are used to allow or deny LAM users fram accessing the Internet.

O MAL Filters O URL Blocking
> Domain Blocking ® Protocal Filters
Protocol Filter
O Disable List
() Enable List : Deny to access internet from LAN when the list as below item be enable.
Edit protocol Filter in List
Enable O Enable © Disabled
Name! |
Protocal
Port | ! | | (Type Range for ICHP)
Add [} Update | Delete | New
[ Name | Protocol | _ Range |
Filter FTP TEP 20-21
Filter HTTF TP a0
Filter HTTPS TEE 443
Filter DTS TDF 53
Filter SITP TIEE 25
Filter POP3 TEP 110
Filter Fing IChIP 8
Filter Telnet TEE 23

Note: When selecting items in the table at the bottom, click anywhere in the item. The
line is selected, and the fields automatically load the item's parameters, which you can
edit.
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The most common protocols are listed in the table already. Select the protocol you wish
to edit.

Protocol Filter:

Disable List: disables protocol filter

Enable List: enables protocol filter. If this is selected, the router will deny Internet
access to those protocols that have the filter marked enabled.

Edit protocol filter in list:
Enable: protocol marked enabled will be denied access to the Internet.
Denied: protocol marked denied will be granted access to the Internet.

To edit a new protocol filter, click New. Edit the settings then click Add.

4.5.6 Virtual Server

This screen enables you to create a virtual server via the router. If the router is set as a
virtual server, remote users requesting Web or FTP services through the WAN are
directed to local servers in the LAN. The router redirects the request via the protocol
and port numbers to the correct LAN server. The Virtual Sever profiles are listed in the
table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The
line is selected, and the fields automatically load the item's parameters, which you can
edit.

_ ) LAN Setting

_ Routing
©, Access |
| Management

I Tools sdd ]! Updste || Delst
|| Name [ _ Protocol | LANServer

Virtual Server FTP TCP 21421 0000
Virtual Server HTTP TCP 30/20 0.0.0.0
Virtual Server HTTES TCP 443/443 0000
Virtual Server DINE ULP 53/53 0.0.0.0
Virtual Server SMTP B2 0000
Virtual Server POP3 TCP 110/110 0.0.0.0
Virtual Server Telnet TCP 23123 0000
IFlec ULP 500/500 0.0.0.0
PPTP TCP 172311723 0000
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Enable: Click to enable or disable the virtual server.

Name: Type a descriptive name for the virtual server.

Protocol: Select the protocol (TCP or UDP) you want to use for the virtual server.
Private Port: Type the port number of the computer on the LAN that is being used to
act as a virtual server.

Public Port: Type the port number on the WAN that will be used to provide access to
the virtual server.

LAN Server: Type the LAN IP address that will be assigned to the virtual server.
Add: Click to add the virtual server to the table at the bottom of the screen.

Update: Click to update information for the virtual server if you have selected a list item
and have made changes.

Delete: Select a list item and click Delete to remove the item from the list.

4.5.7 Special AP

This screen enables you to specify special applications, such as games, that require
multiple connections that are inhibited by NAT (i.e., if you need to open up certain ports
for certain applications to access the Internet). The special applications profiles are
listed in the table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The
line is selected, and the fields automatically load the item's parameters, which you can
edit.

R

P Filter » Virtual Server & Special AP » DMZ P Firewall Rule

___|

| [  Name  [Triger Port Range Incoming Port

Eattle net 6112 6112

Dialpad 7175 51200-51201,51210

ICU I 2018 2000-2038,2050-2051,2069,2085,3010-3030
MSH Gaming Zone 47624 2300-2400,28800-22000

PC-to-Phone 12053 12120,12122 24150-24220

Caick Time 4 554 £970-6995
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Enable: Click to enable or disable the application profile. When enabled, users will be
able to connect to the application via the router's WAN connection. Click Disabled on a
profile to prevent users from accessing the application on the WAN.

Name: Type a descriptive name for the application.

Trigger: Defines the outgoing communication that determines whether the user has
legitimate access to the application.

e Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used to access the
application.

e Port Range: Type the port range that can be used to access the application in the
text boxes.

Incoming: Defines which incoming communications users are permitted to connect
with.

e Protocol: Select the protocol (TCP, UDP, or ICMP) that can be used by the incoming
communication.

e Port: Type the port number that can be used for the incoming communication.

Add: Click to add the special application profile to the table at the bottom of the screen.
Update: Click to update information for the special application if you have selected a list
item and have made changes.

Delete: Select a list item and click Delete to remove the item from the list.

4.5.8 DMZ

This screen enables you to create a DMZ for a computer that cannot access the Internet
applications properly through the router and its associated security settings. It allows the
specified computer to have unrestricted two-way access with the Internet.

Note: Any client added to the DMZ exposes the client to security risks such as viruses
and unauthorized access.

A{RLIN'IB 1[08Mbps

P Filter P Virtual Server B Special AP DMz & Firewall Rule | SHELP

) LAN Setting

| Wireless

| Routing
©, Access
) Management

_ Tools

Enable: Click to enable or disable DMZ.
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DMZ Host IP: Type the IP address of the computer. The computer with the specified IP
address will have unrestricted two-way access with the Internet.
Apply: Click to save the settings.

4.5.9 Firewall Rule

This screen enables you to set up the firewall. The router provides basic firewall
functions by filtering all the packets that enter the router using a set of rules. The rules
are in an ordered sequence—the higher a rule is in the list, the higher the priority the
rule has.

P Filter P Virtual Server b Special AP+ DMZ I Firewall Rule

O Enable © Disabled
= |

IF Range Start IF Range End Protocol  Protocal

9 I |
¥ I |REES VIE

|_[Action [Name __________[Source [Destination ___|Protocol |

Allow  Allow to Ping WA port TWATNT* LA 182.168.1.1 ICHEP. B
Deny Default H: Lan * Fir
Allow  Default LAN * 0 i

Enable: Click to enable or disable the firewall rule profile.

Name: Type a descriptive name for the firewall rule profile.

Action: Select whether to allow or deny packets that conform to the rule.

Source: Defines the source of the incoming packet that the rule is applied to.

e Interface: Select which interface (WAN or LAN) the rule is applied to.

e |P Range Start: Type the beginning of the IP address range that the rule is applied to.
e |P Range End: Type the end of the IP address range that the rule is applied to.
Destination: Defines the destination of the incoming packet that the rule is applied to.

e Interface: Select which interface (WAN or LAN) the rule is applied to.

e |P Range Start: Type the beginning of the IP address range that the rule is applied to.
e |P Range End: Type the end of the IP address range that the rule is applied to.

e Protocol: Select the protocol (TCP, UDP, or ICMP) of the destination.

e Port Range: Select the port range.
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Add: Click to add the rule profile to the table at the bottom of the screen.

Update: Click to update information for the rule if you have selected a list item and have
made changes.

Delete: Select a list item and click Delete to remove the item from the list.

New: Click New to erase all fields and enter new information.

Priority Up: Select a rule from the list and click Priority Up to increase the priority of
the rule.

Priority Down: Select a rule from the list and click Priority Down to decrease the
priority of the rule.

Update Priority: After increasing or decreasing the priority of a rule, click Update
Priority to save the changes.

4.6 Management

4.6.1 SNMP

This screen enables you to configure SNMP.

Afﬂltlm 1’085##75

“HELP

| Wireless

Enabled/Disabled: Click to enable or disable SNMP.

System Name: Displays the name given to the router.

System Location: Displays the location of the router (normally, the DNS name).
System Contact: Displays the contact information for the person responsible for the
router.
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Community: SNMP system name for exchanging SNMP community messages. The
name can be used to limit SNMP messages passing through the network. The default
name is 'public.’

Trap Receiver: Type the name of the destination PC that will receive trap messages.

4.6.2 Remote Management

This screen enables you to set up remote management. Using remote management,
the router can be configured through the WAN via a Web browser. A user name and
password are required to perform remote management.

1 LAN Setting

| Wireless C Te
Remate IP Range From |" |TD| |

—~— Enable & Enable O Disahled
- Routing

Allow to Ping

L L
58

Remote IF Hange From |" |Tg| |
— UPMNP Enable Enable & Enabled O Disabled
& Management =
. Gaming mode Enable & Enabled O Disabled

Enable & Enabled O Disabled
Enable & Enabled O Disabled

IDENT Enable & Stealth © Closed

’

HTTP: Select to enable or disable remote management.

Port: enter a port number for the remote management. Default is 8080.

Remote IP Range: Specify the IP range of remote addresses that can manage the
router.

Allow to Ping WAN Port: Select to enable or disable ping response from WAN port.
Remote IP Range: Specify the IP range of remote addresses that the router will
respond to ping requests.

UPNP: UPNP is a networking architecture that provides compatibility among networking
equipment, software, and peripherals. The Router is an UPnP enabled router and will
only work with other UPnP devices/software. If you do not want to use the UPnP
functionality, it can be disabled by selecting "Disabled".

Gaming Mode: If you are experiencing difficulties when playing online games or even
certain applications that use voice data, you may need to enable Gaming Mode for
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these applications to work correctly. When not playing games or using these voice
applications, it is recommended that Gaming Mode be disabled.

PPTP: Enables you to set up PPTP access for remote management.

IPSec: Enables you to set up IPSec access for remote management.

IDENT: Choose to close or stealth port 113.

4.7 Tools

This page enables you to restart the router, save and load different settings as profiles,
restore factory default settings, upgrade the firmware, and ping remote IP addresses.

4.7.1 Restart

AfRLIN‘IE 1’03Mbps_

“HELP

B Restart B Settings P Firmware P Ping test

) LA
) Wireless

_J R
o

ACCess

Click Restart to restart the router in the event the router is not performing correctly.
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4.7.2 Settings

This screen enables you to save your settings as a profile and load the profiles for
different circumstances. You can also load the factory default settings.

A{RE"% 1/08Mbps

SHELP

Save Seftings

Save

Load Settings

|
) Access [Load |

| Browse.. |

Restore Factory Default Settings

Save Settings: After you have configured all the settings, click Save to save the current

configuration as a profile so that you can load it when necessary.

Load Settings: Click Browse and go to the location of a stored profile. Click Load to

load the profile's settings.
Restore Factory Default Settings: Click to restore the factory default settings. All
configuration changes you have made will be lost.

4.7.3 Firmware
This screen enables you to keep the router firmware up to date.

LhicL vy JOBer-

| *HELP

Upgrade Firmware

|| Browse.. |
upgrade

) Routing
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Please follow the instructions below:

1. Download the latest firmware from the manufacturer’s web site and save it to your
disk.

2. Unzip the downloaded file.

3. Click Browse and go to the location of the unzipped firmware file.

4. Select the file and click Upgrade to update the firmware to the latest release.

5. Verify the firmware is updated by reviewing the firmware version on the Status page.

4.7.4 Ping Test

The ping test enables you to determine whether an IP address or host is present on the
Internet.

A{RL"% 1[08Mm

“HELP

P Restart P Settings P Firmware B Ping test

Haost Mame or IP address;
| LAN Sefting |
| Wireless

' ‘i..:‘- §

| oF

Type the host name or IP address in the text box and click Ping.
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5. Troubleshooting

For Cable Modem Users Only

Step 1 Log into the router’s LAN Setting page and click WAN.

] DHCP Client or Fixed IP |
(& Obtain IP Automatically
O Specify IP

o3 [.[eF [.[z2 |-[cz |.[ea | |[___Clone MAC Address

(Gonee | 7o ] 4

Step 2 Click Clone MAC Address, and click Apply.
Step 3 Redo the Setup Wizard.

Step 4 Verify the Connection Status as described in Section 3, Verifying Internet
Connection.

For DSL Users Only

Step 1 Go to the router's Setup Wizard.

Step 2 At the PPPoE setting, double-check the spelling of your User name and
Password. Some ISP’s require you to include the domain name along with your User
name for the User name field.

Example: username@sbcglobal.net

Step 3 Complete the Setup Wizard and then verify the Connection Status as
described in Section 3, Verifying Internet Connection.
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For Cable Modem and DSL Users
Step 1 Power off the Cable/DSL modem, router, and computer and wait for 5 minutes.

Step 2 Turn on the Cable/DSL modem and wait for the lights on the modem to settle
down.

Step 3 Turn on the router and wait for the lights on the router to settle down.

Step 4 Turn on the computer.

Step 5 Redo the Setup Wizard.

Step 6 Verify the Connection Status as described in Section 3, Verifying Internet

Connection.

Appendix

Technical Support

E-mail: support@airlink101.com

Toll Free: 1-888-746-3238

Web Site: www.airlink101.com
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